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The Corrmission convened with all present except Mr. E. Roy Shawn, Mr. John E. 
Donahue, Ms. Florence B. Isbell, Mr, Albert J. Gardner, Jr., and Dr. Harriet 
Trader. The meeting began with an explanation of the Mileage Reimbursement Form 
by Mr. Dennis Hanratty. 

Mr. Arthur Drea informed the members that he and Mr. Hanratty had met with Dele- 
gate Helen Koss, Chairperson of the House Constitutional and Administrative Law 
Conmittee / to discuss coordinating oonmittees. Delegate Koss preferred holding 
separate House and Senate "pre-hearings" in the Fall of 1982. Mr. Drea stated 
that it had been agreed that any bill proposed in this session that impacted on 
the work of the Canmission would be deferred and referred to the Conmission. 
Pie enlisted the aid of Canmission members in the review of proposals relating 
to the Canmission's purpose. Delegate Kopp asked if the confidentiality of 
bill drafts would be covered by the Conmission. The consensus of the members 
was that the issue would not be dealt with at the present time. 

The ranainder of the meeting was spent continuing the discussion of the document 
Mr. Hanratty had presented on December 1. Again Mr. Hanratty reiterated that 
the proposal was meant as a guide only and open to additions or deletions. Dis- 
cussion ensued on the topic of Social Services. Delegate Nancy Kopp asked if 
general questions would be covered throughout; the members agreed that such 
questions would be included. The issue of Federal regulation and potential con- 
flicts between State and Federal regulations was raised. Mr. Dennis Sweeney stated 
that this was usually covered by the provision "except as Federal law requires" 
in most documents. In addition to the questions posed under "Use" of Social 
Services information. Senator Timothy Hickman suggested the addition of questions 
concerning with whan the information is shared, for what purpose and under what 
authority. Mr. Robin Zee requested that #32 be changed to read "Are there oppor- 
tunities for the objection to records" instead of "correction of records". Mr. 
Hanratty brought up the fact that he had identified only one section of the Anno- 
tated Code to date as having relevance to these questions. It was suggested that 
he contact Joel Rabin, Assistant Attorney General, who might have further refer- 
ences. The discussion of the topic was concluded with the statement that Social 
Services should also include confidentiality in the service sector-such as child 
abuse registries. 

Mr. Hanratty discussed his findings on Criminal Justice. He noted that although 
this is a sensitive topic, there already exists significant protection of criminal 
justice records through various sections of the Annotated Code. He suggested that 
the Canmission might want to focus on the issue of sealing versus purging. In the 



A theme evident throughout questions was the disclosure of information by the 
Treasury Department to other Government agencies. Mr. Hanratty stated that the 
statutes are general and appear to allow disclosure. Other issues raised by 
members of the Commission were: who is chosen for audit, what criteria are used, 
and accountability for improper disclosure. 

Senator Hickman inquired if anything had been done to ask agencies to sutmit 
information on their data practices to the Gonmission. It was decided that mem- 
bers of the Commission would be contacts for the agencies they represent. letters 
would be sent to other agencies asking for a liaison from each. Mr. Hanratty 
could then meet with the points of contact and determine the difficulties involved 
in obtaining information. Senator Hickman suggested including a list of the infor- 
mation desired with the letter. 

Mr. Drea stated that the tax issue would be summarized in the Interim Report. Mr. 
Hanratty asked for feedback on the goals of the Interim Report. The members of the 
Commission agreed that it should be privacy oriented. Mr. Drea added that no 
review of privacy is complete without an examination of the Public Informatxon Act. 
Senator Hickman brought up the scheduled public hearings suggesting that a serxes 
of agency hearings be held separately, as it would be difficult to handle every- 
one at a public hearing. 

Time did not permit a thorough discussion of the proposed schedule for the Commis- 
sion throught 1982. The Commission did agree that the next meeting would be devoted 
to consideration of a draft of the Interim Report. 
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I. INTRODUCTION 

We exist today in an information society. The last three decades repre- 

sented a veritable revolution in the aoquisition and processing of information. 

lOday, oonpanies throughout the world rather routinely engage in transactions 

in a manner that would have been impossible before the 1950s. Individual citi- 

zens have benefited from this information expansion in incalculable ways. 

In the midst of this revolution, however, a great many people have reser- 

vations about the information miracle. Increasingly, citizens are dananding 

that limitations be placed on the collection and uses of information by public 

and private organizations. There are frequent requests to limit the types of 

information that can be collected frcm individuals by organizations, to mandate 

organizations to collect information from the individual himself, and so forth. 

In a word, demands are made on government today to protect personal privacy.1 

Privacy protection legislation has beccme important to so many citizens 

today because, as we have already noted, the character of our society has changed 

so much from the past. As the United States Privacy Protection Study Ccnmission 

has recently observed, one hundred years ago our interactions with public and 

... 2 
private organizations in society were not as coranonplaoe as they are today. 

Many people were self-employed, attained only lower-level education, and there 

was little contact with large agencies and the Federal Government. Records main- 

tained on individuals were also minimal. The formal transactions conducted 

between one individual and other members of society were limited in scope. Face- 

to-face information exchanges provided the opportunity to divulge specific infor- 

mation and allowed for the correction of errors or misperceptions on the part of 



others. In addition, information gathered was not extensive. Now, however, 

when transactions in almost every sphere of life require the divulgence of 

detailed personal information, the scenario has changed. Few individuals are 

able to obtain credit, insurance, and other necessities of modem living without 

the final determination being based on personal information. 

Over the last decade, the ooncem of the .American public about the poten- 

tial. abuse of personal information has also gradually increased. In the past, 

many anployers collected extensive information on applicants and employees, 

including data relevant to hiring practices. Unfortunately, informal opinions, 

carments of supervisors and other non-related information were also often 

included in files. This possibly inaccurate or outdated information was poten- 

tially damaging to an errployee when maintained in files without his knowledge. 

In addition to not knowing what information was collected, the individual couldj 

not be sure to what uses it was being put. Many began to question just how 

much information really was required by organizations. 

The use of computers as a base for record systanns has also contributed to 

fears of the American public. Survey research often reveals that the public 

harbors deep suspicions about the eventual consequence of a fully computerized 

society. In point of fact, there are nunerous advantages that accrue to a 

society relying on canputerized, or automated, systems. The oost-effectivenessj 

of computers permits the extension of services to a greater number of indivi- 

duals than was ever before possible. These services are provided, in addition, 

with a higher degree of efficiency and accuracy. Finally, autcmation has 

strengthened, in many cases, the confidentiality of an individual's personal 

record. It is a more difficult process to make an unauthorized entry into a 

canputer system than would be the case with a single manual file. 
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At the same time, ta^ver, the increased usage and concurrent growth in 

| record-keeping abilities of organizations have potential negative ranifica- 

tions. one of the major problems is that the expansion of our information- 

tt gathering ability has far outatrippad the ability of individuals to determine 

. what type of perscnal injoimation is released and for what purposes. While 

we have taken great strides in increasing the anount and speed of information 

collection, storage, and retrieval, society has been senate slower in making 

provisions to allow the individual to nx>nitor the develoj^ent, use, disclosurB, 

and correction of the infonnation maintained on him. Qxpared to the faoe-to- 

^ face relationships of the past, the individual is often left defenseless to 

protect himself against possible errors and the indiscriminant dissemination 

of information. 

d in addition, while it may be more difficult to tap a ccmputerized rather 

than n^nual system, the potential for harm ranains much greater. The amount 

of information that could be available to a skilled individual capable of by- 

passing security procedures of a large organization is enennous. Ti™, after 

time, canputer system, that were hailed aa liable to outside forces have 

been shown to be vulnerable. Among problems that have plagued autcmated sys- 

tens have been weak supervision over physical access to carputers, inadeguate 

storage of programs and documentation, vulnerabilities in magnetic tape controls 

f)U°r ^i^ning of the manual handling of input/output data. Such problem 
ithcr facilitate access to co.puter facilities on the part of non-e^loyees or 

nable thoso vy^ho h3.v0 outliori 
, access to make unauthorized uses of the infer- 

ticn contained in that systan.3 ^ ways ^ ^ ^ 

.ted records ountaining personal infonnation continuing to provide effi- 

lent and accurate services to citizens are major challenges in the 1980s. 
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It is evident fron what has been said up to this point, then, that increas- 

ingly the public is dananding some measure of control over the nature of personal 

information given to organizations. This concern is apparent particularly in 

terms of information at the disposal of governmental unite. Yet while it is 

inportant to observe this rising level of interest in the protection of personal 

records, we should not view this demand in isolation but instead should recog- 

nize that it is linked to another, equally important, issue; the right of citi- 

zens to gain access to the public records of government. 

From its origins, one of the most distinctive features of the American 

polity was the dictum that the governed must be permitted to scrutinize the 

actions of those who exercise power in its name. The First Amendment to the 

Constitution establishing the principle of freedom of the press should be seen 

as a ocrnmitment on the part of the Founding Fathers to the view that the public 

needed to be informed of the operations of government. This attitude was 

expressed well by one of the chief framers of the Constitution, James Madison: 

"A popular Government without popular information, or the means of acquiring it, 

is but a Prologue to a Farce or a Tragedy; or perhaps both. Knowledge will for- 

ever govern ignorance; And the people who itean to be their cwn Governors, must 

arm themselves with the power, which knowledge gives. 

Yet while the foundations of our government rested on the premise of citizen 

access to public information, frequently the reality of the situation was very 

different. Regrettably this was often the case in recent times, when abuses of 

power went undetected as roadblocks were placed in the way of citizens monitoring 

government action. Contemporary restrictions on public access were all the more 

unfortunate due to the dramatic growth of the size of government. Three inter- 

related processes were at work. First of all, bureaucracies impacted on more and 

4 
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more iireas of an individual's life. Second, the traditional distinction between 

legislatures as policy—making bodies and bureaucracies as policy—implorienting 

bodies was being obscured. Third, bureaucracies were largely unaccountable to 

constituents or to the electoral process. The cumulative effect of these changes 

was to heighten the need for public awareness of government behavior; the irony, 

of course, was the governmental response to place more restrictions on the flow 

of information. 

It should cone as little surprise to anyone that a consequence of this 

situation was a noticeable decline in confidence and trust of the public towards 

goverrment officials. It is incumbent upon government, however, to take the 

steps necessary to reverse this trend. Nothing less than the continued health 

of our desnocratic system is at stake. It is axxomatic that a free society can- 

not survive if its government operates in secrecy. In order for the American 

people to exercise the rights and responsibilities pertaining to them under 

the Constitution, there must occur an open and accurate flow of information 

between government and the public. 

Two critical issues, therefore, confront both federal and state government 

and demand resolution. First of all, governments must design appropriate measures 

to guarantee the privacy of personal records. Second, governments must permit 

citizens to have access to public records. It is in response to these concerns 

that Governor Harry Hughes created the Information Practices Conmission. Its 

mandate is to examine the personal record-keeping practices of state agencies 

with an eye towards achieving an appropriate balance of the individual's right 

to privacy, the information requirements of public organizations, and the public's 

right to be informed. In this Interim Report, the Gcmnission details what it 

has discovered up to this point in time and the future course of its study. 

5 



II. THE CURRENT STATUS OF PRIVACY POLICY IN MARYLAND 

An earlier section of this report raised some of the major concerns regard- 

ing privacy protection. However, it would be erroneous to suggest that there 

does not exist currently any protection of personal records held by agencies of 

Maryland government. In point of fact, there are several provisions of the 

Maryland Annotated Code which seek either to ensure confidentiality of such 

records or to enable an individual to have access to files containing personal 

facts of his life. Particularly significant statutes in this regard are those 

which establish the Criminal Justice Information System and delineate explicit 

privacy procedures for criminal records,5 classify juvenile court records as 

C. 
confidential and separate from those of adult offenders, and restrict the type 

of information collected from applicants for State errployment.7 In addition to 

specific statutes pertinent to privacy concerns, numerous state agencies have 

issued regulations requiring confidentiality of personal records. For example, 

the Department of Health and Mental Hygiene restricts access to records of the 

Maternal and Child and Crippled Children's Programs.8 Finally, Maryland is sub- 

ject to numerous federal regulations mandating privacy protection as a precon- 

dition to participation in various categorical grant programs. For example, 

the Office of Family Assistance of the United States Department of Health and 

Human Services requires states to safeguard public assistance records in those 

9 
programs involving federal financial participation. 

The Information Practices Commission applauds those efforts that have alread 

been taken by the State of Maryland to protect personal records. The Commission 

believes, however, that though the actions of the state in this area have been 

noteworthy, much more work needs to be accomplished. More specifically, the 

Ccitmission asserts that the nagnitude of the issue demands consideration of the 

6 



enactment of corrprehensive privacy legislation. Despite numerous references 

to privacy in the Annotated Code, the Catimission intends to determine whether 

the absence of a comprehensive statute places considerable restraints on the 

protection of personal records. 

Several examples will demonstrate the uneven and non-uniform character 

of legislation in this regard, particularly in the area of an individual's 

right to access to records involving personal facts of his life. Under Mary- 

land law, this "person in interest" is permitted to have access to his per- 

sonnel files, if he is a state employee, and to examine his educational 

. 10 
records. However, no similar explicit access provisions are accorded to the 

'person in interest" if he is a patient in a Maryland state hospital or a 

client of a social service agency. This situation has led to considerable 

confusion regarding the legitimate rights of the "person in interest". FOr 

example, the Consuner Council of Maryland recently conducted a survey of 

eighteen public and private hospitals in the Baltimore metropolitan area and an 

additional sampling of county hospitals. The Consumer Council asked the fol- 

lowing question: "Do patients in your hospital have access to their medical 

records? The results demonstrated a clear absence of uniform procedures in 

this area. Some hospitals indicated that a patient would never be granted 

access to such records. Others suggested that medical records would be released 

if the request came from an attorney. Still other hospitals maintained that the 

request would only be honored if disclosure was authorized by the attending phy- 

sician. Finally, at least one hospital stated that patients are given access to 

their records. It is obvious that the findings of the Consumer Council demand 

further investigation of this issue.11 

le 

7 



A second area where one finds a lack of uniform procedures involves the 

inter-agency disclosure of personal information. For example, the state 

statute governing inter-agency transfer of public assistance records is notice- 

ably stricter than are statutes pertaining to tax information. The Department 

of Human Resources is prohibited fron disclosing public assistance records with- 

out either a court order or . . for purposes directly connected with the 

administration of public assistance, medical assistance, or social services 

programs . . ."12 In the case of tax records, however, significant amounts of 

tax information can be disclosed ". . . to an officer of the state having a 

right thereto in his official capacity . . .,,13 The language used in statutes 

protecting the confidentiality of tax records (and many other categories of 

personal records as well) raises inportant questions. Should an agency be pre- 

vented fron redisclosing personal information to another agency for purposes 

not directly related to the original collection of the information? Should 

the "person in interest" be notified that information is being disclosed to 

another agency? Should the "person in interest" be permitted to have an oppor- 

tunity to contest the accuracy of such records before they are released to 

another agency? What restrictions should be placed on the redisclosure of 

personal records by third parties? The Infomation Practices Commission intends 

to conduct a thorough examination of these, and other, questions associated with 

the inter-agency disclosure of personal records. 

Further evidence of a general lack of uniformity of existing privacy legis- 

lation can be seen in the fact that many categories of personal records are 

considered to be confidential while others are not. Both voter registration 

records and motor vehicle records tend, as a general rule, to fall within the 

non-confidential area. For example, under existing law, voter registration 

lists can be released to the public as long as the recipient agrees not to use 

8 



the infonnation for oatmercial solicitation or other business purposes. The 

only other possible situation that could prevent public access to voter regis- 

tration lists would be for the Board of Supervisors of Elections to issue a 

14 special order. Similarly, the general premise regarding motor vehicle records 

is that they are open to public inspection. Access is permitted to driver 

records, vehicle ownership information and insurance information as long as the 

Motor vehicle Administration approves of the purported intended use of the infor- 

mation; a separate medical file, however, is considered to be confidential. The 

Information Practices Oottmission will examine the appropriateness of allowing 

public access to records which contain personal facts of an individual's life. 

One final problem ronains to be discussed; difficulties associated with 

the security of personal information in the possession of state government. In 

point of fact, this is not a problem of ambiguous statutes on this subject, in 

the Annotated Code, but rather a case of inadequate implementation by agencies. 

Numerous examples abound in this area, of which perhaps the most publicized 

have been a series of incidents regarding lack of protection of taxpayers' 

records. In 1977, a security ccmmittee of the Data Processing Division, res- 

ponsible for many tax records, disclosed numerous problems including access to 

conputer operations by unauthorized persons, the unauthorized uses of conputer 

facilities by individuals with authorized access privileges, and inadequate 

building security.16 The following year, tax records were found in trash bins 

outside the Treasury Building on two separate occasions in violation of state 

17 law. At approximately the same time, documents containing refund information 

were provided to a reporter by a state employee.18 The Commission provides these 

examples to suggest the obvious need for a thorough examination of security of 

personal records throughout state agencies. 



III. THE CURRENT STATUS OF ACCESS TO PUBLIC INPOEMATION IN MARYLAND 

Just as in the case of protection of personal records, the State of Mary- 

land has taken significant steps to permit individual citizens to have access 

to the public records of government. The hallmark of this effort is the Public 

19 Information Act, first enacted in 1970 and amended periodically since then. 

The Act applies to nearly every public agency in the state. It establishes 

procedures whereby citizens can write to designated custodians of public docu- 

ments in each agency requesting copies of specified records. This right to 

access to public information is available to any individual; one does not need 

to justify the reason why one should be provided with such information. Unless 

the record requested falls within a specified restricted category, such as 

records pertaining to criminal investigative proceedings, the information must 

be provided by the custodian to the individual making the request. If the 

request is denied, an appeals process is set into motion that could conceivably 

end up overturning the original refusal by the custodian to grant access. 

Though the Public Information Act expands in notable ways the rights of 

Maryland citizens, there are, nonetheless, a number of questions that have been 

raised. One of the most serious problems is the fact that the Act does not 

require the custodian to respond to the requesting individual within a specified 

time period. Once the custodian actually denies a request, he must provide the 

individual with a written statanent within ten working days specifying the 

reasons for the denial and the ranedies available to the individual. However, 

prior to making an official denial, the custodian does not operate under a time 

restriction. The obvious consequence of this situation is that agencies essen- 

tially can deny public access to government records without having to make a 

formal declaration of denial. The Oanrnission desires to receive comments frcm 

10 



any citizens who may have experienced difficulties with this provision of the 

Public Information Act. 

In addition, many people have expressed other questions about the Act. 

Are there categories of records to which the public cannot gain access under 

current law which should be open for public inspection? Are the personal 

records provisions of the Act adequate? Should an agency, by regulation, be 

allowed to make records confidential and thus prevent their disclosure? Should 

search and other related costs in finding and reviewing documents be charged 

to the requesting party? Do custodians in various agencies implement the man- 

dates of the Act in similar ways? The Commission intends to review carefully 

each of the concerns that have been mentioned here. 

TV. ISSUES REGARDING PRIVACY 

It is clear from what has been said previously that privacy of personal 

records is an issue demanding iirmediate attention. Many experts and state 

officials have suggested a variety of guidelines for use in managanent of 

records. In attenpting to accomplish the task before it, the Information Prac- 

tices Gommission intends to examine these proposed general principles regarding 

privacy in order to determine the extent to which they are appropriate to the 

management of various types of state records. 

1. An agency should be required to collect only such information from an 

individual which is necessary, timely and relevant to the performance of the 

duties of that agency. 

11 



2. An agency should make every effort to collect personal information 

from an individual himself. 

3. An agency to the greatest extent possible should inform an individual 

of the type of information that is collected about him. 

4. An agency that requests information of a personal nature from an indi- 

vidual should notify the individual of the specific statute authorizing the 

request, the principal uses of such information, and the consequences of fail- 

ing to comply with the request. 

5. An individual should have the right, to the greatest extent possible, 

to determine which records are collected, maintained, and dissaninated by an 

agency. 

6. An agency should maintain only such information about individuals as 

is necessary to perform its tasks. 

7. An agency maintaining records involving personal facts of an indivi- 

dual's life should publish on an annual basis the name and location of such 

records, the categories of individuals contained in the record system, the 

categories of records maintained in the system, the uses of such records, poli- 

cies and procedures regarding storage, retrievability, access controls, reten- 

tion, disposal, accuracy and security of such records, the title and address of 

the individual responsible for each record, agency procedures whereby an indi- 

vidual can be notified on request if the system of records contains a record 

pertaining to that individual, and the categories of sources of records in the 

system. 

12 
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8. An individual should be permitted to have access to information per- 

taining to him which is contained in an agency record. 

9. An individual should be permitted to copy information pertaining to him 

which is contained in an agency record. 

10. An individual should be permitted to challenge the accuracy of infor- 

mation pertaining to him which is contained in an agency record. 

11. An agency should make every effort to verify the accuracy and rele- 

vance of information concerning an individual before disclosing such informa- 

tion to another person or agency. 

12. An agency should make every effort to inform an individual of the 

nature of the information to be disclosed and to whom the information may be 

disclosed. 

13. An agency to the greatest extent possible should permit an individual 

to prevent information that was obtained for one purpose fron being used or 

made available for other purposes. 

14. An agency maintaining records involving personal facts of an indi- 

vidual's life should maintain an accurate record of any disclosure of such 

information, including, but not necessarily limited to, the date, the name and 

address of the person or agency receiving the information, the statutory author- 

ity permitting the disclosure of the information, and the purported use of the 

information by the recipient. 

13 
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15. An agency disclosing records involving personal facts of an indivi- 

dual's life shall permit the individual to have access to its dissonination 

logs. 

16. An agency which has disclosed records involving personal facts of an 

individual's life to another agency or person should notify that agency or 

person in the event either of a challenge to the accuracy of the record or a 

correction to its contents. 

17. An agency releasing information for the purposes of scientific research, 

statistical reporting, financial auditing or program evaluation must ensure the 

confidentiality of the identity of individuals. 

18. An agency maintaining records involving personal facts of an indivi- 

dual's life should enact and implement appropriate safeguards to ensure the 

integrity, security and confidentiality of such records. 

19. An agency maintaining records involving personal facts of an indivi- 

dual's life should enact safeguards to prevent misuse of such information. 

20. In order to determine the appropriate level of security for each 

category of personal records, agencies should authorize a security risk analy- 

sis to be performed. 

21. An agency official who discloses records involving personal facts of 

an individual's life in disregard of existing statutes shall be held accountable 

for such actions. 

14 



22. An agency which is authorized in accordance with state law and regu- 

lation to destroy records involving personal facts of an individual's life 

should ensure that records are destroyed in a secure and thorough iranner. 

v- THE plan of toe infofmation practices commission 

Increasingly, many groups in society are supporting the above mentioned 

principles and are asserting that they should be a part of any ccmprehensive 

privacy legislation. The Information Practices Ocmmission recognizes, however, 

that there may be serious questions regarding either the feasibility or pro- 

priety of adopting several of the principles. As a consequence, the Gommis- 

sion intends to take a very open approach before reccmmending any additional 

legislation. 

First of all, the Information Practices Ccxnmission is desirous of solicit- 

ing opinions and advice from agency officials. The Commission can envisage 

situations where a principle might work very well for the great majority of 

agencies but poorly for a few. For example, to compel criminal justice offi- 

cials to inform an individual that he is currently under surveillance would 

obviously defeat the purpose of the investigation. The Oanmission will, there- 

fore, examine reasonable and necessary exceptions to any privacy legislation 

recommendations, should such reocmmendations be made. 

It is anticipated that agencies will present their concerns to the Information 

Practices Ocrmission in at least two ways. First, a representative of the Com- 

mission will schedule appointments with officials of the major state agencies. 
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These on-site visits by the Ccmmission's representative will enhance the Com- 

mission's understanding of the record-keeping practices of various agencies 

and its awareness of any special agency needs. Second, hearings will be 

scheduled during the Spring for agency officials. At these hearings, officials 

would have an opportunity to present testimony before the full body of the 

Information Practices Conmission. In addition to these two principal methods, 

the Oartfnission welcanes carmunication from agency officials at any time. 

The Commission is also particularly interested in soliciting testimony 

at its public hearings from state and local government employees. Maintaining 

the integrity of public employees' personnel records should be a paramount 

concern of agency officials. The Conmission is anxious to receive testimony 

either fran any employees who may have experienced difficulties in this regard 

or from their representatives. 

Additionally, the Oottmission intends to hold hearings in order to receive 

testimony fron interested members of the public. The essence of the Commission's 

mandate is to ensure the balance between the individual citizen's right to pri- 

vacy and the citizens' right to access to public information. The Information 

Practices Comvission should conrnunicate directly with citizen groups to be sure 

that major issues of concern to the public are being sufficiently examined. 

Finally, the Conmission will closely examine the experiences of other states 

and the Federal Government in the enactment of privacy and open records legis- 

lation. Several states, as well as the Federal Government, have enacted cxmpre- 

hensive legislation in this regard in the last decade. The State of Maryland 

can learn much from the experience of other governmental units. Whenever new 

legislation is being considered, many legitimate questions are asked regarding 

% ■ 
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the bill's potential inpact. This might be particularly the case regarding 

the privacy provisions of such comprehensive legislation. Many are concerned 

about the eventual cost of enacting privacy guarantees, while others worry 

that agencies forced to comply with its provisions might suffer a decline in 

effectiveness. Still others fear that privacy provisions will serve to deny 

citizens their rightful access to public information. By examining the implemen- 

tation of privacy measures in other governmental settings, the Commission might 

be in a position to make useful forecasts for the situation in Maryland. Mare 

importantly, however, it will have an excellent opportunity at the policy foi>- 

mulation stage to make adjustments in any possible proposals, thereby learning 

from the difficulties of others. 

Examination of the actions of other governmental units can be particularly 

useful in one area of the Ccmmission's work: determining procedures to be used 

to monitor coirpliance with privacy and open records legislation. Various methods 

have been used by different states. In sane cases, the Attorney General's 

Office has provided interpretation of the law through the use of opinions. In 

others, advisory review boards have been created, with final interpretative 

authority resting with the Attorney General,. At least one state has established 

a Confidential Records Council to hear ccmplaints fron the general public. 

Finally, seme units have formed permanent review boards with authority to admi- 

nister and enforce the law. The Information Practices Conmission will be 

guided in its reccmmendations by the experiences of these varying methods, as 

well as by the views of officials within Maryland government. 

In summary, the Information Practices Commission commits itself to recom- 

mending those measures which will protect the rights of individual citizens 

concerning personal data while not hampering the performance of state government 
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or the legitimate access rights of citizens to public documents. The Oarmis- 

sion recognizes the delicate and difficult nature of the balance that must be 

achieved and dedicates itself to arriving at that balance. 
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APPENDIX 

A Selected List of Statutes in the Maryland Annotated Code 
Pertaining to Protection of Personal Records 

Article 27, Section 292 - 

Article 27, Section 736 - 

Article 27, Section 737 - 

Article 27, Section 740 - 

Article 27, Section 742 - 

Article 27, Section 744 - 

Article 27, Section 751 - 

Article 27, Section 752 - 

Article 43, Section 54L - 

Article 43, Section 565C (6) - 

Article 48, Section 354-0 - 

Article 76A, Section 1A - 

Article 76A, Section 3 - 

Provides for expungement of an arrest record 
if the individual is not convicted in the par- 
ticular case and has never been previously con- 
victed of a crime; also provides for expunge- 
ment of records of first offenders who have 
been placed on probation. 

Provides for expungement of police records 
for individuals who are arrested but not charged 

Provides for expungement of police records for 
individuals who are arrested but not convicted. 

Restricts employers or educational institutions 
fron requiring an individual who is applying for 
anployment or admission to disclose information 
concerning criminal charges against him that 
have been expunged. 

Establishes the Criminal Justice Information 
System. 

Establishes the Criminal Justice Advisory Board. 

Grants an individual the right to inspect crimi- 
nal records pertaining to him. 

Establishes procedures for challenges to the 
accuracy of criminal records. 

Regulates the disclosure of medical information 
by the provider of medical care. 

Deals with the protection of the records of 
patients in skilled nursing facilities and inter- 
mediate care facilities. 

Regulates the disclosure of medical information 
by nonprofit health service plans. 

Contains a general statanent restricting the col- 
lection of personal information. 

Restricts public disclosure of certain types of 
personal records. 
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Article 81, Section 5A - 

Article 81, Section 300 - 

Article 81, Section 302A 

Article 81, Section 366 - 

Article 88A, Section 6 - 

Article 100, Section 95A - 

Article 100, Section 95B - 

Establishes the confidentiality of property 
tax records. 

Establishes the confidentiality of inccme tax 
records. 

Places restrictions on the disclosure of income 
returns by those who have assisted in the 

preparation of such returns. 

Regulates the disclosure of retail sales tax 
information. 

Regulates the disclosure of social service 
records. 

Places limitations on the types of questions to 
be asked of applicants for employment. 

Prevents public and private onployees from using 
polygraph tests for purposes of onployment. 
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fSlfcJ'lfttc otliarplturo 

dcxccutibc ^Department 

KXKCUTIVK OHDER 

01.01.1980.11 

Infornuition Practicos Commission 

Will'RKAS, 

WHKREAS, 

WIIEUEAS , 

WHEREAS, 

WHEREAS, 

NOW, THEREFORE, 

The Constitutions of Maryland and of the United 
States fjuarantee a fundamental right of privacy 
under certain circumstances; and 

There must be a reasonable balance between an 
individual's right of privacy and the public's 
right to be informed; and 

A society founded on democratic values necessaril 
requires governmental openness and accountability 
and 

It is well recognized that in an age of computers 
there are contrasting dangers of overexposing 
personal information and underexposing informatio 
that should bo made public; and 

State governmrnt must seek a proper balance 
between the individual right of personal privacy, 
the pract i ccs of public orcjani zations in accumu- 
lating, maintaining and disseminating informatio 
about people, and the need of the public to be 
informed; 

I, HARRY HUGHES, GOVERNOR OF MARYLAND, BY VIRTUE 
OF THE AUTHORITY VESTED IN ME BY THE CONSTITUTION 
AND THE LAWS OF MARYLAND, DO HEREBY PROMULGATE 
THE FOLLOWING EXECUTIVE ORDER, EFFECTIVE IMMEDIAT 

1. The Information Practices Commission is 
hereby created. 

2. The Commission consists of thirteen 
members appointed by the Governor, one of whom 
shall bo a member of the House of Delegates, one 
of whom shall bo a member of the Senate, one of 
whom shall represent the Department of Personnel, 
one of whom shall represent the Comptroller of 
the Treasury, one of whom shall represent the 
Department of General Services, one of whom shall 
represent the Attorney General's Office, and 
seven public-at-largo members. The Governor sha 
designate a chairperson from among the thirteen 
members. 

3. The Commission shall conduct a thorough 
study of policies and procedures regarding the 
collection, maintenance, use, security, dissemi- 
nation, and destruction of personal records held 
by State government and, in connection with that 
study, shall: 

(a) Study the policies and procedures 
of the Uniform Freedom of Information Act and 
the proposed Uniform Fair Information Practices 



(Privacy) Act, and, where appropriate, oxnmino 
tin? extent to which they interact and interface. 
The points for initia] study may incindo: 

(1) The draft proposal of the 
National Conference of Commissioners on Uniform 
State I.aws entitled, "Uniform Privacy Act;" 

(2) House Bill 112 of 1980; 

(3) The report of the United States 
"Privacy Protection Study Commission"; 

(b) Hold hearings in which persons with 
an interest in information practices may present 
their views; 

(c) Conduct meetings, research programs, 
investigations and discussions as necessary to 
gather information relating to information practice:-. 

(d) Submit by October 1, 1980, an interim 
report together with any preliminary legislative 
proposals regarding the Public Information Act 
(Art. 7tiA, SI et sec. of the Maryland Annotated 
Code) or any oilier provision of State law that 
would be necessary to implement the recommendations 
of t lie report; and 

(e) Submit a final report by October 1, 
.1981, together with any legislative proposals 
necessary to implement the recommendations of that 
report. 

'1. Kach State agency shall cooperate fully 
with the Commission in its efforts to accomplish 
its mandate under this Order. 

GIVEN Under My Hand and the 
Groat Seal of the State of 
Maryland, in the City of 
Annapolis, this^J'-S' day of 

. ' , , 1980. 

^Jlarry Huqheti ^ 
Governo^ of Maryland 

ATTEST: 

F,red L. Wineland 
ecretary of State 
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STATE OF MARYLAND 

EXECUTIVE DEPARTMENT 

ANNAPOLIS, MARYLAND ZI404 

harry huohes Governor1 s Information Practices Camdssion 
governor State House- Roan H-4 

(301)-269-2810 

Governor's Information Practices Coimiission     —       —  ■ 

Minutes of Ccmmission meeting- January 19, 1981 

The Canmission convened with all present except Mr. E. Roy Shawn, 
Mr. John E. Donahue, Ms. Florence B. Ishell. Dr. Harriet Trader and 
Mr. Wayne Heckrotte. The meeting began with the introduction of Mr. 
John Clinton, the new representative from the Comptroller1 s Office. 
Mr. Arthur S. Drea, Jr. presented a flyer on a book entitled. Guidebook 
to Freedom of Information and Privacy Acts. It was decided that 
libraries would be checked to see if the book was currently available. 

Mr. Drea asked if there were any additions to the minutes frcm 
the previous meeting. Delegate Nancy Kopp said that it had been her 
impression that the Canmission had not decided that the issue of 
confidentiality of bill drafts was beyond its jurisdiction as indicated 
in the miniates of the meeting of December 15, 1980, but would be 
dealt with later if time allowed. Delegate Kopp requested that the 
minutes be corrected to reflect this fact. The minutes were adopted with 
this change. 

Mr. Drea discussed the scheduling of the two public hearings. One 
is to be held in Annapolis for the general public early in the 
legislative session,perhaps the third week of February. The second is 
to be held in Baltimore and will be structured for agencies. Delegate 
Kopp added that the Canmission might want a public hearing in Baltimore 
for state employees. Mr. Drea stressed that the Baltimore hearing will 
be open to all but if another hearing was necessary, one oould be 
scheduled. Mr. Dennis Hanratty stated that it would be desireable for 
him to meet with the representatives from agencies before the hearings. 

Discussion canmenced on the proposed Interim Report. Delegate Kopp 
said that in the Introduction there appeared to be a confusion between 
the records of private organizations and those of governmental organizations. 
In addition, the report needed a more explicit recognition of the right 
of citizens to gain access to the public records of government. She 
suggested the insertion of a statement reflecting the growing concern in 
this area. Mr. Dennis Sweeney agreed, stating that current legislation 
dealing with openess in records and privacy had been underscrutinized 
but that the report seemed to put a greater anphasis on privacy. Mr. 
Drea concurred that the Introduction should be modified, but nonetheless 
stated that the anphasis of work would probably be in the privacy area. 
It was discussed and decided that a paragraph would be added to detail 
the public's right to know more explicitly. 



Mr. Albert Gardner requested clarification of the following 
statement that appeared in the first page of the report: " Today, cortpanies 
throughout the world rather routinely engage in transactions that would 
have been ijnpossible before the 1950s". Mr. Hanratty responded by 
providing an example of a foreign physician contacting the U.S. National 
Library of Medicine and receiving almost instantaneous assistance in 
diagnosis. Mr. Gardner stated that it was his understanding that computers 
affect the speed of transactions but not the type of transactions that 
could be conducted. Mr. Hanratty answered that certain transactions became 
feasible only as a consequence of conputerization. Mr. Robin Zee felt 
that the key word of the sentence was "routinely". It was suggested that 
the sentence be modified to read: "Today, conpanies throughout the world 
rather routinely engage in transactions in a manner that would have been 
impossible before the 1950s". 

A number of comments and questions were clarified rather quickly. Mr. 
Drea, Delegate Kopp and Mr. Clinton felt that the report should be footnoted; 
the other members concurred. Delegate Kopp asked if the use of "personal 
records" rather than "personnel records" in the first paragraph of Section IV 
had been intentional, Mr. Hanratty replied that the term "personal" was 
meant to include "personnel". Finally, Mr. Zee asked if the statement of 
the second paragraph of page 3- "... the expansion of our information- 
gathering ability has far outstripped the ability of individuals to determine 
what type of personal information is released and for what purposes"- was 
in reference to the ability to collect information. Mr. Hanratty 
responded affirmatively. 

Considerable discussion ensued over the statenent on page 5 of the 
report asserting the need for the enactment of conprehensive privacy 
legislation. Delegate Kopp maintained that though there was certainly a 
need for a thorough examination of the issues involved, it was too early 
to conclude that legislation was required. Mr. Hanratty noted that Mr. 
Wayne Heckrotte had called him and raised essentially the same objection. 
At the same time, a number of members requested clarification of the word 
"comprehensive". Mr. Sweeney observed that comprehensive privacy protection 
might be provided through the enactment of categorical, rather than 
onnibus, legislation. Mr. Hanratty stated that it had been his impression 
that the Commission supported the development of omnibus legislation; 
Ocmmission members felt, however, that his point remained an open question. 
Mr. Zee suggested that it was probably premature to conclude that we needed 
a conprehensive privacy act. After deliberating on these points, the 
Commission instructed Mr. Hanratty to eliminate all statements in the report 
calling for comprehensive legislation and to state instead that the Corrmission 
would examine the suitability of such legislation. 

Discussion was again held on the need for a balance in the report 
between privacy issues and public access issues. Delegate Kopp reconmended 
the inclusion of a new section that would deal with matters affecting the right 
of citizens to gain access to the public records of govement. Mr. Sweeney 
agreed, noting that the report gives the impression that privacy was by far 
and away the principal concern. Unless the emphasis on privacy was tampered 
somewhat, he suggested, the Commission would not receive substantial input 
frcm citizens on the issue of access to public records. Mr. Zee supported 
this position, noting that the report.could, and should not be so biased as 
to eliminate the public records side of the question altogether. 
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Senator Timothy Hickman raised the issue of the developnent of adequate 
security of personal records in the possession of state government. He sug- 
gested that it might be helpful to expand and strengthen those sections of 
the report dealing with security, noting in particular the need for risk 
analysis assessment. A consensus was reached to add a paragraph that would 
address these points. 

Various comments were made concerning the section of the report noting 
the Consumer Council's survey of record-keeping practices of Maryland hos- 
pitals. Senator Hickman asked whether the Consumer Council had surveyed 
state hospitals only, or included both state and private hospitals; Mr. 
Hanratty responded that the survey covered both types. Mr. Drea felt that this 
point should be noted in the report. Mr, Hanratty stated that a comprehensive 
survey examining hospital procedures was being designed by Ms. Thea Cunningham, 
and asked for guidance regarding to whom the survey should be sent. Delegate 
Kopp pointed out that the Executive Order establishing the Canmission only 
authorized that body to consider the practices of state institutions. It was 
Mr. Sweeney's opinion, however, that access to hospital records was such a 
sensitive and important issue that the Commission should consider including 
private institutions as well. The Commission decided to send the survey to 
both public and private institutions; in the letter addressed to private insti- 
tutions, however, the Commission would simply ask for their cooperation. 

Mr. Sweeney suggested the utility of including an Appendix to the report 
listing those sections of the Maryland Annotated Code pertaining to the protec- 
tion of personal records. In response Mr. Hanratty felt that such a list 
might be incomplete since there could be articles of the Annotated Code of 
which he might be unaware. He also recounted difficulties in receiving infor- 
mation on the subject from various Assistant Attorneys General. Mr. Sweeney 
offered to be of assistance to Mr. Hanratty in this regard. The Canmission 
concluded that a list of privacy statutes would be attached to the report, 
though the list would be selected, not comprehensive. 

Mr. Drea solicited the opinions of Commission members on Section III 
entitled "A Privacy Bill of Rights." It was agreed, first of all, that the 
section should be tentatively retitled, "General Issues of Privacy." As in 
the case of the report examining the current status of privacy policy in 
Maryland, the Ccmrdssion felt that the language introducing Section III 
should be moderated. Father than imply that the Commission had already 
endorsed the list of principles in that section, it was felt that the intro- 
ductory statanent should be rephrased indicating that these were merely issues 
to be considered. Delegate Kopp read a suggested introduction to which the 
members agreed. 

Comments were requested from the members regarding the twenty-one issues 
that were listed in the report. Mr. Sweeney expressed concern that there 
was insufficient attention given to the cost of enacting comprehensive privacy 
protection. Mr. Hanratty replied that, in his opinion, costs were adequately 
mentioned on page 12 of Section IV. In addition, Mr. Drea observed that most 
of the issues contained disclaimers such as "to the greatest extent possible." 
It was decided to leave references to the cost of privacy protection as they 
appeared in the proposed report. One issue was modified at the request of 
Mr. Zee. Issue #21 was changed to read: "An agency which is authorized in 
accordance with state law and regulation to destroy records involving personal 
facts of an individual's life should ensure that records are destroyed in a 
secure and thorough manner." 
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Goiradssion manbers agreed that the format used in Section III was an 
appropriate one in order to receive canments from agency officials and the 
general public. By listing issues numerically, readers would be able to make 
oonments to specific items in the report. Mr. Zee noted that the Commission 
might want to invite groups to add issues that possibly were overlooked in 
the report. In this regard, Mr. Hanratty read a copy of a letter to be sent 
to agency officials along with the Interim Report. The members supported the 
content of the letter; Delegate Kopp felt, however, that the letter should 
cane fran Mr. Drea as Chairman of the Ccsrmission. This position was supported 
by the other manbers and adopted. Mr. Donald Tynes urged the inclusion in 
the letter of a date by which agency officials should respond to Corrmission 
requests; this position was also adopted. 

Discussion then focused on the timing of the report. Mr. Drea suggested 
that the Interim Report be given to the Governor and the members of the General 
Assembly first, and then to agencies and interest groups. Delegate Kopp 
observed that the Information Practices Commission was a gubernatorial rather 
than legislative body and therefore protocol required that the Governor receive 
the report before anyone else. This position was seconded by Mr. Zee. It was 
decided to send the report to the Governor first; then, after waiting several 
days, the Commission would contact the Governor's Office and ask if there were 
any major objections before distributing it. 

Senator Hickman inquxred whether the staff had conpleted the personal 
record-keeping survey to be sent to agency officals. Mr. Hanratty showed him 
a copy of the proposed survey and stated that he felt that it would be better 
to delay distribution of the survey until agency officials had designated 
their liaisons to the Carmission. 

Conmission members proceeded to discuss the new Section TV pertaining to 
access to public records. Delegate Kopp suggested the inclusion in the report 
of problans that citizens may have experienced in gaining access to such records. 
Mr. Hanratty agreed and asked Mr. Sweeney whether there existed any report sum- 
marizing problems encountered in this regard. Mr. Sweeney responded that such 
a report did not exist but offered to provide assistance to the Ccranission in 
delineating these problans. In order to provide a better sense of balance to 
the report, Ccmmission members decided to change the part examining status of 
access to public information in Maryland to Section III and made Section IV 
oover issues regarding privacy. The plan of the Commission would then follow 
as Section V. 

Two principal modifications were requested in the section of the proposed 
Interim Report specifying the plan of the Information Practices Commission. 
Delegate Kopp and Mr. Zee asked Mr. Hanratty to look at that section and modify 
any language obligating the Conmission to design oomprehensive privacy legisla- 
tion. Mr. Clinton noted that the section discussed public hearings for agency 
officials and citizen groups and inquired as to where state employees fit into 
this general plan. Mr. Hanratty conceded that this was an oversight of the 
report and agreed to include a statement requesting the participation of state 
employees at the Conmission1s public hearings. 

Members turned to a discussion of a number of administrative matters 
associated with the Interim Report. Mr. Drea suggested that the report should 
include the names of all Catrmission members. Mr. Drea distributed a list of 
interest groups to be considered as recipients of the report; any additions or 
deletions would be referred to Mr. Hanratty. Ccranission members considered the 
publishing of the Interim Report in the Maryland Register and other publicity 



through newspaper articles. Mr. Drea stated that after the report was delivered 
to the Governor, Mr. Hanratty would contact Mr. Gene Oishi regarding a possible 
press release. 

Two final points were covered before the meeting was concluded. Delegate 
Kopp asked that in the future the minutes be stamped "DRAFT" until adopted by 
the Gomraission members and that the minutes from the previous meeting be cor- 
rected. Mr. Sweeney asked whether bills were being reviewed to determine 
whether they should be deferred. Mr. Drea responded that he was handling it 
himself and would send letters regarding bills that the Cornmission would 
like deferred. 



FINAL COPY 

MINUTES OF PUBLIC HEARING-FEBRUARY 23, 1981 

The first Public Hearing of the Governor's Information Practices Cormission was held 

February 23, 1981 at 10 A.M. in the Montgcmery County Delegation Rocm of the Lowe House 

Office Building in Annapolis, Maryland. The following Cormission members were in attendance: 

Mr. Arthur S. Drea, Jr, Chairman, Mr. Dennis Sweeney, Mr. John Clinton, Mr. Donald Tynes, 

Dr. Harriet Trader, Delegate Nancy Kopp, Senator Timothy Hickman, Mr. Robin Zee, Mr. Albert 

Gardner and Mr. John-Donahue. 

I f Y • t , ''j 
Mr. Arthur S. Drea opened the hearing by explaining that the Conmission had been charged 

with the responsibility of examining the record-keeping practices of state government and 

balancing the individual's right to privacy with the public's right to know. 

The first speaker, Ms. Pat Doane, Aide to Delegate Judith Toth, related the case of an 

individual licensed to hunt in Maryland. The individual enlisted Delegate Toth's assistance 

when he found that his name had been given by the State of Maryland to the National Rifle 

kssociation. Delegate Toth discovered that current statute allows the State list to be 

Bold. This policy is contrary to her belief that the confidentiality of personal informa- 

tion sutmitted to obtain a license should be protected. To this end. Delegate Toth intro- 

juced House Bill 1366 which would affect the sale of the Motor Vehicle Administration's 

list for car registration or personal licenses and House Bill 1368 which covers all state 

licensed individuals and prohibits the sale of their personal information for political or 

ercial purposes. Ms. Doane asked for the support of the Commission in this legislation. 

Ms. Doane additionally discussed the State Information Referral Service. Due to the 

fact that Maryland has existing referral services, Ms. Doane maintained that the cost for 

a centralized service would be less for Maryland than other states. She noted that as a 

tanporary stopgap measure, the state is helping citizens contact government by 



functionalizing and using cxdIoit—codsd pages in the telephone took. This does not serve 

another function of the Information Referral Service however, which is to discover the 

needs of the citizens. Delegate Kopp and Ms. Doane discussed the state wide toll-free 

number and its funding. There was seme confusion as to whether or not the current ser- 

vice was responsible for referral of all services. 

In reference to the dissemination of personal information through state lists, Mr. 

Drea and Ms. Doane discussed the difficulties involved in providing information needed 

|by the public—such as verification that an individual is a licensed physician—and at the 

same time limiting the information dissomnated. This balance was not addressed in the 

bill. 

■ 

The next witness was Mr. Basil Wisner frcm the Comptroller's Office. Accompanying 

Mr. Wisner were Mr. George Spriggs (Director-Incone Tax Division) and Mr. Philip Martin 

^(Director-Data Processing Division) . Mr. Wisner presented written testimony (copy 

attached) in resonse to an incident cited in the Interim Report. Mr. Wisner discussed 

the incident and procedures employed in the Ccmptroller's Office to guarantee the security 

of personal records. 

, 

Mr. Clinton asked about the availability of tax information to other state agencies. 

^Mr. Spriggs responded, citing Article 81, Section 300, which places limitations on the 

i dissemination of tax return information. He stated that in regards to state agency requests, 

two cases existed where legislation allowed information to be shared with other state 

agencies—The Absent Parent Tracer Program (Department of Human Resources) and the Property 

Tax Circuit Breaker Program (Department of Assessments and Taxation) . Any other requests 

frcm other state agencies for tax information would be referred to the Attorney General 

for an opinion. Mr. Spriggs responded to three questions posed by Mr. Dennis Hanratty 

^concerning the disclosure of information to other state agencies. Mr. Spriggs informed 

j the Camussion that, first, the taxpayer is not notified regarding disclosure; second. 



that the accuracy of information is not verified; and third, the taxpayer does not have 

lie opportunity to prohibit such a disclosure. Mr. Wisner added that instances involving 

the disclosure of information to another state agency primarily evolve when information 

the taxpayer has supplied to one agency needs to be verified. 

Senator Hickman asked if a catalogue of information systems was available at the pre- 

sent time. Mr. Martin explained that there is not a "master" list, noting that each depart- 

ment designed its own system. Mr. Martin observed that the data center functioned as a 

service area to the other agencies, manning systems at the direction of the other agencies 

through the different procedures that those agencies have established. In response to a 

question frcm Senator Hickman, Mr. Martin stated that the Data Processing Division also 

enccmpassed the Baltimore Data Center and handled welfare, unemployment and retired 

enployees' checks and food stamps. 

Senator Hickman inquired about security measures in the Baltimore facility. Mr. 

Martin cited the study of security measures conducted in Annapolis mentioned in Mr. Wisner's 

testimony. A similar check of security was conducted at the Baltimore facility. Both 

centers had the same type of software and security requirenents; however, the building 

in Baltimore is open to the public. Mr. Martin noted that additional security is provided 

in the Baltimore facility at the doors to the various roans housing personal information, 

A discussion followed concerning the security measures at terminals for Social 

Services around the state. Mr. Martin responded that each agency determined its own security 

levels and that a Security Officer is identified in each agency. In addition, Mr. Martin 

observed that state legislative auditors examine security procedures in the course of con- 

ducting their audits. 

Mr. Drea returned to the topic of notifying the taxpayer of record dissanination. 

Mr. Spriggs stated that to his knowledge there is no law prohibiting the Inccme Tax Division 



ran notifying an individual that his tax information is being divulged. To date, the 

livision has never received complaints from individuals protesting the disclosure of this 

nformation. 

According to the representatives of the Canptroller1s office, Inccme Tax Information 

can be released to the State Police conducting a criminal investigation only upon receipt 

of a court order signed by a judge. In addition, it was noted that information is exchanged 

Etween Maryland and the Internal Revenue Service (in accordance with specific federal 

security regulations) and other states when such states have enacted security measures 

similar to those in Maryland. 

Mr. Zee requested examples of problems the Division may have had in the realm of 

privacy of personal information. Mr. Spriggs noted that the Division receives requests 

• for tax information pertaining to prominent individuals fran members of the press. In 

Addition, requests are received occasionally by telephone where the identity of the indi- 

ividual cannot be verified. Mr. Wisner also mentioned cases involving divorce settle- 

ments where a court order is required for the release of inccme tax information. 

Mr. Drea asked if Federal security regulations governing the exchange of information 

ibetween Maryland and the Internal Revenue Service (IRS) were available to the public. Mr. 

Spriggs thought that this was the case but stated he would have to check to be certain. 

In the discussion that followed it became clear that although the Canptroller1s Division 

has its own Security Manual for its Incane Tax data, federal regulations govern the release 

of information obtained fran the IRS. Information obtained fron the IRS cannot be released 

■by Maryland to another state agency, a criminal investigation (without prior approval) or 

another division of the Canptroller's office. Mr. Clinton pointed out that Maryland and 

Linnesota are two states that have been used as models for a national training program on 

security procedures by the IRS. 



Mr. Hanratty asked if Mr. Spriggs had any objections to placing stricter statutory 

imitations on the disclosure of Income Tax information similar to the language governing 

ublic assistance records. Mr. Spriggs ccxnmented that the Canptroller1 s Office would 

Dt object to additional limitations and noted that the preference of the department is 

o limit dissemination as much as possible. 

In response to a question posed by Mr. Clinton, Mr. Spriggs elaborated on situations 

fere Inccme Tax information might be shared with other tax divisions. Mr. Spriggs noted 

that this usually occurs in joint audits or joint collection efforts. Mr. Wisner added 

t another incident where information might be shared would be between Sales Tax and 

icome Tax to verify gross sales upon which to apply sales tax liability. 

Mr. Sweeney returned to the issue of inter-state agreements and asked if these agree- 

jnents were in writing. Mr. Spriggs responded affirmatively and observed that they limit 

the use that other states can make of records they receive. He agreed to provide samples 

Of such agreorients to the Corrmission. 

Mr. Zee requested input in terms of any changes the Comptroller1 s Office would like 

see in the current area of privacy or public information. Mr. Wisner responded that 

he favored as little dissemination of personal information as possible. In this way, 

the Canptroller's office could guarantee the confidentiality of such information. Mr. 

[Wisner expressed the view that the privacy of the individual's tax return should be pro- 

jtected to the greatest extent possible. 

Mr. Drea inquired as to the number of states with which Maryland had agreements 

[governing the exchange of information. Mr. Spriggs replied that currently there were 

jagreements with 8 to 10 states. The majority of cases necessitating the exchange of infor- 

mation between states occurred between continguous states and involved a person living 

in one state while working in another. Mr. Drea then asked whether there might not evolve 



l need for the exchange of infonnation in cases where an individual had moved and declared 

taxes paid in another state. Mr. Wisner agreed but stated that the border states made up 

the bulk of the cases necessitating inter-state agreenents. Mr. Spriggs added that if an 

ment did not exist at the current time, one could be made up and, if signed by both 

Mr. Drea asked if there was any document outlining the results of the security system 

Used in the Ccmptroller's Division. Mr. Wisner responded that he could probably review 

Security documents and extract this information for the Canmission. Mr. Martin added that 

oomputer software security gives regular reports on attanpts to breach the system, and 

errors in accessing information are distinguished from actual unauthorized attanpts to 

iccess the system. 

Mr. Drea concluded by expressing the Cormission's wish to cooperate with the Comptrol- 

[er's Office when Mr. Hanratty visited than and assured Mr. Wisner that the Canmission had 

not intended to single out the Gomptroller1 s Office. Mr. Drea noted that the specific 

incident in the Interim Report was mentioned because of its wide publicity in the press and 

the conclusion was drawn that security of personal records of state agencies should be 

reviewed. 

The public hearing closed with a notice that the next hearing would be held on March 

16th in Baltimore at 201 West Preston Street, Room L-3 at 10 A.M. 

A short Conmission meeting followed. The survey on record-keeping practices of state 

and private hospitals was distributed to Canmission manbers. No major changes were made. 

I Discussion covered the meetings that Mr. Hanratty has been scheduling with state agen- 

cies. He informed members that responses had been favorable, with the liaison appointed 

in each agency varying fron the Public Affairs Officer to the Executive Assistant to the 

lecretary. 

ies, would becone effective for all subsequent requests. 



Mr. Drea brought up the intention of the Canmission to request deferment of bills 

Lithout taking a position) which directly irrpacted on the work of the Cctnmission-such 

|s the one introduced by Delegate Toth. Those bills of a clarifying nature would not 

je affected. 

tha 

In conclusion, Cortmission members requested that Mr. Hanratty contact the Departments 

if Health and Mental Hygiene, Himan Resources, Public Safety and Education and inform them 

it the Canmxssion would like to have a representative from their departments testify at 

the next public hearing. Mr. Hanratty added that the Department of Transportation would 

ke sending a representative. Mr. Tynes stated that representatives from the Department 

|)f Personnel would attend and Mr. Zee informed Mr. Hanratty that the State Archivist would 

also be there. 



V 
FINAL .'COPY  r  

MINUTjES OF THE PUBLIC HEARENG HELD MARCH 16, 1981 
i - ■ . 

4 
1 

The second Public Hearing of the Governor's Information Practices Canmission 

was held March 16, 1981 in Room L-3, 201 West Preston Street, Baltimore, Maryland. 

Members in attendance were: Mr. Arthur S. Drea, Jr., Chairman, Mr. John Clinton, 

Mr. Donald Tynes, Mr. Robin Zee, Dr. Harriet Trader, Senator Timothy Hickman, Mr. 

Albert Gardner, Mr. Dennis Sweeney and Mr. Wayne Heckrotte. Mr. Drea opened the 

Public Hearing with an explanation of the purpose and goals of the Information 

Practices Commission. 

The first witness to testify was Mr. John Bertak, Public Affairs Officer for 

the Department of Transportation (testimony attached) . He was followed by Mr. 

William long of the Motor Vehicle Administration (MVA) (testimony attached) . 

After Mr. Bertak presented his testimony, discussion followed on the Interim 

Report. Mr. Bertak objected to issue number 7 in the report. This issue dealt 

with the proposal that an agency publish annually a report of all record systams 

maintained by that agency. Mr. Bertak felt that this would be a significant 

administrative burden requiring the Department to hire at least two additional 

personnel. 

In response to a question Of the Canmission, Mr. Long stated that certified 

copies of driver records are given to the police/law enforcement free of charge. 

Monbers of the public and insurance conpanies are charged $1 per copy. 

Mr. Long stated that any individual can request a copy of another individual's 

record. In order to illustrate the range of information available on an individual's 

record, Mr. long and Ms. Carol Shipley, another Motor Vehicle Admistration represen- 

tative, called the Canmission's attention to a sample record. Contained in that 



record were the following items: soundex number, full name, address, personal 

description, class license, expiration date, convictions and address changes, etc. 

On the back of the form is an explanation of the abbreviations. Mr. Long added 

that MVA also has ccmputerized vehicle registration records which include name, 

soundex number, and street address of the registrant, as well as tag number, title 

number, ID number and other vehicle information. Insurance records are not main- 

tained on computer and thus require a manual search; the information is available 

for a $1 fee. Mr. I/Dng explained that Maryland does not have the equipment that 

would allow the Department to give accessibility to insurance canpanies. This would 

require over $100,000 in modifications to existing equipment (not inclusive of 

costs of security, measuresi . 

Mr. Drea asked if this was the same information that a district court could pull 

up on a ccmputer. Mr. Long replied that a district court can pull up a complete 

history. In the discussion that followed, the point was made that the record was 

not limited to three years unless the record had been expunged. 

In response to a question from Mr. Tynes, Mr. Long explained that it is not 

necessary to have a driver's license number to get a copy of someone's record. The 

Department has search capability using the full name via the soundex system. Such 

a capability is primarily for law enforcement purposes. 

Mr. Zee requested the conditions governing the written agreement used in the 

sale of certain ccmputer tapes. Mr. Long responded that when a request for tapes 

is received by the MVA, the Administration sends a contract specifying the follow- 

ing: 1) the reason why the tape is being requested; 2) restrictions against resale; 

3) requirement that the Administration be sent a copy of the material mailed; 

5) requirement that names and addresses of any individuals be deleted upon request. 

2 



Mr. Long was then asked if MVA conducts follow-ups to make sure that tapes are 

being used in an appropriate manner. Although no specific procedure is followed 

requiring spot checks, Mr. Long stated that the Administration does receive copies 

of the mailings; furthermore, he noted that in the three years he has worked at MVA 

no request had ever been denied and no contract had ever been breached. The point 

was also made that lists are not often sold because of the cost (a complete copy 

of the registration list runs $20,000). 

Mr. Bertak added that many canpanies could do better by obtaining lists from 

mailing houses. He also pointed out that the accessibility of information on 

drivers records has a beneficial side-recall notices on defective autanobiles being 

one example. Mr. Drea asked if the title registration would contain information 

on a specific automobile where drivers license lists would not. Mr. Bertak res- 

ponded affirmatively. 

In the case of an autcmobile recall, Mr. Long explained that autcmobile manu- 

facturers can supply to the MVA a tape input listing of the soundex numbers of the 

individuals whose records are requested. The Department can process this and return 

to the manufacturers the requested records on a computer tape. It is a print tape 

and in this sense allows a degree of security. The recipient of this tape cannot 

maintain this information by loading it into his own data base. In order to 

put this information into his own system, the recipient would have to print the 

tape and then key punch the information again. It would be feasible to do but the 

work involved serves as more of a deterrent. 

Mr. Drea asked if specific information could be supplied upon request (e.g. 

a list of all drivers between 30 and 40 years of age) . Mr. Long responded that such 

information could be provided but that such a request would require more time and 

therefore be more expensive. 



Mr. Dennis Hanratty asked if an individual can request permanent deletion of 

his name. This could be done, Mr. long said, as the names of the individuals 

requesting deletion would be placed on a separate list. However, in the case of a 

recall, the individual would be included on the list. 

Mr. Sweeney asked whether there were other good reasons(besides recall notices] 

for allowing access to drivers records. Mr. Long cited the case of an accident 

where a need to obtain insurance information on the other vehicle involved exists 

or the case where an anployer (e. g. a trucking ccmpany) needed to check the 

driving record of its drivers. 

Mr. Hanratty asked for clarification of the "#9-Alcohol" designation on the back 

of the Maryland Drivers license. Ms. Shipley explained that it was used if an 

individual's driving privilege was revoked and that it was seldom used anymore. 

When licenses are renewed now, individuals must sign a consent statanent on their 

application. In the past, the person being reinstated signed at that time that he 

was willing to take an alcohol test. The information would appear on an individual's 

record as a Number 9 restriction and the reason behind it would not show. 

Mr. Drea referred to Section 16-119 which states that all medical information 

sutmitted is confidential and cannot be released in the absence of a court order. 

He asked if there were any exceptions to this provision. Mr. Long replied that this 

information was not included as part of the ccmputerized record. Instead, a case 

file was maintained at the Medical Advisory Board. An individual can see his own 

file and can grant permission to an attorney representing him to view it. A law 

enforcement agency would need a court order. 

It was observed that while criminal records are available for public access, 

medical records were regarded as confidential. Mr. Drea felt that both records could 



contain damaging information. Mr. Bertak stated that convictions were a necessary 

part of the driving record. Medical information, in his opinion, was a more personal 

matter and there was no necessity that it be available at all. Mr. Bertak noted 

that conviction information was not arbitrary information put on the record by the 

MVA, the State Police or the Department of Transportation, but was added by the 

courts. The point was also made that a conviction record was required in order 

to assess points. 

In response to a question frcm Mr. Drea citing the Public Information Act, 76-A, 

which requires that there be a designated custodian of the records, Mr. Long indica- 

ted that he thought at MVA Mr. William T.S. Bricker was official custodian; Mr. 

Bertak stated that Mr. Rhett Barkley was the records custodian for the Department 

of Transportation. 

Mr. Sweeney asked if the driving record would show that a case was referred 

to the Medical Advisory Board. Ms. Shipley said that this would only be shown if 

the individual was suspended. 

There were no further questions and the next witness, Mr. Lee D. Hoshall, was 

introduced. (Testimony attached) 

Following Mr. Hoshall's testimony, Mr. Drea proposed that the State Archivist 

be heard out of order so that he could attend a hearing in Annapolis. Mr. Papenfuse, 

State Archivist, presented his testimony (attached). 

Discussion follcwed on the ideal guidelines for striking a balance between per- 

sonal privacy and the historical preservation of records. At what point would publi- 

cation of records not be an embarassment or invasion of privacy? Mr. Papenfuse 

explained that by the time records are turned over to the Archives (usually 20 years 



after the generation of the record), there should be very little that could not 

be opened immediately. If scmething was sensitive beyond the 20 years, Mr. 

Papenfuse indicated, then restrictions could be placed on it. Mr. Papenfuse 

added that under Maryland statute there are no restrictions unless they are legally 

mandated restrictions with respect to certain kinds of records. Decisions were 

developed through the scheduling process in relationship to the agency and in rela- 

tionship to existing law. Mr. Papenfuse felt that it was more preferable to have a 

review panel to help prcmulgate rules and regulations rather than to set arbitrary 

time limits for certain categories of records. There are records, he believes, 

that should not be disclosed. 

Mr. Papenfuse stated that the Archives operate under the Hall of Records Conmis- 

sion umbrella and has established guidelines to the records in its control. If an 

individual requests a sensitive record, the Archives has statutory authority under 

Article 54 to refuse disclosure. 

Mr. Papenfuse noted divorce records before 1960 are located in the Archives, 

while after 1960, access is obtained through the courts. Senator Hickman wondered 

if statutory bases on which decisions were made could be defended in court. Mr. 

Papenfuse responded that if the scheduling process is done properly and records 

are assessed properly the Archives knows what restrictions are placed on than. He 

explained that the Hall of Records Oorrmission-set up to represent all three branches 

of the government-has the discretion to open or close records turned over to the 

Archivist. 

Senator Hickman asked if Mr. Papenfuse had a list of record systems. Mr. Papen- 

fuse responded that the list would probably not be as ccnplete as Senator Hickman 

would want, but that most departments have schedules. 

C 



Mr. Sweeney asked if Mr. Papenfuse or the Assistant Attorney General review 

requests under the Public Information Act as to whether access should be allowed. 

Mr. Papenfuse responded that this was not done routinely and that the issue held 

not arisen. Mr. Papenfuse noted that eleven thousand people use the Archives each 

year and 8,000 letters are answered. All deal with personal information. To date, 

he has not received a single conplaint about invasion of privacy. Mr. Papenfuse 

said that records should be looked at series by series to determine at what point 

information should be available to the public if at all. 

After Mr. Papenfuse ocmpleted his testimony, the Ccmmission recessed for a short 

break. 

Mr. Jay Kaplan, Chief Solicitor and Mr. David Young, Assistant City Solicitor, 

of the Baltimore City Solicitor's Office next appeared to respond to remarks made 

by Mr. Hoshall. They indicated that copies of the opinions sent to Mr. Hoshall 

would be forwarded to Mr. Hanratty. Mr. Kaplan thanked the CcmTiission for stating 

its intention not to act as arbitrator. Mr. Hoshall, Mr. Kaplan stated, has a 

recourse under the law if he felt he was denied information. Mr. Kaplan emphasized 

that the City Solicitor has complied with the law in responding to Mr. Hoshall's 

requests. Mr. Kaplan referred to the estimate of costs which was sent to Mr. Hoshall 

(costs to provide the material Mr. Hosall had requested frcm the Police Departments 

Mr. Kaplan stated that the custodian of the records is allowed to set costs and that 

the City Solicitor's Office had no idea that an estimate had been quoted by the City 

Solicitor representing the Police Department. 

Mr. Kaplan set forth the following dates concerning Mr. Hoshall's case: 

May 8, 1980 Date of initial request to the Head of the Cormunity Rela- 
tions Conmission. 

May 13, 1980 Request referred to the City Solicitor's Office for response. 



Oct 10, 1980 Mr. Benjamin Brown, City Solicitor, wrote to Mr. Hoshall 
apologizing for the delay and stating that Mr. Hoshall would 
have an opinion on the 14th. 

Oct 14, 1980 The Opinion was delivered to Mr. Hoshall. 

Nov 15, 1980 Letter frcm Mr. Hoshall addressed to Mr. Brown . 

Dec 9, 1980 Response frcm the Deputy City Solicitor's office to Mr. Hoshall. 

Dec 12, 1980 Follow—up letter by Mr. Young . 

Mr. Young added that a letter was also sent January 7, 1981 in response to one 

frcm Mr. Hoshall dated December 24, 1980. 

Mr. Young stated that the response of the City Solicitor's Office was based 

on an interpretation of the law and that there was no intent to deny Mr. Hoshall the 

information. Mr. Young stated that Section 3A of the Public Information Act sets 

forth certain exemptions to the availability of public records. Their office issued 

the opinion letter under 3A-4 which provides an exemption frcm disclosure where 

such public records are privileged or confidential by law. The opinion was also 

based on Mr. Young's reading of the Code of Baltimore City-Article 4, Section 18-E, 

which applies to ccmplaints filed with the Baltimore City Community Relations Conmis- 

sion. Mr. Young stated that Mr. Hoshall had asserted that this article applied 

only to the investigation of acts of discrimination filed with the City Ccmmission. 

In response, Mr. Young explained to the Information Practices Ccmmission that the 

article was first adopted in 1966 and provisions of the code setting up the Police 

Complaint Evaluation Board were not adopted until 1975. 

Mr. Young stated that it was his belief that the jurisdiction of the Cormunity 

Relations Ccmmission was expanded in 1975 to include investigation of alleged police 

brutality; furthermore, he felt that there is no such indication frcm the Code that 

Section 18 was intended to apply only to the investigation of acts of discrimination- 



Mr. Yoing cited Section 18-E of the Baltimore City Code: "neither the Conmis- 

sion nor its staff shall disclose what has transpired during the course of any 

investigation nor shall the publicity be given to any negotiations or to the fact 

that ccmplaints have been filed". Based on this, the City Solicitor's Office felt 

that the information Mr. Hoshall sought was exempted from disclosure. 

Mr. Young added that Section 3B-1 of Article 76-A (Annotated Code of Maryland) 

provides for a right of denial to inspection by the record custodian if he believed 

that disclosure to the applicant would be contrary to the public interest. The City 

Solicitor's Office, Mr. Young maintained, held that disclosure of the Conmunity 

Relations Comnission records would be contrary to the public interst and would have 

a "chilling" effect on persons who might want to come forward and file a conplaint 

alleging acts of police brutality. 

Since the Commission had not had the opportunity to ask questions of Mr. 

Hoshall, Mr. Drea recalled Mr. Hoshall to respond to questions. 

In response to Mr. Clinton's question concerning the topic of the research, 

Mr. Hoshall explained that it covered two levels. The first involved the interac- 

tions on the street between officers and citizens. More specifically, Mr. Hoshall 

indicated that he was interested in discovering the factors leading to the filing 

of complaints. The second level dealt with understanding the factors used by the 

Baltimore City Police Department to determine the outcane of the investigation. 

Mr. Hoshall indicated an interest in discovering the evidentiary factors that seemed 

to determine the outcanes of investigations 95% of the time in favor of the police. 

Mr. Hoshall stated that he had requested records disclosed not contain names, addre- 

sses and identifying information regarding the persons involved. Mr. Hoshall added 

that the argument used by Mr. Young citing the chilling effect resulting fran 



disclosure was an old and fallacious technique and that its only relevance was 

prior to a trial when leakages of information could prejudice an investigation. 

He added that the cases he had requested were all closed. 

Mr. Drea and Mr. Hoshall discussed the time period which elapsed between 

Mr. Hoshall's initial request for information and the date he received a definitive 

response. Mr. Drea referred to the Proposal #1 in Mr. Hoshall's written testimony 

pertaing to a definite time limit in which agencies should respond to requests for 

information under the Public Information Act. Mr. Drea asked if Mr. Hoshall' would 

agree with a proposal requiring an acknowledgenent to a request for infomation in 

a brief period(5-7 days) followed by a definitive response (30-60 days). Mr. 

Hoshall agreed that that would be satisfactory. 

Mr. Drea referred to Mr. Hoshall's testimony and the s tat orient that the city 

had told him he would have to pay the hourly services (as part of the costs) of a 

sergeant to cull out personal information. Mr. Hoshall asserted that the Police 

Department is represented by the Baltimore City Solicitor's Office but that the 

person representing the Department does not appear to conmunicate with the rest of 

the City Solicitor's Office. He felt that the representatives present at the 

hearing probably didn't know that this was occuring. He agreed to furnish a copy 

of the letter frcm the Baltimore City Solicitor's Office delineating costs to the 

Conmission. Mr. Hoshall added that there is obviously no uniform application of 

charges since other data requiring indirect cost to the department is often given 

to citizens free of charge. 

In response to a final question frcm Mr. Drea, Mr. Hoshall affirmed that he 

had informed the City Solicitor's Office that his interest in obtaining the material 

was for a bona fide research project and added that the project was approved by 

the Graduate School of Criminal Justice at the University of Baltimore. The study 

i n 



was to be conducted under the supervision of the department. 

Mr. Kaplan and Mr. Young were asked to return to respond to questions fron 

the Carmission. 

In response to Mr. Clinton, Mr. Kaplan remarked that he had no knowledge 

regarding who sent the estimate of costs out to Mr. Hoshall. Costs, he indicated, 

were left up to the individual departments. He acknowledged that sane information 

was probably given out at no cost. Mr. Kaplan added that the "chilling" effect Mr. 

Hoshall had referred to was language taken from a decision by a United States 

Federal district judge. Mr. Drea asked Mr. Kaplan's opinion of the proposal he had 

made earlier that an acknowledgment to a Public Information Act request be sent out 

within 5 to 7 days and a definite response be issued within 30 to 60 days. Mr. 

Kaplan stated that he had no disagreement with such a proposal. If the proposal 

was part of the law, Mr. Kaplan stated that the city would comply. 

Mr. Drea maintained that as he understood the legal position of the City Soli- 

citor, the denial had been made on two bases: 1) as a requried denial because of 

a Baltimore statute holding the record to be confidential by law; 2) as a discre- 

tionary denial because the record fell under the adverse public interest section 

with regard to police investigations. Mr. Drea then asked Mr. Young the following 

hypothetical question: if he was only bound by the discretionary denial provision 

and the request was clearly for a bonifide research project, would his decision have 

been the same? Mr. Young answered that there was a good probability that his deci- 

sion would have been the same. 

Mr. Sweeney asked where the chilling effect entered if all identifying charac- 

teristics were eliminated fron the records. Mr. Kaplan responded that even if an 

individual knew that his name and address would be deleted frcm a record, he would 



be reluctant to testify if such records were made publid. 

Mr. Sweeney questioned whether reports were available to the officers who were 

the subjects of the investigations. Mr. Kaplan responded that he did not know. 

In response to a question from Dr. Trader concerning where the responsibility 

of the City Solicitor's Office ended and the researcher's responsibility began in 

terms of protecting the public and confidentiality, Mr. Kaplan stated that the city's 

responsibility ended where the law tells it. 

Mr. Young made the final point that Mr. Hoshall has a remedy under the law. 

The function of the City Solicitor's office was only to interpret the law. 

The next witness was Mr. Luther Stames. Executive Assistant to the Secretary, 

Department of Human Resources. He presented a package of materials on issues of 

relevance to the hearing (attached) . In addition to Mr. Stames, Mr. Joe Farkas, 

Division of Data Processing; Ms. Lois Lapidus, Assistant Attomey General; and Mr. 

Ed McGarry, Division of General Services, attended from the Department of Human 

Resources. 

Mr. Stames explained that the Department provides benefits and services to low 

inccsne persons. As a rough estimate, Mr. Stames stated that the Department has 

between 350,000 and 400,000 case records containing personal information. 

Senator Hickman-asked if the Department had a catalog of record systems includ- 

ing information on the nature of the subjects, security, etc. Mr. Stames replied 

that this question was among a list of 27 questions sent by Mr. Hanratty and indi- 

cated that answers would be ready by April 15th. He added that the department is in 

the process of ccmputerizing the Welfare Eligibility Process State-wide. Mr. Stames 



iridicatod that eightssn of thG Dspai Linsnt1 s rocxiirds wei"G now ccmputGjrized. He 

noted that there are several forms within each program which contain seme personal 

information. They are being ccanpiled and a catalog of the forms will be provided 

to the Catmission. 

In response to Mr. Heckrotte's inquiry as to whether the welfare system is 

locally administered, Mr. Stames explained that while there are local departments 

of social services, the onployees are all state employees. Mr. Stames stated 

that there is a local Social Service Board which appoints a director, and that / 

in most cases, there is no local money involved. The state, he indicated, is 

responsible for regulations and guidelines on records; each local unit may have 

its own variation of a record system but it must meet the guidelines of the state. 

Discussion followed on the subject of automation and whether this would cut 

down on repetition and inconsistencies in data. Mr. Stames cited the Automated 

Inccme Maintenance System (AIMS) . Using Social Security numbers of an applicant, 

the department can new access employment security wage records and verify informa- 

tion right in the ccmputer terminal. He felt that automation would cut down on 

the duplication of forms but would provide additional information to the rorrmission. 

Senator Hickman inquired about security measures at individual terminals and the 

number of these terminals. Mr. Farkas could not supply a specific number. He 

explained that the security system new requires two things: a password and (unintel- 

ligible) . There are currently two password systems, only one of which is changed. 

Mr. Farkas was sure that a user ID was also required. Mr. Stames added that the 

legislative auditor had just finished an audit of the department that addressed 

security questions, and that this audit was available. 

Senator Hickman asked if the Secretary's Office had received complaints about 



the misuse of information. Mr. Stames responded that it had not and he then 

explained that the department is steadfast in not sharing particular information 

on welfare recipients. Mr. Stames stated that many people believe that large 

numbers of recipients cheat and that therefore the Department gets welfare fraud 

allegations on a regular basis. He indicated that the allegations are investigated, 

but that the results were not shared with anyone. Indeed, he said, the Department 

does not even state no fraud occurred because that would indicate that a person was 

a welfare recipient. 

Senator Hickman explained that constituents often cone into his office disagree- 

ing with the Social Services rulings. Senator Hickman asked if the Department has 

guidelines governing the release ofiinformation to elected representatives. Mr. 

Stames responded that if a client goes to an elected representative and lays out the 

facts of his case, the Social Services Office will discuss the case with the repre- 

sentative. Anyone who goes to a public official, Mr. Stames maintained, has for 

that specific purpose waived his desire for confidentiality. Mr. Stames added there 

was no written opinion covering this scenario. 

In response to a question from Mr. Sweeney, Mr. Stames stated that he did not 

think that a state police officer with appropriate identification could examine 

welfare records. Ms. Lapidus added that under Federal regulations, the Department 

oould only disclose information to other agencies that administer funds on a needs 

basis. Mr. Starnes stated that if a person applied for welfare after having lost 

his job, it first has to be determined if he is eligible for unemployment before he 

would obtain welfare assistance. Mr. Sweeney asked if the interchange of informa- 

tion between state agencies was a problem. Mr. Stames replied that he was not 

aware of any such problems. 

In response to a question posed by Mr. Sweeney, Mr. Stames stated that the 



Department does not actively review the local offices to insure that their record 

systems comply with Federal and State law. Mr. Starnes indicated that the Department 

does perform quality control reviews on error rates in the local offices. 

Mr. Clinton brought up the topic of adoption records. Mr. Starnes stated that 

at the moment adoptees do not have access to records pertaining to information on 

their natural family. He noted that the General Assembly was examining currently a 

bill that would authorize, access. 

Discussion followed on the child abuse registry. Mr. Stames expressed his feel- 

ing that concern exists that reports can get into the registry without investigation. 

Mr. Stames indicated that the report of a private citizen would not necessarily 

enter the registry, but that reports from a physician, school official, or police 

agency would be entered. Ms. Lapidus explained that not all names involved in a 

child abuse incident enter the registry. Access to the list is provided to social 

service personnel, education personnel and others in that general nature. An educa- 

tor can call and get a name if it is on the confirmed abuse list or on the list of 

incidents where it was impossible to ascertain what actually happened. Ms. Lapidus 

also indicated that in cases of confirmed abuse, the individual can appeal and 

discover whether he can seek judicial review on the determination by the agency. 

Mr. Tynes noted that the Department of Human Resources received considerable 

federal funding and asked about the normal federal reporting requiranents. Mr. 

Starnes replied that statistical reporting was done on a quarterly basis and that 

the Department is reimbursed retroactively fron the Federal Government. He indicated 

that Quality Control reporting is conducted every 6 months. Mr. Starnes elaborated 

on the issue—stating that a list of recipients is not required to support expenditures. 

He stated that the only occasion an individual's case is seen is if a case is pulled 

out as a sample for Quality Control. 



Mr. Clinton asked about employee training in the use of the Citizen Response 

Plan. Mr. Stames replied that it was a new plan. Due to the size of the Department, 

the administrative setup provides for direct organizational feed. Everything goes 

through the Executive Staff for discussion and the heads of each agency are charged 

with implementation. Mr. Stames stated that because the department deals directly 

with the delivery of services to citizens, it is not difficult to notice a division 

that may not be following too closely their responses. 

Mr. Gardner asked if the Department gets any requests for personal information 

from the Federal Government. Mr. Stames replied that the only request involves 

review of the Department's Quality Control sample. 

Mr. Heckrotte asked about data exchanged with Social Security under BENDEX, such 

as a record of people receiving Welfare Payments or Social Security. Mr. Stames 

explained that Social Security only gets involved in that situation as a benefit 

agency. He indicated that the department shares information with Social Security 

but that Social Security has nothing to do with the supervision of the Department's 

program. 

A five minute break was held. 

Ms. Caroline Stellman, Executive Director of the Consumer Council of Maryland, 

was the next witness to testify. Mr. Stellman advocated patients in State medical 

facilities being permitted to examine and copy their own records. Ms. Stellman quoted 

the 1980 survey conducted by the Health Research Group of Washington, D.C., which 

discovered that all but seven states allow sane access, generally through a mental 

health statute, to patient records by the person in interest. She indicated that 

Federal facilities allow the right to access and copy (for a fee) and have not found 

it to be a problem. In fact, Ms. Stellman said. Federal facilities studies with 



mental health patients have shown anxieties and tensions lessened by the ability 

to look at health care records. 

Ms. Stellman stated the Consumer Council's position that there would be a more 

open patient-physician relationship if patient access was granted. The patient 

would be able to see if his record was accurate, inmediate emergency information would 

be available if necessary, there would be more continuity of care, and the patient 

could moderate the costs of health care. 

Ms. Stellman added that there are four bills in the General Assenbly to modify 

patient access to health care records in Maryland. She noted that the Council also 

maintained that if a patient has the right to examine his own records then he should 

have the right to correct and ammend than. The Council also supported the position 

that a patient should be permitted to insert a dissenting conment in the record if 

the health facility refuses to amend the record. Ms. Stellman expressed the Council's 

view that the patient should be notified of the right to access and of the necessity 

for a charge if he uses that right. She stated that, if a statute is passed, hospi- 

tals should have a definite time frame for responding to a patient query and a mecha- 

nism should be set up so that if there is a problem, the conplaint can be handled in 

a uniform manner. 

In response to a question raised by Mr. Heckrotte, Ms. Stellman stated the reasons 

given by health care facilities for not providing access and her responses to these 

reasons as the following: 

-Patients won't understand their records. (This is in opposition to the principles 

of informed consent.) 

-Potential harm. (Has not been documented.) 

-Increase in malpractice suits. (HEW Secretary's Conmission on Medical Malpractice 



found that there were fewer suits with open records.) 

-Frequency of requests. (Hasn't happened in Federal facilities or states that 

allow access.) 

-Cost (Appropriate charge-it pays for itself.) 

-Quality and value of records-records won't reflect the true thoughts. (If the 

records aren't accurate-the physician is more open to malpractice suits and 

records might be written more carefully with open records.) 

Mr. Drea asked if the Consumer Council's Report addressed the distinction between 

hospital records and attending physicians' records. Ms. Stellman responded affirma- 

tevely. She noted that two current bills deal only with health care facility records 

as these were thought to be easier to open. Ms. Stellman expressed the view that 

both types should be open and stated that this was reflected in the Council's report. 

However, she added, no distinction was made in the report between public and private 

medical care facilities. Ms. Stellman stated that she would like to see the Commis- 

sion include both public and private institutions, as a full health care record 

probably goes beyond the state institution. 

The next witness was Ms. Beatrice Weitzel, Executive Assistant to the Secretary, 

Department of Health and Mental Hygiene. Ms Weitzel stated that a written reply would 

be forwarded to the Canmission. Ms. Weitzel said that the Department was governed by 

the Maryland Code, a number of rules and regulations, policies developed within the 

Department, various acts and guidelines (NIDA-National Institute of Drug Abuse) and 

also by a number of court decisions. She stated that the major areas in the Depart- 

ment where the Interim Report of the Canmission impacts involved patient/client records, 

vital records for state residents, licensing and permit records, medical assistance 

program information, laboratory tests and inspections, and inspections and surveys of 

hospitals, nursing homes and related institutions and public health information. 



In the area of Medical Records, Ms. Weitzel said that according to information 

received from the Assistant Secretary for Mental Health and Addictions, there is 

currently no problem with making information available to patients. However, the 

Department does have reservations regarding copying of this information. There is 

concern that certain items in medical records not be available to the patient, such 

as carments of counselors and decisions by the medical director as to patient care 

or prognostics. It is felt that disclosure of this information would be counter- 

productive to the patient's progress and should be kept in file for use in treatment. 

Ms. Weitzel added that the Department has information relative to persons in 

programs such as drug abuse, alcoholism, and quarter-way and half-way houses. Many- 

use local health departments for clinic services-preliminary help in drug abuse/ 

alcoholism or information for family planning. She stated that the personal records 

of these programs are all confidential. The Department also has records of persons 

who were detained by court order in institutions and are covered under very specific 

areas through Supreme Court decisions and specific guidelines. 

In the area of Vital Records, Ms. Weitzel stated that the Department maintained 

information on births, marriages, adoptions and deaths, and that these records are 

covered in the Code and in Departmental regulations. Regarding birth records, Ms. 

Weitzel said that the information is available only to the individual or to either 

parent if their name appears on the original certificate. On the state level, marriage 

information is available upon written request only to both parties involved. On the 

county levels, marriage information is covered under Clerk of Court orders and varies 

frcm County to County. Death information is available to the intnediate family, to 

the persons ; designated to act, or to a person with a court order. Ms. Weitzel indi- 

cated that this information is only mailed to a proper address and is not handed to 

someone visiting the office. 



Ms. Weitzel stated that information pertaining to medical care recipients 

was shared with the Department of Human Resources. She stated that Human Resources 

determined eligibility while the Department of Health and Mental Hygiene administers 

the care and handles bill paying. This information, she asserted, is computerized 

and security is ensured. Ms. Weitzel stated that the computer facility is super- 

vised and identification codes are used. Password codes are at various levels- 

certain information is available to the person entering additional information. There 

is other information available only to another person with the proper password. In 

addition, a great deal of the information is in code and even if access to a printout 

sheet was available, it would mean very little. 

The Department has a number of licensing boards which maintain information on 

a number of professional people. Ms. Weitzel stated that this information is con- 

trolled by the respective boards. Sane supply rosters for public use at a charge 

which they determine. Some of the information is not public such as grades and 

information on allegations of investigations (until a determination has been made of 

the charges). 

Ms. Weitzel indicated that the Department laboratories are privy to sensitive 

information. Such information can only be given out to the suhmitter of. information. 

The Department does not give out information on labs licensed by them, locations, 

number of tests and other related facts. 

Ms. Weitzel stated that hospital and nursing hone inspections conducted by the 

Department of Licensing and Certification are public information with the exception of 

any personal patient information that is in the records. 

The Department has tried through not only the Citizen Response Plan but through 

individually developed procedures to determine that proper care is taken to ensure 



that personal information is protected while at the same time permitting access 

to public information. 

Ms. Weitzel indicated that the Department currently is reviewing its policies 

regarding the retention, distribution, and destruction of records. She stated that 

the Department would provide a list detailing points of disagreement with the Interim 

Report. Ms. Weitzel asserted that in general, the Department was pleased with the 

Interim Report and felt it does address a need. 

Mr. Drea asked if there were written Departmental policies covering the areas 

addressed by Ms. Weitzel. Ms. Weitzel indicated that such written policies did exist 

and that they would be sent to the Canmission with the other materials. 

Mr. Sweeney asked if the Department thought that there was a need or that the 

law should be changed to allow the use of information for legitimate public health 

research.efforts. Ms. Weitzell replied that she did not know, but would find out. 

Secondly, Mr. Sweeney questioned if it made sense on the state level to deny access 

to marriage license records when one can go to the county and get access. Mr. Sweeney 

asked if this policy should not be consistent. Ms. Whitzell responded that the Depart- 

ment feels its regulations are consistent. She indicated that throughout regulations, 

persons of primary interest should be allowed access. Mr. Sweeney summarized the 

Department's position as being the maintenance of consistency between different types 

of records in the possession of the Department even though counties may be following 

different policies. 

Mr. Gardner asked if Ms. Weitzel was addressing information collected and retained 

in a central location. Ms. Whitzell replied that there is one central collection point 

for Vital Records. That information is conpletely separate frcm information collected 

for medical care programs. 



Ms. Weitzel stated infomation pertaining for patient records is maintained at 

each hospital. She added that Department regulations pertain to whatever the area 

is and to anything within the Department. These regulations may overlap into another 

agency. In such a situation, she asserted, that agency has the opportunity to add 

input at the time of promulgation. When a regulation is published in the Maryland 

Register and beccmes part of operating procedure, it applies department-wide. The 

regulation doesn't apply to parties providing information to the Department but only 

to those over which the Department has jurisdiction - such as marriage license infor- 

mation. The Department does not have jurisdiction over clerks of the counties. 

Mr. Sweeney questioned if the Department's policy regarding medical records at 

state institutions is in writing. Ms. Weitzel replied that these policies were not 

in writing and were being examined at the present time. 

Mr. Sweeney asked if the compensation paid by the State to doctors was regarded 

as public information. Ms. Weitzel replied that reports are prepared at the end of 

each year which give the total amounts to the providers. If inquiries are received 

as to individual providers they normally are handled with the Assistant Attorney 

General in that area. Such information is available to the public. 

In response to a question frcm Mr. Drea, Ms. Weitzel indicated that all licensing 

boards have regulations in written form and that copies would be sent to the Gonmis- 

sion within a week. 

Discussion followed over the issue of patient access to ccmments in records and 

concern over the copying of records. Ms. Weitzel explained that it is often difficult 

to pinpoint the problem with, for example, patients suffering frcm mental disorders. 

As a consequence, seme comments are highly speculative. Access to these carments 

might restrict what was put in a patient's file. At the same time, a physician might 



not want a patient to examine a record if the outlook was not favorable. Mr. Drea 

questioned the difference between the medical patient whose prognosis was unfavorable 

and the mental health patient with a similar prognosis. Ms. Weitzel suggested that 

the issue should be dealt with by the psychiatrists themselves who could spell out 

their objections to the Ccrmaission. 

Mr. Heckrotte wondered if any studies had been done to see how many patients are 

actually interested in looking at their records. This, he suggested, might be rele- 

vant to the cost objection mentioned by Ms. Stellman. Ms. Weitzel responded that 

she did not know. The Department had run into situations, however, where the cost 

of reproducing records requested in class action suits was a problem. 

Mr. Sweeney asked if there was a policy regarding access to personal records by 

law enforcement personnel with proper identification. Ms. Weitzel answered that in 

certain situations', personal records could be available. If a charge of patient 

abuse had been made, the State Police wDuld be asked to investigate. Investigators 

would be allowed access to the person's file with the person's knowledge. There 

may be instances of other allegations or incidents pertaining to the investigation. 

However, Ms. Weitzel added, for release of any other information other than that on 

the Department's own personnel, a court order would be required. 

There were no further questions and the Public Hearing was concluded. 

Mr. Drea held a short Canmission meeting. The next meeting was set fOr April 20, 

1981. (This has since been changed to April 27, 1981.) 

"n 
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1 DEPARTMENT OF HUMAN RESOURCES 

STATE OF MARYLAND 1100 NORTH EUTAW STREET BALTIMORE, MARYLAND 21201 

TELEPHONE; 

DATE: 3/13/81 

OFFICE OF THE SECRETARY 

TO: Governor's Information Practices 
Commission 

FROM: Luther W. Starnes 
Executive Assistant to Secretary 

RE; Hearing, March 16, 1981 

We appreciate the opportunity to meet with you today 
for the purpose of reviewing, together, the record- 
keeping practices of the Department of Human Resources. 

The Department of Human Resources is a multi-faceted 
department engaged, almost exclusively, in the 
provision of benefits and services to citizens of 
Maryland, most of whom are poor and low income 
persons. These services, provided through the 
Employment Security, Income Maintenance, Social 
Services and Community Programs administrations include 
unemployment insurance, job training and placement, 
welfare, food stamps, medical assistance, energy 
assistance and a wide variety of social services 
including adoption, foster care, protective services, 
home care, etc. 

The programs of DHR are financed and regulated in part 
by four federal agencies: the departments of Labor, 
Health and Human Services, Agriculture and the 
Community Services Administration. 

Because of the complexity and personal nature of these 
programs, the requirements for large numbers of forms, 
confidentiality and response mechanisms are areat. 

To assist the Commission in understanding the record- 
keeping and information practices in operation within 
DHR the following materials are attached: 

. DHR Organization Chart 

. DHR Manual Entry - Guidelines for the 
Storage and Disposal^of Record Material 

. Applicable Confidentiality laws and 
regulations relating to DHR programs 

. DHR Citizens Response Plan 

kalman r. hettleman HARRY HUGHES BILL B. BENTON 
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Appropriate administrative staff are with me today to answer 
specific questions you might have, representing the divisions of 
General Services and Data Processing and the Attorney General's 
Of f ice. 

It is our intention to provide written responses to the 27 
questions addressed to us by Mr. Hanratty as soon as possible. 

^hank you. 
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Part Title 

RECORD RETENTION AND DISPOSAL 

Release Number 

33 Distrib ution j 

SUBJECT 
GUIDELINES FOR THE STORAGE 

AND DISPOSAL OF RECORD MATERIAL 

Effective Date 

8/1/78 

Issue Date 

7/7/78 

.01 PURPOSE 

The purpose of this directive is to establish procedures for the 
retention and/or destruction of record material for all constituent 
agencies of the Department of Human Resources. 

.02 REFERENCE 

A. Records Management Manual, Department of General Services, 
Hall of Records Commission, Records Management Division 
(Revised 1976) 

B. Federal Register, Guide to Record Retentions Requirements 
(Revised as of January 1, 1976) 

.03 DEFINITIONS 

A. Active File 

A file that is used as a reference in the conduct of current 
business. 

B. Records Management 

The control of a documorit that relates in some way to the conduct 
of business of DHR. 

c- Records Retention Schedule 

An approved system established to maintain essential records, 
which provides for the destruction of specified records that'are 
not essential to an agency's operation after a specified period of 
time, or for the permanent retention of records considered to be 
of enduring value. 

D. Retention Period 

The length of time that must elapse before specified records may be 
destroyed. 

E. Record Material 

Any material (regardless of its physical form) received or created 
in connection with the transaction of the business of DHR. 
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A. 

B. 

D. 

E. 

shal^b^responslble'^fo^the f SerVlCeS- 0r his 

Mterlal 
of — 

The heads of all constituent agencies shpll -l-, 
providing the Division of General Services withT^ t ^ 
record material which must be retained and rll CU^rent llSt: 0f 311 

time for which it must be retained T f ^ecifxc period of 
number, the name or generic term u^d ^o describe'the'f1^6 ^ 
of correspondence, and the lensth of Mmo ^ • 0r piece 

storage (retention period^ R / u mUSt be ^ in 

Division of General Seivi^ ?? ^ the lists submitted, the 
schedules. The heads Wll\PrePare the -cord retention 
for providing the Division of^enera^St a?enClef sha11 be responsible 
providing for addition of new formq Wlth 311 updated schedule 
no later than December 31 of eaTyear " ^ 0bS0lete f0rinS 

by'record'"re tent ion1 schedules ^ ^ ^ ^ernet 
of Maryland with the assist—o ^ eaCh DePartment of the State 
the Hall of Records Commissln^T ^ Records Management Division of 
Works. It win ho aPProved by the Board of Public 
Services to prepare tLsrscbe^^^L^^^ob t iViSihn 0f General 

schedules!liViSt and the BOard 0f Public -"i^pLZt^se^ 

be'responsible ^f or etheVre tent ion^o^all f"^63' " hiS desi8nee' -"1 1100 N. Eutaw Street in such p ™ materxal located at 
a reasonable amount of time Th. ^ enSUre itS retrieval in 
locations will be retfined Ind ^ rec^ds/'aintained at other 
schedules by the local dirpre ;LSP0se of according to approved 
his designee. Sector or chief administrative officer, or 

shal^be^esponsible^o^jhe ^ General Servlces, or his designee, 
maintained arnoS I Ltlw Stre'er*material 

schedule as approved by the Board of^ublic WorksWlt!?hthe reten,ti0n 

maintained at other locations T,-f n k " C Works. Those records 
approved schedules by the local d 6 dlsp0sed of according to the 
officer, or his desiLee ^ or chief administrative 
being forwarded to the Divi 3 "0^1Ce of the material disposed of 
Street for re^rtinf^^h^tnlf^^rds5""1"8 " ^ 

These procedures become effective 
August 1, 1978. 



Annotated Code, Article 54, Seotion 1 and 2 

^ la" of 1953, 
State agency to develop a9cSitSSSJ:pr™ Sh?11 ^ 0,6 duty of each 
efficient' management of its rporrr^c Pro9rcam for the econcmical and 
and/or revision of reSrd^eS^' ^ 
protpt and orderly disposal ^ 0rder ^ insure 
of the agency. Prior to beccmino ^ rec3uired the operations 

schedules mit receJve^S^,;^^' a11 ^ ^tentS 
but schedules providing forlS^t^^^1 of Corrriission, 
receive the ^itta, a^roval'S 

S^sf^^tTto^ 436 prOTid^ schedules. Under this amendment approve record retention 
longer r^ed to appr^S^^^ ^ ^ is 

General Servi^y\Silm:'R^^ffc^y:'sH=iSn' Department of 
Division, (Revised) 1978. Cc^ussion, Records Management 

Federal Register Guide to RponrH 
J^iary a!/l976T     Retention Recfuirgnents (Revised) 
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administered hy the Records 0Perated warehousing operation 
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"Retention Schedule" a list of records indicating how long they 
are to be kept and when they my be destroyed. The retention 
schedule for case records in local departments of social services 
is Number 185. 

Retired Record" a folder containing any information not needed to 
establish current eligibility. 

,04 PROCEDURE 

Active Case Records 

Beginning July 1, 1979, the following procedure for managing case 
records will be followed in local departments of social services. 

(1) Active case records for all programs will be maintained 
within the appropriate service unit. Local departments who 
presently maintain a central file for active cases only may 
continue to do so under the following conditions: 

a. Permission to continue a central file for active case 
records must be requested in writing on January 1 of 
each year to the Director, SSA. 

b. A plan for transferring active records for all SSA pro- 
grams to their appropriate unit must be included in the 
request. 

c. Closed case records must be maintained in a separate 
closed record file, by case number and flagged for ship- 
ment to the State Records Center. 

(2) A retired record will be maintained for active PA case records. 

Inasmuch as retired records may be destroyed after five years 
frctn date of origination and in order to avoid annual purging 
of each retired case folder, the follcwing procedure will be 
follcwsd. Effective July 1, 1979, staple shut or otherwise 
bind the existing retired record for each PA case. Initiate 
a new folder in front of the old one for documents which are 
retired during the next five years, i.e. til June 30, 1984. 
At that time, destroy the bound folder; bind the folder of 
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documents retired since July 1979, and retain for five years. 
Initiate another new five year folder in front of the old 
one and continue the procedure. If a local department has 
no need for access to the bound folder, it may be shipped to 
the Record Center. 

The following forms will be retired for five years and then 
destroyed. 

DHR/SSA 531A 

490A 

490B 

401A 

FS 35 

903 

DESS/SSA FS 1 

DHMH 1158 

The following forms should be retained under special circum- 
stances; 

DESS/SSA 491 : ".Additional Facts or Changes for Simpli- 
fied Eligibility Determination" (This 
form should be retained in its original 
form when it has been signed at the 
bottctn, an the reverse side, by the recip- 
ient. ) 

APPLICATION FOR EMERGENCY ASSISTANCE 

APPLICATION FOR PUBLIC ASSISTANCE - ADULTS 
ONLY (CPA & GPA-E) 

APPLICATION FOR PUBLIC ASSISTANCE - FAMI- 
LIES WITH CHIIDREN (AFDC & AFDC-UF) 

"FRAUD STATEMENT" 

FOCO STAMP APPLICATION SUPPLMENT 

ASSIOsMENI OF SUPPORT RIGHTS 

APPLICATION FOR PARTICIPATION IN FOOD 
STAMP PROGRAM 

APPLICATION FOR MEDICAL ASSISTANCE 

226 : "Overpayment Record" (All such forms 
found in the record which have been con- 
pleted and indicate circumstances relating 
to the establishment of an overpayment 
should be retained.) 
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DHR/SSA 494B ; A single yellow form ccmronly referred to 
as a "GOIDENROD", used by casewrker to 
document actions taken on a specific case, 
should be retained when caseworker has 
included notations pertaining to fraudu- 
lent activity on part of recipient or sus- 
picions, by the caseworker, of false in- 
formation tendered by the recipient. 

All other documents may be destroyed except that original 
documents provided by the client, e.g. birth or baptismal 
certificates, marriage licenses, etc. should be returned to 
the client. 

Retired material, listed above, should be filed in the retired 
folder after each reconsideration. All other material except 
original documents should be destroyed. 

B. Closed Case Records 

(1) All closed records will be maintained on a fiscal year, rather 
than on a calendar year beginning with case records closed in 
fiscal year 1980. 

(2) Beginning with case records closed in fiscal year 1980, all 
closed case records will be maintained in a central closed 
record file by case number for one year prior to the current 
fiscal year and then shipped to the State Reoord Center 
of the Records Management Division of the Hall of Records 
Commission. 

(3) Local departments will identify closed case records or parts 
thereof with a 3/4 inch sticker on the tab of the record 
jacket. A purple dot for records closed in odd numbered 
fiscal years (FY '81, '83, '85, '87, etc.) and an orange dot 
for records closed in even numbered fiscal years (FY '80, '82, 
'84, '86, etc.). 

Foster care child's record will be further identified on the 
tab of the reoord jacket with an "FCC" symbol. 

(4) Parts of a case record, i.e. a particular service whether in 
IM, Social Services, or IV D will be transferred to the 
central closed record file immediately upon closing, except 
that closed adoption records will be maintained in a separate 
locked file. Adoption child's record will be shipped to the 
State Record Center in sealed boxes or envelopes where they 
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will be retained for an appropriate period. Closed foster 
care child's records also will be shipped in separate boxes, 
but need not be sealed. 

The Programs Manual on adoption is being revised with instruc- 
tions for including with the closed adoptive child's record, 
mformatioh regarding the adoptive child's natural family. 

(5) The use of maintaining a system of duplication "durnny records" 
will be discontinued by the effective date of this procedure. 
Instead, local departments of social services will be required 
to establish a log systan to keep track of records transferred 
frcm the department to other social services departments and 
to other agencies, including the State Record Center. A 
sample log sheet is attached to this procedure. Terms in the 
column headings are defined in the Records Management Manual. 
This procedure does not pertain to "dunrny records" for active 
cases in foster care. 

SPECIAL INSTRUCTIONS 

(1) Supervisors will be responsible for assuring that no record 
is sent to closed files without an appropriate sticker. When 
a case is reopened and returned frcm the Central Closed 
Record File to the active file, local managenent may elect 
to remove the colored dot or to leave it on until the record is 
closed again. At that time, the supervisor will ensure that 
an appropriate colored dot is on the folder. If it is, the 
folder is simply returned to the Central Closed Record File. 
However, if the record is being closed, for example, in an 
odd year (purple) and was previously closed in an even year 
(orange), the supervisor or designee simply overlays the 
other color and transfers the record to the Central Closed 
Record File. 

(2) Records retained for one year in your file must be out of the 
files before a third fiscal year begins. It is essential 
that a given fiscal year's records be pulled frcm closed 
files on or before June 30 of each year, since on July 1 the 
same color sticker will again be used. It would be advisable 
to begin packing records for shipnent on June 1 or sooner, if 
necessary. Baltimore City's volume is such that one year's 
closed cases occupies an entire rocm. Consequently, pulling 
closed records to avoid overlapping is not critical, they 
simply begin closing records to another closed file rocm. 



i 

RESOURCES 
_ Distribution I ] r~~~~~l   r 

t#» ~   ——I—     I niwi»:^_ I I 7 T 
'ssue Date 

(3) 

7/20/79 

—■— i-— 
records cln^ 

Record Cp>n+-c Pnor to FY ■ fln 
--s 30' 

01 ^ial Foster care chi 7r? 

—lyfrirTsr.0 Kto 
^ • Upon closina ^ of 3 child's to 

teve ^ -e 

a. A color dot, purpie ot- 
or orange and 

An "ew-mi t** An "PCC" 

The closed adn +- ■ 

pS identifying n^k 

s: 
y trcni the locked 



DEPARTMENT OF HUMAN RESOURCES 

Release Number , 
1+2 Distribution I Division Dept. Part Subject Page 

Effective Date 
7/1/79 

Issue Date 
7/20/79 55 DHR 6 • 2 7 



DEPARTMENT OF HUMAN RESOURCES 

Release Number 
kz Distribution J Division Dept. Part Subject Page 

Effective Date . 
7/1/79 

Issue Date . . 
7/20/79 55 DHK 6 • 2 8 

INSTRUCTIONS FOR FORM DHR 561 

The DHR form in this book has been designed for use in local department master file units. The primary purpose 
of this form is to provide a standard method of logging requests for closed case records from the State Records Center. 

This form should not be sent to the State Records Center. The appropriate transmittal form and instructions are 
identified in the Records Management Manual, Records Disposition, Department of General Services, 

The column headings on this DHR form should need no explanation, except items 4, 5, 6, and 7, which arc numbers 
to identify the location of the case record at the State Records Center. These numbers will be forwarded to you shortly after 
you box and ship each batch of closed case records to the Records Center. 

• Item 7 — The box number is the number your office affixes on the outside of a given box of closed records. 

• Item 8 — Service category tells you whether you requested the entire case record or just one or two particular 
services; for example, MA or Foster Care, etc. 

• Items 9 & 10 — It is important for you to know how long It takes to retrieve a record from the Center. The 
Records Center is expected to return a record within two working days from receipt of the 
request. 



CONFIDENTIALITY PROVISIONS 

This list is not comprehensive. It does include, however, 
most provisions affectinf]; majory Departmental programs. 
A more complete list will be submitted later. 

State - Statutory and Regulatory 

Art. 76A, §3(c)(ii) 
Public Information Act 
Prohibits release of "welfare" records unless other 

provided by law. 

Art. 88A, §6(a) 
Prohibits release of any information concerning any 

applicant for social service or income maintenance program 

Art. 88A, §5(a) 
The use of any record furnished by the Department to another 

agency shall be limited to the purposes for which it is 
furnished. 

Art. 88A, §5A 
Any records relating to absent parents shall be avallable 

only to certain persons. 

Art. 95A, §12(g) • . • h k 
Employers' unemployment insurance records maintained by the 

Employment Security Administration shall not be open to 
public inspection. 

* 

Regulation 07.01.02 
Confidential nature of records 
Describes under what conditions information can be released. 

Regulation 07.02.10.09 
Mandates that all information with regard to single parent 

services be maintained confidentially. 

Regulation 07.05.02.0AG 
Employment Service Job Bank information shall be kept 

confidential . 



Federal - Statutory 

'regulations?^Ut0r^ pr0visi°". ^here are several related 

7 USC §2020(e)(8) 

A2 USC §320(g](7) 

"rs s S;-;S. 

A2 USC §602(a)(9) 

"with Aif^FamlUes^itTnie" in co""«"°n r dmilies with Dependent Children Program. 

^2 USC §802(a)(6) 

or recipients^of"services^tc^thedged" Win" • "or^L'aWe"?'2 

^2 USC §1202{a)(9) 
r°^?e3 ^°r sa:^eSuarding of information concerninc: 
applicants or recipients of aid to the bUnd E 

42 USC §1352(a)(9) 

Prap^icants fo^fr're^pleMs"^™^1?" ^tained frM 

and totally disabled. the permanently 

A2 USC §1369(a)(7) 

^applicants ?oJeorarecipie^sno?r"edti0ni0btained fr0m 
recipients of medical assistance. 
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Each agency is encouraged to move beyond the basic 
provisions of the Plan, where necessary, for the 
purpose of developing its own citizen response 
procedures. 

I. TELEPHONE COMMUNICATIONS 

1. Each agency/office must ensure that its telephone system 
is adequate to promptly and efficiently handle all in- 
coming and outgoing calls. All telephones shall be 
adequately covered at all times during normal working 
hours. 

2. Each agency/office should provide all of its employees 
charged with responsibility to the public with up-to- 
date training to include the mechanics of the system, 
proper courtesy, prompt attention to calls, and the use 
of directories to forward callers to the appropriate 
parties. 

3. Records of calls or their details need not be recorded 
unless not immediately completed or, in the opinion of 
the recipient, the subject matter warrants recordation. 

4. Calls not immediately responded to will be recorded and 
referred for response using an appropriate telephone 
message memorandum noting the caller's name, telephone 
number, date, time of the call and, if possible, subject 
matter. This record must be retained until a response 
has been made to the inquiry. All initial calls should 
be responded to as soon as possible and no later than 
24 hours. 

5. Telephone records should be maintained in such a way as 
to facilitate review of any "open matter" by any other 
person. Management shall periodically review such open 
matter" to appraise adequacy of response action. 
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II. WRITTEN COMMUNICATIONS 

1. All written communications must be date stamped immediatel 
upon receipt showing, at minimum, the name of the agency/ 
office and date. 

2. All written communications requiring response should be 
responded to or acknowledged within ten(10) business 
days of receipt. If the communication cannot be pro- 
perly responded to within ten business days its receipt 
should be acknowledged in writing. This response should 
identify the individual responsible for reply, the reason 
for the delay, the telephone number of the individual 
assigned the responsibility of reply, and an indication 
as to when the correspondent can expect an appropriate 
reply. 

3. Care must be exercised to respond to all pertinent points 
of inquiries in a written communication. 

4. Uhere a communication is forwarded to another State aoencv 
for reply, the correspondent will be so advised with a 
copy of the letter of transmittal including a reason for 
forwarding it to another agency for response. 

5. All records will be retained in accordance with records 
retention schedules. 

III. PERSONAL VISITS 

1. Each agency/office shall have a directory or suitable 
signs at or immediately adjacent to office entrances, 
clearly showing where information or services may be 
secured. All such directories or signs shall be kept 
up-to-date by a specific person assigned this responsi- 
bility in each office. In multi-service buildinas, 
this individual shall be responsible for assuring that 
appropriate direction signs, consistent with building 
regulations and policies, are posted and for keepinc 
the directories and signs up-to-date. 

2. Each agency/office shall designate one or more indi- 
viduals to be in charge of providing information or 
handling complaints or requests from visitors during 
normal working hours which will be posted, with ex- 
ceptions clearly indicated. 
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3. Each agency head will be responsible for implementin0 
ritten procedures for handling inquiries, complaints 

and requests for service, including required timJ Umits 
for response and appropriate follow-up procedures. 

4. These procedures must include, 
provisions: 

at a rainimum, the followina 

the inquiry 

a) referral to an appropriate person or office if 
immediate information cannot be provided; 

b) recording (logging) procedures if 
cannot be resolved immediately; 

c) provisions to ensure that all pertinent informa- 
tion, such as proper names and locations of 
other offices, are provided. 

A record should be maintained of deferred inquiries 
complaints and requests which would be used to assure 
prompt follow up m accordance with established time 
limits. Management shall periodically review -such 
records to appraise the adequacy of response action. 
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Mr. Chairman, members of the Commission, 

Even before the advent of the computer the information gathering practices of 

government were viewed with suspicion. In 1790 the idea of a census was an 

anathema to many who feared that invading the privacy of the new nation would 

| result in higher taxes and perhaps even the end of the world. When the fascist 

regimes of the 1920s and 1930s proved how efficiently they could use personal 

data to crush the lives of their unwanted, every thinking person shuddered, 

powerful statements of protest such as 1984 and Ve were written,.and in the end a 

global war was fought in defense of the right to be left alone. But should the 

potential abuse of information by the state become an excuse for severely 

restricting the period of time some categories of information gathered by 
■ 

government can be preserved? 

If I have any major concern about the interim report of this Commission, it is 

that it conveys no recognition that the privacy issue with respect to almost any 

public record fades rapidly as generations pass. The descendants of those who 

opposed the 1790 census are this minute studying it closely for branches of their 

family tree. Cancer researchers at Hopkins Hospital and the University of 

Maryland have used late nineteenth- and early twentieth-century divorce 

proceedings in their quest for empirical data on cancer patients. Old personal 

and real property tax information is consulted daily to reconstruct the uses to 



which the land has been put, and to establish the history of surviving buildings. 

From an alienation of affections suit has come photos of the interior of a 

Baltimore row house of the early twentieth century, visual details extremely 

hard, if not impossible, to find anywhere else. From an unrecorded equity case 

concerning the alleged misuses of church funds and building supplies we have a 

unique and remarkably detailed account of the construction of a late eighteenth 

century church. The criminal prosecution of a State Treasurer provides details 

on state finance of the late nineteenth century, including records of embezzled 

stock that may save the State considerable sums today. 

My grandmother would put off any questions about my father's family with the 

retort:-"Wiat do you want to know that for? It is not worth knowing," which, of 

course, only served to peak my curiosity. Yet I respected her wishes, recognized 

that she had a right to her privacy, and waited until she had passed away before 

renewing my search for 'roots.1 Even benign governments must be forced to 

respect the privacy of the governed, but not forever. We must, most definitely, 

respect the privacy of the living, but some of the massive computerized data 

bases of the present will be very helpful in the future to the study of our 

families and of our own time. 

We cannot anticipate all the uses to which records can be put. Considered 

separately, at times they may appear academic. J. H. Latrobe, a prominent 

nineteenth-century Baltimore lawyer, discovered that among his papers he had 

depositions and other preliminary work done for a case that never (apparently) 

came to court, but v/hich shed some interesting light on the history of the 

steamboat. The client had died and there were no longer any ethical reasons for 



not telling the world that Nicholas Roosevelt had thought of the sidewheel 

steamboating long before Robert Fulton. 

Just recently, we received an inquiry from a professor of history in Walla Walla 

Washington for information on the Washington State contingent of Coxey's Army, 

followers of a self-made Ohio business man, reformer, and victim of the 

depression of 1893. Jacob Coxey urged Congress to create jobs by spending large 

sums of newly issued paper money on good roads and other public improvements. 

His supporters marched on Vfeishington in 1894 ad a 'living petition' of the 

unemployed to demonstrate their belief in Coxey's program. Their arrival was not 

appreciated and in large numbers they jailed as 'tramps' in the Maryland House of 

Corrections by a Prince George's County magistrate. At the House of Correctionn 

they were assigned prisoner numbers, described according to place of birth, age, 

complexion, hair and eye color, stature, place of residence, and occupation, 

nature of the crime, etc. Shortly thereafter they were pardoned on condition 

they would leave the state. Fortunately the Penitentiary and Magistrates' 

records were not considered so private and restricted that they were destroyed. 

In Maryland, at least, the rank and file of Coxey's Army can be saved from 

anonymi ty. 

Collectively, even academic topics add up to a better understanding of ourselves 

and our past. My point with all these examples, however, is that the most 

private and personally sacred of records of today, records that for good reason 

were kept, but which no one would want the State or individuals to use to his or 

her own detriment during his or her lifetime, can easily be uniquely valuable 

historical evidence. As such it has a justifiable existence outside the period 



of time it is necessary for the carefully delineated and monitored purposes of 

government. 

In sum, I have no quarrel with restricted access to records that are sensitive as 

long as when they are no longer so, they can be saved. Monitor the current uses 

to which records are put. But leave the decision of the ultimate worth of public 

records, once agencies are done with them, to the scheduling process and the best 

judgment of archivists within the existing framework of Article 54 of the 

Annotated Code of Maryland. The Archives should be the collective memory and 

conscience of government, accessible to all the governed. It can only be so if 

it is left the legally mandated task of weeding out the permanent from the 

disposable, once the primary need for collecting the information in the first 

place is met. Obviously not everything can be saved. Indeed most archivists 

would be hard put to justify any more than five-six percent of the volume of data 

collected or created by government. What we throw away, however, ought not to be 

determined by a commendable desire to preserve the privacy of the living. 

Instead, any attempt to balance privacy with the public's right to know should 

provide for the preservation and accessibility of public records at a time when 

privacy is not relevant, te ought not to let the controls imposed on the present 

uses of personal information about the living gathered by government be the 

standard by which we close out forever any access to that information in the 

future. 

Thank you. 
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I. iNrRODUCTIOM 

I I woula like to take thin orportunity to report on the Administration 

'f the Haryl--d public Information Act (MI-1 A) in Baltimore City, and to 
lake several rroposals for legislative revision. My comments are based 

non experiences and observations both inside and outside of Baltimore 

ity Government. From 1977 through 1980 I was a member of the Baltimore 

pmmunity Relations Commission (BCRC) staff, having primary responsibility 

in the area of police-community relations, and serving as the Commission's 

representative to the Baltimore Complaint Evaluation Board (CEB), our 

tty's police- review board. From 1978 through 1980 I attended the Graduate 

School of Criminal Justice at the University of Baltimore, where T re- 

cently completed the Master of Science degree requirements, with a con- 

centration in Theory and Research. Currently, I am coordinating a study 

f crime in public housing projects for the Department of Housing and 

Urban Development, 

My interest inland,experiences'withthe MPIA revolve around its use 

fes a tool for social science research. In 1979 I proposed a study of 

khe police use of excessive force and administrative complaint processing, 

In Baltimore City. Data for the analysis were to be drawn from BCRC staff 

leports on police investigations of alleged brutality, prepared for monthly 

tEB meetings. The analysis was to focus on the relationships between a 

hide range of key variables abstracted from the records. It would have 

lean unprecedented in Baltimore, and more comprehensive than similar studies 

conducted in other cities. The completed project would have served an 

■portant public interest, contributing to public debate on an issue of 

great concern to the community, but which has received almost no systematic 

Inalysis locally. Unfortunately, it was disapproved by the BCRC during a 

closed meeting in February, 1980. 

I Since leaving the BCRC in March, 1980, I have continued my efforts 

fto conauct the study. On March 19 I requested the CRC/CEB records, and 

on August 2, the original police investigations, detailing 386 closed cases 

If alleged brutality, from the respective agencies. The requests were 

made under the provisions of the MPIA. The letters explained the discretionar 

provisions of Section 3 (b), "records of investigations", and detailed the 

londitions under which disclosure of "reasonably severable" portions is 

kuthorized. Specifically, it was suggested that names, other identifiers, 

and other exempt information be deleted from the record. In addition,^Letter 

cited the 1979 Opinion of the Attorney General regarding disclosure of such 

records. 



Nearly on?, year has passed since the initial requests for records, 

ie information remains in the files of city government, hidden behind a 

irtain of secrecy. No research has been conducted. The public's right to 

iov/, and to hold its government accountable, remain elusive dreams. Both 

gencies, through their legal representatives in the City Solicitor's Office, 

re denying the request or frustrating disclosure. He now turn to a de- 

dled account of the problems in gaining access, as illustrated by this case, 

II, ROADBLOCKS TO ACCESS UrTDER THE MPIA 
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The first response of government agencies to MPIA requests is likely to 

e no response at all. Due to the ambiguous wording of Section 3 (d), which 

eauires custodians to furnish statements of denial' to applicants "  

ithin ten working days of denial", agencies have unlimited time to respond, 

he decision to deny is internal, and therefore, its timing is known only 

o the custodian. The potential for unreasonable ond excessive delays is 

ertainly real. In my case, the City Solicitor took 7 months to respond to 

he initial request for CRC/CEB records, and over 5 months after receiving 

be more detailed request. And this occurred only after an unusual degree 

f persistance on part-regular telephone calls and followup letters, 

therwise, I doubt seriously that the City Solicitor would have responded 

t all. And one cannot help but wonder, how many other requests have been 

[wept under the rug of city govern nent, 

2, Excessive and Indirect Costs as Methods of 

Frustrating Disclosure 'Vhen ^xem^t Information 

Must Be Segregated From ITon-Exempt Information 

Another possible agency response, when portions of the requested records 

ire exempt, is to charge large suras of money to cover administrative costs, 

hile Section ^ (a) requires "reasonable fees" for copies, the lack of 

ipecificity allows for agencies to include any and all overhead costs, at 

east until the courts rule otherwise. This is exactly what the Police 

lepartment is doing, after acknowledging from the outset that the investi- 

tatory records are public, and portions disclosable. The department is 

renuiring me to pay the salaries of personnel to review the records and 

delete names and other exempt information. Figuring approximately 20 minutes 

ner page, at the Sergeant overtime rate of SIS,99 per hour, plus copying 

charges, it is estimating a minimum of Sl,787»67 for the disclosure of 600 



pages. Upwards of 80/3 of the proposed charges is for preparitory v/ork- 

screening for end deleting certain information, proofreading, daily log- 

kcoping, etc. A ^1,000 deposit is required. 

I question both the accuracy of this estimate and the legal basis 

u-on -.hich it rests. For most citizens, including myself, these charges 

prohibitive, Roreover, this hiethoo. would seem to viol^.te the spirit of 

the hFIA, and most definately conflicts with the practices of federal 

agencies responding to FOIA requests. It also disavows any responsibility 

on ohe part of the agency to actively uphold the public's right to be in- 

formed. Furthermore, we find that this policy is not uniformly applied. 

For example, the department's Research and Plannnnp: Division routinely 

furnishes computer-generated, specialized analyses of civilian crime data 

in response to requests from private inc.ivio.uals and. grouns. Obviously 

the indirect costs Ox such production are substantial. Yet they are absorbed 

by the.department's operating budget, not passed onto requestors. On 

November 10 I requested a waiver of fees, citing the above considerations 

and elaborating on the public interest at stake, The request was denied , 

The social consequences of this double standard in information dis- 

closure are serious; the department exercises,in effect, sole authority 

over whao the puolic should, or should, not know about police activities, 

• Use of the "Fed Herrin.s;" Tactic: Ilisconstruinp; 

Other Statutes as Fxceations to Disclosure in 

Order To Bar Access 

A final tactic employed by the City Solicitor to block access is the 

all-too—familiar "end run1' around the MPIA, when other statutes purportedly 

barring disclosure are cited. This may be the most reprehensible of all. In 

this case, the City Solicitor, in order to justify the continued secrecy of 

CRC/CFB records,' has issued no less- than three different opinions. The first 

on October 1^., tne second on December 9j and the third, on December 12, 

His position rests on the applicablity of two separate statutes which 

supposedly confer "privileged or confidential" status upon the records, there 

by qualifying as exceptions. One, Section l6-if8 of the Code of Public Local 

Laws, prohibits the disclosure of CEB "...records containing the names or 

identification of police personnel, complainants, investigators, or witnesses 

Like the MPIA, this statute is primarily concerned with the protection of in- 

dividual privacy. Since the request was for records with personal identifier 

deleted, such disclosure is fully authorized. In his third opinion, the City 

Solicitor opts instead for the Baltimore City Code. Article L, Section 18 (e 

is the BCRC mandate. This provision shields by a cloak of confidentiality 

the investigatory stages of the Commision's 



ftnuiries into unlawful discriminatory practiccs. It does not o-ily to 
is request. The records at issue, held by the BCRC in connection\vith 

r reviev; of police investigations of alleged brutality, as a member of 
ho C3B, are conspiciously absent from the statute's enumerated sections. 

r.deed, the C^B records could not possibly have been on the minds of the 

ity Council when Article L was enacted in 1966, since the C^B was not 

stablished by the State Legislative until 1975, nine years later! 

Furthermore, the records differ markedly in both content and purpose, 

he BCRC investigations typically involve charges of discrimination lodged 

y private parties against private employers; settlement is generally 

[P^.C ^ 0 "b 2P OTIC 0 _ n O ^ "I •? V-. ^ ^ TI ; "I _   

rust necessarily requires a climate of secrecy. In sharp contrast, police 

nvestigations involve charges of misconduct lodged by private parties 

igainst government officials; given the nature of such charges, the public 

losition .of those accused, and the public, quasi-judicial hearings for 

ihich the records are expected to be used, one finds it hard to believe 

hat the totality of information contained in the records (aside from personal 

dsntifiersj qualifies for absolute secrecy. Indeed, the fact that the 

iriginal investigations are, according to the police themselves, nubile 

^formation, would seem to negate such an assertion. I have gone to great 

ingths to clarify matters for the City Solicitor, to no avail. He continues 

o cling to this preposterous notion in order to justify secrecy, 

' The MPIA's Failure to Distinguish Betv/een Research 
and Non-Research Purposes Fcrmits An Irrational 

and Unwarranted Restriction on Social Science Incmiry 

ihe Mr IA attempts to arrive at a reasonable balance between an individ- 

lal's right to privacy and the public's right to be informed. In doing so, 

,t applies the privacy safeguards across-the-board. Yet social science 

•eseach, when properly conducted, poses no threat to privacy. The discipline 

Includes built-in, institutionalized protections, from the Professional Codes 

If Ethics to accepted research methodologies to the practice of reporting 

findings in statistical or anonomous forms. Accordingly, the witholding of 

any records - no matter what their classification - from reseachers, is both 

.rrational and unwarranted. This also prevents social scientists from 

tarrying out their responsibility to objectively inform the public. Recogn- 

ling these discrepancies, the National Advisory Commission on Criminal 

Justice Standards and Goals (1977) concluded; 



This report believes thr.t the potential for future unintended 
deleterious restrictions on researchers in connection v/ith the 
Privacy Act, the reeo.on'i of Information Act, ^ronosed le^isl-^ti^n 
concerning privacy of data, and related state legislation, arises 
from the faco that research has been only a peripheral concern 
of those who drait such legislation and related regulations* 
Explicit attention to the needs of research in the future may 
obviate these problems. 

HI. PROPOSALS FOR LEGISLATIVE REVISION AND 

ADMINISTRATIVE C0MPL1ANCE 

Baseci on the aforegoing, and in the interests of achieving the rea— 

enable balance between- an indiviuuttl'• ts x-i^ut u-f privacy-and the public:s 

ight to be inxormea, in practice as v/ell as in policy, I urge the Governor' 

lommission to adopt the following proposals and actively work for their 

pplementation, 

'rcmosal 7rl 

Amend Section 3 (d) of the MFIA so as to require agencies to respond 

,11 writing to information requests within 10 days of the receipt of the 

request. It is noteworthy that FOIA limits response time to 10 days, while 

the National Conference of Commissioners, on Uniform State Laws (NCCUSL) 

pecommends 7 days (Section 2-102-d). 

'roposal :-a2 

Amend Section if (a) so as to provide parameters for the setting of 

reasonable fees for copies of records. In particular. Section 2-102 (e) 

)f the NCCUSL draft should be adopted: 

Unless otherwise provided by law, whenever a.n agency nrovides 
a copy of a government record to a person, it may charge the 
currently prevailing commercial rate for copying. An agency 
may not charge for the services of government personnel0in 
searching for a record, reviewing its contents, and segregating 
disclosc.ble from non—disclosable information or for the expenses 
incuned in establisning or maintaining the record. The agency 
shall establish a schedule of its charges and make it available 
to the public, 

'roposal ;/-? 

Amend Section 3 so as to provide a conditional, across-the-board ex- 

raption for qualified persons requesting information for research purposes. 

In implementing this change, the Governor's Commission should consider the 

precedent of the Federal Privacy Act of 1974 (Section b5, "Conditions for 

DiGClosure'1), as well as the NCCUSL draft. Of the two, the NCCUSE is pre- 

ferrble because it is more restrictive and provides greater protection 

against abuse. It reads as follows: 



Section 1-10^ General definition3 
(9) "Research purpose" means an objective to develo'o. study 
or report aggregate or an onymous information not intended to 
be usea in any v/ay in which the identity of individuals is 
material to the results. 

Section ^-109 Disclosure of Individually 
Io.entifiable Record for IResearch Purposes; 
Limitations "on Redisc'losu're ' ' " u 

(a^iln agency^may disclose or authorize the disclosure of any 
incxividually io.entifiable record for research purposes only if 
the agency: (1) determines that the research purpose cannot 
reasonably be accomplished without use or disclosure of the 

information in individually identifiable form and the additional 
riRi- tn individual privacy as a result of the disclosure will 
be minimal; 

(2) receives adequate assurances that the recipient will establish 
the safeguards required by Section 3-108 (a) (b) (integrity, con- 
fidentiality, and security of records) and will remove or destroy 

individual id.6ntiiiers cissocicitod with th© Tecovds as soon, 
as the purpose of the research project has been accomplished;" 

?ecures ^rom recipient of the records a written statement 
of his understanding of and agreements to the conditions of this 
subsection; and 

C^-) prohibits any subsequent use or disclosure of the record in 

, y1 identifiable form without the express authorization 
of the agency or the ino.ivio.uai to whom the record pertains# 

Proposal //4 

Request an Opinion from the Attorney General relative to the public 

"disclosure of the aforementioned records, under the MPIA, Inasmuch as the 

Baltimore City Solicitor's Office has shirked its responsibility to provide 

sensiole legal advice, it seems both appropriate and necessary to seek advic 

from a higher authority. 

Proposal #5 

Establish a Government Information Practices Commission authorized by 

law to receive and resolve complaints relative to MPIA matters. Given the 

propensity of government agencies for secrecy, the scarcity of case law ' 

under the MPIA, and the difficulties in bringing legal action against the 

£0V vrnnent, an independent review board is warranted. 



Statement of Norman Karsh 
Assistant State Superintendent 

Maryland State Department of Education 

before the 

GOVERNOR'S INFORMATION PRACTICES COMMISSION 

March 16, 1981 

Mr. Chairman and Members of the Commission: 

It is a pleasure to appear before this Commission and to provide you with the 

Department of Education's view on this subject. As you may already know, we have 

been in touch with your Executive Director, Mr. Dennis Hanratty. He has met with 

several members of our Department, and we have provided him with the information 

that you are seeking. 

The Department of Education is very concerned with the subject of privacy of 

personal information. As is obvious, our "clientele" are the elementary and secondary 

school children throughout the State, as well as those adults requiring vocational 

rehabilitation services. At any given time, there are over one and one-half million 

individuals encompassed under the Department's sphere of responsibility. 

We are aware of the fact that the nature of our activity requires a conscious 

effort to protect personal information applicable to everyone of those who obtain the 

services of this Department. We recognize that there are distinctions between the 

many categories of individuals in the public school system and the vocational rehab- 

ilitation network, and we have designed security measures appropriate to each. 

\ v 
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During his visit to the Department, Mr. Hanratty spoke to staff members 

responsible for six separate record keeping areas. They are: 

1. Student Records 

2. Special Education Records 

3. Teacher Certification Records 

4. General Educational Development 

5. Vocational/Technical Education 

6. Vocational Rehabilitation 

7. Maryland State Department of Education Personnel Records. 

For each one of these subject areas, he has been provided documentation pertaining 

to their maintenance and security aspects. 

One prevailing principle which pertains to all of these records is the absolute 

necessity to insure their privacy. Not only is this in accordance with statutes and 

regulations requiring us to do so, but we also believe it is our obligation to the 

individuals concerned. The manner by which we do this may vary among the various 

files, but the principle remains the same. 

In our concern for personal privacy, we are not overlooking our obligation to 

the general public. They have both a need and a right to know the manner by which 

public programs are administered. Periodically, we issue a series of statistical and 

informational reports which provide meaningful information to those who are concerned 

with our programs. We attempt to be responsive to individual requests for information 
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and have established a department-wide policy and procedure designed to give a 

prompt and courteous response to all who may seek it. In this connection, a copy 

of our Citizen Response Plan has also been furnished to Mr. Hanratty. 

I believe we have made every effort to insure compliance with the principles 
« 

enumerated in your interim report of January 1981, which we also endorse. 

Should you desire any additional information, I will be glad to answer any 

questions you may have. Thank you. 



THE MOTOR VEHICLE ADMINISTHATION' S 

TESTIMONY 

BEFORE THE 

GOVERNOR'S INFORIIATION PRACPICES GOIIMISSION 

V/illiara Lon^ 
Adrainictrative Officer III 

Systems Planning and Implementation 

Motor Vehicle Administration 
6601 Ritchie Highv.-ay, N.E., 
Glen Burnie, Maryland 21061 

763-7203 



The Motor Vehicle Administration has many types of records 

which are sold to members of the public or industries upon request. 

These include but are not limited to drivinE records, vehicle 

registration records, title records, insurance records, Medical 

Advisory Board records, etc. 

The Administration is required by law to make this information 

available pursuant to sections of the Transportation Article. 

Copies of these sections of lav; are attached for your review. 

We have established procedures to guide the appropriate WVA 

personnel in dissemination. 

Some vehicle registration records, title records, insurance 

records, Medical Advisory Board records are not computerized. These 

records are maintained in their original form, on micro-film or 

photocopy and certified via cover sheet, attesting authenticity. 

Copies of ohese records, are sold to the general public at $"1.00 

per record as required by Section 12-113 Transportation Article. 

Tnere is currently a bill before the Gerneral Assembly HB #1339, 

which increases these fees. 

The Administration also makes computerized information available 

on printouts, computer tape and mailing labels. Prior to, selling- 

computerized information the Administration enters into a written 

contract with the purchaser which specifies certain duties and 

responsibilities. These purchasers are charged the actual costs 

of production, including programming, computer run time and output 

prior to release of information. A copy of the standard agreement 

is attached. 

Driving Records can be obtained by individuals or insurance 



companies in printout format or on computer print tapes. Certain 

records of the Administration are considered confidential such as 

Doctor's reports of medical conditions of driver licensees. This 

information is not released to the general public or Insurance 

Company representatives pursuant bo Section 12-111 Transportation 

Article. 

Copies of written procedures for obtaining and processing 

records are available for your review upon request. Examples of 

information released is also available. 



THE TRANSPORTATION ARTICLE 

Sections 12-111 and 12-112 

§ 12-111. Records of Administration — In genera!. 

(a) Records required to be kept — The Administration shall keep a record of 
each appheabon or other document filed with it and each certificate or other 
Oificial document that it issues. 

(b) J^cords are public jr. formation. — (1) Except as otherwise provided bv ;aw 
ail records Oi. cne Aaministration are public records and open to public inscection 
cunng oince hours. 

(2) In has discretion, the Administrator may classify as confidential and not 
open to public inspection any record or record entry: 

0) That is over 5 years old; or 
T'ia'' re!2t€s to any happening that occurred over 5 vears earlier 

J ■ 7 re 0r reCOrd entr7 of any age sha11 be 0Pen to inspection by authomed representatives of any federal, State, or local governmental agency. 

. Records in microform. — Except for records required by law to be kect 
in Jieu-ongma! or other specified form, the Administrator may order any record 
of the administration to be kept on microfilm or in other microform and the 
original destroyed. , ' ' ' 

(d) Destructior, of old records. - Except for records required by law to be 
kepUonger, the Administrator may destroy any record of the Administracon 
thau il has kept for 3 years or more and that the Administrator considers obsolete 

^c8 V,'0rk of the ^ministration. (An. Code 1957, art. 65%, b ivii, cn. 14, § 2.) 

RSVISOR'S NOTE 

neW,hr"^ derived Definitional cross references: 
§ 2-^2 irX3m G6Vi• "Administration": § Va.:02 . ■. . "Anministralor"; 6 ll-'oa to pLt'.ic inspector, a records geatraliy, 
see Article 76A of the Code. 

& 12-112. Same — Listings of information. 

(a) Furnishing of listings. — Unless the information is classified as 
confidential under § 12-111 of this subtitle or othenvise as provided by lai^', the 
Administration may furnish listings of vehicle registration and other public 
information in its records to those persons who request them, but oniy if the 
Administration approves of the purpose for which the information is requested. 

(b) Fq^. — The Administration shall charge a fee for any listing furr.'shed 
under tnis section. The fee charged may not be less than the cos: of this State 
of preparing that listing. 

(c) Prohibited uses. — A person furnished any information under this Srcdon 
is prohibited from distributing or otherwise using the information for any 
purpose other than that for which it was requested and furnished. (An. Code 
1057, art. GGVi. § 3-418; 1977, ch. 14, § 2.) 

KKViSOK'S NOTE 

Thii Section rw.v b.n-rua^e derived from 
f-^rn^r Arlirl- oo'-?. § 3-1 IS. 

In li^nt of ArccW • nA of tht? ^.nd curr^ni 
pruciice. tlw section is revised to rc'atii to 
information listing. crer^niUy. and not only. — 
as in forrwr 3-5Id — "vehicb repstration 
inf.»rma;ii»n " 

In subsection (c) of tliis section, the phrase **or 
olh^nv-ise usini^' is for clarity. 

Th'j only other change* are in style. 

Derinitional cross referrncrs: 
'Administration": $ 11-102 
•Vehici-"; § 1M76 



TR, § 12-113 Maryland Vehicle Law f 
\ 

§ 12-113. Same — Ceriified copies; use m judicial 

proceedings. 

(a) Certification of records. — (1) The Administrator or any other officer or 
employee of the Administration designated by the Administrator may prepare 

^ ^ reqUe3t a cerl;iried C0Py of any record of the Administration 
certifies dministratl0n nmy charSe a of $1 for each document it 

(b) Admtssibility of certified copy in judicial proceedings; compliance with 
subpoena ~ (1) A certified copy of any record of the Administration or 
comparable agency of any state is admissible in any judicial proceedinF in the 
same manner as the original of the record. 

(2) If a subpoena is issued to the Administrator or any other official or 
empioyee of the Administration for the production in any judicial proceeding 
ot the original or a copy of any book, paper, entry, record, proceeding, or other 
document of the Administration: 

AJ . ^ Th.e Administrator or other official or employee of the 
Administration need not appear personally; and 

(ii) Submission of a certified copy or photostat of the requested 
document is full compliance with the subpoena. 

(3) On motion and for good cause shown, the court may compel the 
attendance of an authorized representative of the Administration to answer/ 
tne subpoena for the production of documents. (An. Code 1957 art fifi'A ' 
§ 2-311.1; 1977, ch. 14, § 2; ch. 307.) 

REVISOR'S NOTE 

66™! Tsn'l f0rmerIy appeared as A,ticle The only other changes are in style. 
In subsection (a) (1) of this section, the Definitional cross references: 

reference to the preparation of the copy "under "Administration": f. H-)02 
the seal" of the Administration is deleted as "Administrator"; § J1-J03 
unnecessary. 

Field agent who delivers subposnncd 
records was an "officia! of the 
Administration" under subsection (b) of this 
section to whom the subpoena duces tecum was 
issued. He did not therefore have to establish 
his own familiarity with the registration 

records or a chain of custody since Uicrc is no 
requirement that the subpoenaed official or 
employee appear personally. A copy or 
photostat duly certified is "full compliance." 
McCargo v. State.26 Wd. App. 290, 330 A.M 76 
(1975). 

116 



( Tkansportation § I8_!n 

KEVISOn'S NOTE 

6S«,i 5S" '• y^r. 
Ths on'y changes are in style "Name"; ^ 11-116 

§ 11-137 
cross refei-encea: 

Administration"; , , § 11-102 

record of; ^ WeS-" Th''^ioistra.ion sholl keep . 

S BSZl fp %%£%£rccsives; 

shall file e"h ^ 
reCe--ncler the |a\vs of this State. ' C0 COnVld 'on records that it 

notations •' wltaH. 
has been involved. These records ^ Which oach Iic^see 
readily available for consideration by ho A t ' ™io S0 thst ^ are 

of any ,,cense 

driving an emergency vehicle, if reSefbyT COnVictfons Pertaining to 

emergency vehicle pursuant to tbA y PerSon who driving m 
SLW* ^ 5» Atiitt rrns i1'106 - ,"is 

Administration. ■ s"a]' available only to the 

r: " *• ^ ^ competent jurisdiction, a record of tZ l ,S dlsmissf!c! Uv a court of 

included in his driving record (An p J lai^8 and dismiss'')1 may not be 
^ 14, § 2; 1980, ch 682 ) ' 661/2' §§ 6-111- 

DEVISOR'S NOTE 

Sr j :,tn axs- —.«. 

5 12-lliofthirarticr 01 ree0rds' Eec 

§ 11-102 

'» "IIU 

D^0na! — references; of this article. * e 11-206 Atkninistration"; 
r , Conviction"* " 

MSx;,S°rs•*>**<*** i 

§ 11-1G4 
§ 1J-1G6 

361 



TR, § 16-117.1 Maryland Vehicle Law 

Effect of amendment. — The 1980 
amendment, effective July 1, 1980, added 
paragraph (3) in subsection (b). 

§ 16-117.1. Expungement of certain driving records. 

indkafed™*10"*' ~ ^ ^ ^ SeCti0n the following words have the meanings 

Vehide 0f'ense" does not include any violation of the Maryland 

i (3!/'M°V'ng vlolation" 11163113 a moving violation of the Maryland Vehicle Law other than a violation of any of its size, weight, load, equipment, or 
inspection provisions, 

(b) When Administration may expunge records. - Except as provided in 
subjection (c) of this section if a licensee applies for the expungement of his 
public driving record, the Administration shall expunge the record if, at the 
time of application: 

(1) The licensee has not been convicted of a moving violation or a criminal 
offense involving a motor vehicle for the preceding 3 years, and his license 
never has been suspended or revoked; 

(2) The licensee has not been convicted of a moving violation or a criminal 
offense involving a motor vehicle for the preceding 5 years, and his record 
shows not more than one suspension and no revocations; or 

(3) The licensee has not been convicted of a moving violation or a criminal ( 
oflense involving a motor vehicle for the preceding 10 years, regardless of the ' 
number oi suspensions or revocations. 

(0 When Administration may refuse to expunge. - The Administration 
may refuse to expunge a driving record if it determines that the individual 
requesting the expungement has not driven a motor vehicle on the highways 

JUr,ln?n^ particular conviction-free period on which he bases his request. (An Code 19o7, art. 66V2, § 6-117; 1977, ch. 14, § 2.) 

UEVISOR'S NOTE 

eelS appeared as ArtiC,e The 0nly othee ^nKes are in style. 
Subsection (a) of this section is revised to Definitional cross references: 

clarify the intended distinction between the "Administration": § 11-102 
terms there defined. "Conviction": § 11-110 

Subsection (b) of this section is revised to "Highway": § 11-127 
avoid the former, unintended — as seen from "License (to drive)": § li-i2B 
subsection (c) of this section — implication that ^'Motor vehicle": § 11-135 
the expungement is discretionary with the ' Revoke (license to drive)": § 11-150 
Administration. "Suspend (license to drive)": § 11-IC4 
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TR, § 16-117.1 Maryland Vehicle Law 

Effect of amendment. — The 1980 
amendment, effective July 1, 1980, added 
paragraph (3) in subsection (b). 

§ 16-117.1. Expungement of certain driving records. 

indka2cf"i£/0nS' ~(1) ^ thiS SeCtiCm the follovving words have the meanings 

Vehide offense" does not inc!ude any violation of the Maryland 

i (3)''M0r- vlolation" means a moving violation of the Maryland Vehicle 
,^1°. a V10latl0n of any of its size. load, equipment, or inspection provisions. i i- • 

(b) When Administration may expunge records. — Except as provided in 

nnS0n !, S!fiT':i 
if 3 liCensee applies for the expunge,nent of his public driving record, the Administration shall expunge the record if, at the 

time of application: 
(1) The licensee has not been convicted ofa moving violation or a criminal 

offense involving a motor vehicle for the preceding 3 years, and his license 
never has been suspended or revoked; 

(2) The licensee has not been convicted of a moving violation or a criminal 
offense involving a motor vehicle for the preceding 5 years, and his record 
shows not more than one suspension and no revocations- or 

(3) The licensee has not been convicted ofa moving violation or a criminal / 
ofiense involving a motor vehicle for the preceding 10 years, regardless of the ( 

number of suspensions or revocations. 
(c) When Administration may refuse to expunge. - The Administration 

may refuse to expunge a driving record if it determines that the individual 
requesting the expungement has not driven a motor vehicle on the highways 

XU?nf ^ Part,cular conviction-free period on which he bases his request. (An Code 19o7, art. 66l/2, § 6-117; 1977, ch, 14, § 2.) 

REVISOR'S NOTE 

This section formerly appeared as Article 
66(4, § 6-117 (e). 

Subsection (a) of this section is revised to 
clarify the intended distinction between the 
terms there defined. 

Subsection (b) of this section is revised to 
avoid the former, unintended -- as seen from 
subsection (c) of this section — implication that 
the expungement is discretionary with the 
Administration. 

The only other changes are in style. 

Definitional cross references: 
"Administration"; 
"Conviction": 
"Highway": 
"License (to drive)": 
"Motor vehicle": 
' Revoke {license to drive)"; 
"Suspend (license to drive)"; 

§ 11-102 
§ 11-110 
« 11-127 
§ 11-128 
5 11-135 
§ 11-150 
§ 11-164 
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TR, § 16-119 Maryland Vehicle Law 

(b) Reports to bo made to Administration and to subject of report — (1) 
Except as provided m paragraph (2) of this subsection, any physician and any 
other person authorized to diagnose, detect, or treat disorders defined under 
subsection (a) of th.s section may report to the Medical Advisory Board and to 
the subject of the report, in writing, t.he full name, date of birth, and address 
of each individual 15 years old or older who has any such disorder 

mni f raU ?riZed,by the inclividual ^ writing, a report may not be made from information derived from the diagnosis or treatment of any 
individual on whom a confidential or privileged relationship is conferred by 

ASSSfonlir'"'''"''_ 0n 0f 8 re|:">rt "n■3" t"is secti™' ^ 

sztn *each 

his license"^8 lndlVlcluaI fai!s to rneet the recluirements of this subtitle, cancel 

..nrf ^0rte ^onMenti^- ~ (D Tho reports made to the Administration under this section: 
(i) Are confidential; 
(ii) May be disclosed only on court order; and 

to driveU^ ^ ^ USed t0 c1etermine the qualifications of an individual 

^2)!r^ r,erson 01 ay not use ^ese reports for any other purpose / 
. .. "vil or criminal action against informant who does not violate1 

privilege - A civil or criminal action may not be brought against any person 
who makes a report under this section and who does not violate any 
confidential or privileged relationship conferred by law. 

(0 Uss of report as evidence. — A report made under this section may not. 
e used as evidence in any civil or criminal trial, except in a legal action 

involving an alieged violation of a confidential or privileged relationship 
conferred by law. (An. Code 1957,. art. 6fiVz, § 6-110.3; 1977, ch. 14, § 2.) 

REVISOH'S NOTE 

This section formerly appeared as Article 
66Vz, § 6-110.3. 

In subsections (d) and (e) of this section, the 
former references to 'Vefjuired" reports are 
deleted as nonsequential since, under 
subsection (a) of this section, the reports are 
permitted but not required. 

Subsections (d) (1) (ii) and (d) (2) of this 
section are new language added for clarity and 
to conform to the similar provisions appearing 
in §§ 16-118 (d) and 16-120 (c) of this subtitle" 

In subsection (e) of this section, the former 
reference to an "agency" is deleted as 
unnecessary in light of the broad definition of 
person" in § 1-101 of this article. - 

The only other changes are in style. 
Note that, although subsection (c) (2) of this 

section requires the Administration to "cancel" 
tho license of a person who fails to meet the 
requirements of this subtitle. § 16-203 (a) of 
this title authorizes the Administration to 
'suspend" the license of any person "who cannot 

drive safely because of his physical or mental 
condition." 

Definitions] cross references: 
"Administration": § 11-102 
"Cancel (driver's licensreT: § 11-107 
"Drive": § 
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HOUSE OF DELEGATES 

llr4004 No. 1889 27 

By: Law Enforcement Transportation Subconunittee and 26 
Delegates Amoss, Blurnenthal, Douglass, Maloney, Medairy, 27 
Morella, Muldowney, and Robey - ' 

Introduced and read first time: February 27, 1981* 29 
Assigned to: Constitutional and Administrative Law 31 
    33 

A BILL ENTITLED 36 

AN ACT concerning 40 

Motor Vehicle Administration - Fees 43 
For Duplicate Documents 44 

FOR the purpose of altering the applicable fees for issuance 48 
by the Motor Vehicle Administration of a certified copy 49 
of any record of the Administration, a duplicate of a 50 
certain security interest filing, a duplicate salvage ' - 

/ certificate. a duplicate certificate of title, a 51 
duplicate registration card, replacement validation 52 
tabs, and a duplicate of a certain license; prohibiting 
the Administration from charging a fee for the 53 
certification of certain documents it issues to any 54 
police agency or court; and prescribing the procedures 
a person must follow to be issued a duplicate of a 55 
certain security interest filing. 

BY repealing and reenacting, with amendments, 57 

Article - Transportation 60 
Section 12-113(a), 13-506(a), 13-805, 13-950, 13-951. ' 62 

and 15-107 
Annotated Code of Maryland 64 
(1977 Volume and 1980 Supplement) " 65 

BY adding to 68 

Article - Transportation 71 
Section 13-202{d) and .13-953 73 
Annotated Code of Maryland 75 
(1977 Volume and 1980 Supplement) • 76 

SECTION 1. BE IT ENACTED BY THE GENERAL ASSEMBLY 0? 80 
MARYLAND, That section(s) of the Annotated Code of Maryland 81 
be repealed, amended, or enacted to read as follows: 

EXPLANATION: CAPITALS INDICATE MATTER ADDED TO EXISTING LAW. 
[Brackets] indicate matter deleted from existing lav;. 
Numerals, at right identify computer lines of text. 
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HOUSE BILL No. 1889 

Article - Transportation 

12-113. 
84 

87 

or 91 
(a) (1) The Administrator or anv nt-Vis«r- 

copy of any xecoVSFSe SiS^StioS req,"iSt * 
CIO 

$2 for each^document^itCertifies? Char9e 3 fee 0f [$1i 

93 

96 
97 

OR COURT IN(THISNSR A^OTrER^Al^OR^ SLICF0LACE AGENCY 100 

COURT OF THE UNITED STATES GOVER^OT AGEI,CY OR 101 

13-202. 
104 

.107 FROM THE ADM IHISTRATI ON^DU^lflC ATF op1^11511™ MAY 0BTAIN' 
FILING AS PROVIDED IN 13-953 OF xh^S INTEREST ioe 

.13-506. 
Ill 

insurlnc^'cornp^uthoSd^^ f 116 

owner shall send the certificate of title^f th* th^.v?hicle . 117 
the Administration within 10 davs from r^cle t0 118 
settlement. from the date of the • ng 

* > '• . ^ (2) 0n payment of a fee of <:-7 \-u 
Administration shall issue a salvage certificate .'n ^ e 122 

salvage^certificate^the^nsurance ^ . HI 

SrPS?ti^trd?fet^n assi^ntCo?Po^e?sMphiand ^ ' 125 

salvage. Vh* fee^ as ' 126 
certificate is [$1] $2. fa duplicate salvage 127 

marked to indicate! reCOrds of ^ Administration shall"be 

salvage; and ^ That tha vehicle was . transferred as 

13-805. 

130 

133 

136 
137 

140 

iss^n^t/TTl-ul aofPtoif\meiSCate, ^ «««' 
stolen, or damaged certificate of titlej the S iTmjII: ^5 
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HOUSE BILL No. 1089 3 

13-950. 148 

(a) (1) On application, the Administration may issue 152 
an additional registration card for a registered vehicle. 

(2) For the issuance of an additional 155 
registration card under this subsection, the fee is [$1] $2. 156 

(b) For the issuance of a duplicate registration card, 160 
issued under § 13-415 (a) of this title to replace a lost, 
stolen, or damaged registration card, the fee is {$1] $2. . 161 

13-951. - 164 

For the issuance of replacement validation tabs, issued 167 
under § 13-415 (a) of this title to replace lost, stolen, or 168 
damaged validation tabs that have never been affixed to 169 
registration plates, the fee is [$1] $2. 

13-953. 172 

(A) ANY PERSON WITH A PERFECTED SECURITY INTEREST IN A 175 
VEHICLE MAY APPLY TO THE ADMINISTRATION FOR A DUPLICATE OF • 176 
THE SECURITY INTEREST FILING. 

(B) IF A PERSON WHO APPLIES TO THE ADMINISTRATION FOR 179 
A DUPLICATE OF THE SECURITY INTEREST FILING UNDER THIS 180 
SECTION FURNISHES INFORMATION SATISFACTORY TO THE 181 
ADMINISTRATION AND PAYS THE REQUIRED FEE, THE ADMINISTRATION 
SHALL ISSUE TO THE PERSON A DUPLICATE OF THE SECURITY 182 
INTEREST FILING. ' j 

I ^ ' 
(C) FOR THE ISSUANCE OF A DUPLICATE OF A SECURITY 185 

1NTERST FILING UNDER THIS SECTION, THE FEE IS $2- . ■ 186 

15-107. • V " . 189 

If a license issued under this title is lost, stolen, 192 
mutilated, destroyed,' or becomes illegible, the 193 
Administration may issue a duplicate license on application 194 
and payment of a fee of [$1] $2. Before the Administration 195 
issues a duplicate, it may require the licensee to furnish 196 
satisfactory proof of the loss, theft, mutilation, 
destruction, or illegibility. When the Administration issues 197 
the duplicate, the license previously issued is void. 198 

SECTION 2. AND BE IT FURTHER ENACTED, That this Act 
shall take effect July 1, 1981. 

202 



AGRHEMKNT 

FOR PURCHASE OF INFORMATION IN 
THE MOTOR VEHICLE ADMINISTRATION RECORDS 

This agreement made and entered into this   day of , 19  > 

by and between    —— — ——-—  

(hereinafter called "       with principal offices in the 

City of   , Stale of    :  , and the State of 

Maryland (hereinafter called "State"), acting by and through the Administrator of the Motor 

Vehicle Administration (hereinafter called "Administrator"): 

Now, therefore, it is agreed as follows: 

FIRST, The State agrees to furnish    ——  

the following information from the records of the Motor Vehicle Administration: 

c. ""OND,   —  - pay the State for this infor 

mation ..i the prevailing rate established by the Administrator. Such sum is to be paid 

upon presentation of the. invoice and prior to delivery of the information. 

THIRD,      — agrees that: 

(1) It will use the information for the following purposes': 

   ——  agrees that it will not resell, 

furnish or otherwise make available any information supplied pursuant to this 

agreement to other persons for use in direct mail advertising or other types of 

mailings. In all instances where such information is used for mailing purposes, 

   —  will make such mailings from 

its facilities located in ;   : . 

In addition,   w ill not use such infor- 

mation in mailings promoting the sale of real estate or insurance or in mailings 

which involve sweepstakes or give-away programs. No mailings will be made 



'EOF RECORD DESIRED- 
ITLE FILE 
IEGI5TRATION FILE 
IEALER FILE 

MARYLAND MOTOR VEHICLE ADMINISTRATION 
VEHICLK REGISTRATION DIVISION 

REQUEST TO VIEW OR OBTAIN A COPY 
OF A RECORD 

*ANT TO VIEW THE RECORD 
(NO CHARGE) 

@0 

□ 

□ 

I WANT A CERTIFICATION 
OF THE RECORD 

(FEE $1.00) 
I WANT A CERTIFIED 
COPY OF THE RECORD 

(FEE SI.00) 

REQUEST NO. 

DATE OF REQUEST 

I WANT A GRATIS 
i I CERTIFICATION 

OF THE RECORD 

— I WANT A GRATIS 
I I CERTIFIED COPY 

OF THE RECORD 

)0N RECORD REQUESTED; 

GRATIS CERTIFIED 
COPIES AND GRATIS 
CERTIFICATIONS 
ARE ISSUED ONLY 
TO LAW ENFORCE- 
MENT OFFICERS FOR 
OFFICIAL USE. 

TAG NO. S'ERIAL NO, 

OF PERSON REQUESTING RECORD: 

DEALER No. 

CYOR BUSINESS REPRESENTED: 

SALESMAN NO. 

BADGE OR I.D. NO. 

TURE OF PERSON MAKING REQUEST: 

FOR M.V.A. USE ONLY 

APPROVED FOR COPYING 

COPIED BY 

DATE 

START NO. 

STOP NO. 

VR-239 (1-77) 

I % 



driver records DIVISION 
motor vehicle administration 

6601 RITCHIE HIGHWAY N E 
glen burnie. maryl amn 2;oez 

application 
for certified copy 

OF RECORD - FEE $].00 
□^w„g 

of 

Cn License App|jcotjon p—j Other ^ OW En'0,"m9m only 

Dl-37A (12-80) RECEIPT VALIDATION 

PLEASE PHINT ALL INFORMATION 



Maryland Department olTransponatmn 
MOTOR VEHICLE ADMINISTRATION 

6601 RITCHIE WGHMY, N.E 
GLEN BURNIE. MARYLAND 21062 

REQUEST to VIEW 
A DRIVING RECORD 

(NO CHARGE FOR THIS SERVICE) 
Date 

icense No. 

LAST 
FIRST 

IREQUESTED BY; 
MIDDLE date of birth 

,ID. No.. 
Agency. 

iotion Verified by: 
CLERK 

DI-5S (t2-90) 



CODE OF MARYLAND REGULATIONS 

Title 11 

DEPARTMENT OF TRANSPOHTATION 

Subtitle 15 MOTOR VEHICLE AD.WNiSTnATIOM- 

REGiSTRATION 
-VEHICLE 

Chapter 11 Registration Listsg/Transfer 

Authority: Transportation Article, §12-104(b). 
Annotated Code of Maryland 

(y^i—  

■ .01 Registration Lists. 

M-perS-OJ^may not publish, copy, duplicate, reproduce, or otherwise 
disseminate information from registration lists.obtained under the 
provisions of the Transportation Article, §12-112, Annotated Code of 
Maryland, without the express permission of this Administration. 

,02 Transfer of Registration Plates, 

A. Registration plates acquired by any person, for any vehicle 
owned by that person, may be transferred to a newly acquired vehicle 
provided: 

(1) The ownership of the newly acquired vehicle has not changed 
from the name in which the plates were originally issued; 

(2) The vehicle classification of the newly acquired vehicle is 
identical to the classification of the vehicle to which the plates were 
originally issued; ' 

(3) The vehicle from which the plates are to be transferred has 
teen sold, traded, junked, or otherwise disposed of. 

B. Substitute registration plates may be issued for plates on an un- 
recovered stolen vehicle, provided this Administration has a stolen 
record of the vehicle. The substitute plates may then be transferred to 
a newly acquired vehicle. 

Administrative History 
Effective date: February 15, 1973 
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_ considered to be an alcoholic, he.should'abstain for at least 6 months ^ 
and submit evidence that he is under a recognized recovery program 
approved by a medical authority before being considered for any class 
of license. 

I. An individual who is a paraplegic, quadreplegic, or has the loss < j , • 
. of one or more limbs inay'be"requifed by the Medical Advisory Board " ^ n "] ~' 

to submit to driver's re-examination to determine .applicant's ability "n- | j.&VjOji 

to safely operate a motor vehicle. '     — .... 

.05 Procedures When Suspension or Refusal is Recommended. 

If the Medical Advisory Board recommends suspension or refusal of 
a driving privilege, and the recommendation is followed by the Ad- 
ministration, a letter shall be sent by certified first class mail to the 
individual, stating: 

A. When the suspension or refusal becomes effectixe; -and- 

B. The reasons for the suspension or refusal, and when licensure 
will be reconsidered; and ' ' 

C. That an administrative hearing may be requested in writing* 
and, except Jn emergency situations, if the individual has a-valid-lH- 

-cense,.the effective date of the suspension will be stayed until the ad- 
ministrative hearing is conducted; and that he may be represented by 
an attorney at the administrative hearing. . 

F" 
.06 Procedures When a Suspension or a Refusal is Continued. 

The provisions set forth in Regulation .05, above, algo apply when 
the Administration, based upon a recommendation of the Medical Ad- 
visory Board, continues a suspension or refusal. 

I * - <07 Procedures When a Hearing is Requested. 

If an individual requests an administrative hearing after a nega- 
j tive decision of the Administration based upon a recommendation0of 

the Medical Advisory Board, the Administration shall inform the in- 
, dividual by written notice, of his right to inspect and copy, at his own 
j expense and during the hours designated by the Administration, air 
; medical records and other documents considered by the Medical Advi- 

. I . sPry Board, except records and other documents designated confiden- 
tial by their source, in which case: 

I A. If the individual is represented by counsel, his counsel shall 
; have the right to inspect and copy, at his own expense and during the 

; ■  .. s cljes^ated by the Administration, those medical records and 



Maryland DsparimiintofTransportatmn 

MOTOR VEHICLE ADMINISTRATION 
6601 RITCHIE HIGHWAY, N.E. 

GLEN BURNIE, MARYLAND, 21062 

Q177010 
u ! i i 0 u J 

I, William T. S. Bricker, Administrator of Motor Vehicles for the State of Maryland, by virtueof the authority vested in me, 
under the Transportation Article, Motor Vehicle Law, do hereby certify that the following is a true copy, taken from the 
original, now on file, and part of the records, of this Administration: 

0317/839 
SOUND EX NUMBER NAME AND ADDRESS 

ivl 4 v} 0 -1. (3 9 -- 261 ■- 6 70 

16 J. 9 

r 
HEIGHT 

5-Oi3 
WEIGHT 
16/ 

^ACE '7 SEX 
lYl 

BIRTH DATE 
013-28-50 

RESTRICTIONS PAGE 

, B AL T J; MORE; 
Rt) APT i 

I?. A M 0 2 :l. 2 21 

CLIRKLNT LICt-NBE BTATUB 
UAL .1.1 ) SPECIAL —► 

RESTRICT'ONS 

TYPE OF LICENSE ISSUED 
Oh 

EXPIRATION DATE 
Uf.- 2 ci-ti 4 

D1-60 (6-80) 

PAID 

DATE 

05-29-80 

09-27-79 
10-29-79 

SUMMARY 

HE RECORD RE PI... EC 

dsscripiiom 
ADDRESS CHANOE 

'S £NTR:i.EC FOR THE PACT 36 MONTHS 
EXCEED CPEED LIMIT BY JO MPH 
P C Y C • ■ W A R N J! N 0 L E I T E R M A X I,. I?; 0 

RECORD END Td'TAI, CUR RENT POINTS 02 

POINTS 

02 

THE SYMBOL "T" APPEARING IN THE LEFT COLLIW.N IS NOT A PART OF THIS RECORD. 

) 
/IsWitness, my bond and tho seal of this Administration 

N \ i"j > 
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TESTIMONY TO THE GOVERNOR1S•INFORMATION PRACTICES COMMISSION 

Presented by John D. Bertak, Director 

Division of Public Affairs 

Maryland Department of Transportation 

March 16, 1981 

Ladies and gentlemen of the commission. Good morning. 

My name is John Bertak. I am Director of Public Affairs 

for the Maryland Department of Transportation. Secretary O'Donnell 

has appointed me as the department's liaison with this commission. 

I have met with the commission's Executive Director on 

several occasions to discuss issues of concern to you and to 

clarify and explain the Transportation Department's functions, 

responsibilities and roles as they relate to areas of study by 

this group. 

My testimony this morning shall cover three areas. First, 

I will acquaint you with some of the specific responsibilities and 

requirements of our department and how they relate to personal 

information, record keeping and public information accessibility. 

My telephone number if (301) — 

Po*t Office Bo* 8755, BaUimoro-Washinaton lnf«rnation«l Airport, M^rvUnd 21940 



Secondly, I will present the Transportation Department's 

concerns and reactions to the specific points raised in the 

commission's interim report of January 1981. 

Finally, since the majority of personal records kept by 

the Department of Transportation concern the licensing and operation 

of motor vehicles, I have asked representatives of the department's 

Motor Vehicle Administration to follow up my testimony with 

specific information concerning these operations. 

We will, of course, attempt to answer any questions raised 

by you and we will provide you with any additional information 

you may request as soon as possible. 

The Maryland Department of Transportation was created in 

It now consists of a headquarters staff and seven major 

administrations. These are the State Highway Administration, 

Mass Transit Administration, Port Administration, Aviation 

Administration, Motor Vehicle Administration, Railroad Administration 

and Toll Facilities Administration. The department's overall 

charge is to provide the citizens of Maryland with balanced 

transportation services and facilities at the most reasonable 

cost to the taxpapers. 

We have, collectively 9,100 employees throughout the state, 

not including the approximately 800 employees in toll facilities. 

(Toll facilities operations and personnel are completely financed 

through user fees and not through any tax sources). 



Employee personnel records are maintained by personnel 

offices throughout the department and are secured under lock 

and key to prevent unwarranted access. Employee records contain 

only such information as is deemed necessary under existing 

regulations. This includes up-to-date status information on 

salary, leave, etc. No information may be placed in a person's 

employment record without the knowledge and consent of the 

employee concerned. 

Employees may review the information contained in their 

files by requesting to do so with their local personnel officer. 

These requests are few and incidents of erroneous information 

being found in employee records are rare. 

Records of individual grievance actions initiated by 

employees are not a part of employee personal records but are 

kept separately under strict security and are available only to 

the parties involved in the grievance. 

Employee personnel records are accessible to an employee's 

supervisor, however, only verification information will be 

furnished to anyone other than a supervisor. In other words, 

a credit company may phone our personnel department to verify 

information, but they will not be given new information concerning 

any employee. Home addresses and telephone numbers are never 

given out. 
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Our department maintains the payroll records for its 

employees on the computers of the Functional Data Center at 

Motor Vehicle Administration headquarters. Payroll records 

are confidential and authorization from appointed records 

management officials is necessary to access any payroll 

information. 

I would no like to turn to public affairs activities, 

specifically media relations as it relates to the concerns of 

the commission. Under Article 76A, of the Maryland Code, 

freedom of information and access to public information are 

covered. Only when requested information can be under specific 

grounds found in this statute are denials considered. 

In my five years with the department I have personally 

denied specifically requested information only once. That case 

involved both specific security information concerning department 

activities and specific information about department employees 

that could have been injurious to those individuals. The requester 

initiated the first step of the appeal process but dropped his 

inquiry when a modified version of the document was made available 

to him. 

The guiding precept of public affairs in government should 

be "openness." We attempt to continuously impart to all department 

employees that every action they take on the job is subject to 
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public scrutiny. At the same time we have a moral and legal 

obligation to protect the privacy of our employees and we attempt 

to ensure that these guidelines do not create problems for them. 

My experience and that of my colleagues within the 

transportation department has been such that I do not feel 

changes in legislation are necessary at this time concerning 

Article 76A. The publication of guidelines by the Attorney 

General's Office last year made interpretation of the statute 

clearer and again notes that only specific itmes may be denied 

under the law. 

The interim report issued by the commission in January 

raises many questions and issues with a potential impact upon 

the Department of Transportation. Among those issues are the 

collection, maintenance, dessemination and accessibility of 

personal information which are the responsibilities of some of 

this department's agencies. 

One major omission we see in the report is that "personal 

information is not clearly defined. We believe a clear definition 

of personal information" would enable us and the commission to 

more precisely review specific areas of concern. It is one thing 

to have access to a person's name and address. It is quite another 

to have access to the same person's income tax history, for example. 



The interim report also addresses the use of computers 

to store, retrieve and maintain personal information. At the 

Department of Transportation we are nearing the opening of the 

DOT Functional Data Center adjacent to the Motor Vehicle Administration 

headquarters in Glen Burnie. This data center, will house the 

latest in computer hardware and replace existing computers now in 

use by MVA, the State Highway Administration and Other elements 

of the department. The physical security of records - specifically 

driver record information - will be covered by MVA representatives. 

On the question of building security, I would like to assure you 

that every effort has been taken to make this facility secure. 

While we're not naive enough to believe that y system is foolproof, 

we feel the measures being used in our Data Center will make it 

as secure as any such facility can possibly be. 

I do not doubt that the accessibility of driver records and 

vehicle registration records would come as a surprise to many 

individuals who are unaware that their records are public information. 

Perhaps people should generally be more aware of this. At the 

same time, however, I am unaware of any "negative" issues which 

result from the openness of these files. I would ask the commission 

to approach it1s review with a similiar consideration - before 

proposals are made that would change existing procedures or 

legislatively mandated activities. I feel it must be shown that 

present practices are demonstrably detrimental to individual 

freedom and/or privacy. 



Some of the specific questions covered in the interim 

report will be addressed by my colleague from the MVA as to 

impact on that agency. I will address some similar concerns 

on a department-wide basis. 

Item number seven in the report, requiring publication 

annually of the types of information held, locations, accessibility, 

etc. would place a tremendous administrative load on all state 

agencies. I can only speak for DOT, but I know we are not 

maintaining any secret files either concerning individuals or 

businesses. Considering the amount of business conducted annually 

by an agency as large as DOT, the publishing of such a document 

annually would probably require the addition of two full-time 

positions. 

Concerning access to information, our department meets current 

legislative requirements in this area by having a system of records 

management officers responsible for the maintenance of all records. 

We also have an approved Citizen Response Plan which assigns 

responsibilities and outlines requirements for dealing with requests 

for information. 

A final comment in closing my portion of this testimony. It 

may be my personal nature, or my concern about open government, 

but for whatever reason I believe strongly that we should always 

strive for openness in public record keeping. I agree with the 

commission's report that only such information about a person should 



be collected and maintained as is necessary for the conduct of 

business. And if that is one of the guidelines, then the need 

for any efforts that would limit information dissemination is 

considerably reduced. 

Thank you. 
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CHAIRMAN 

OFFICIAL .-MINUTES 

GOVERNOR'S INFORMATICN PRACTICES CGMMISSICN APRIL 27, 1981 

The April 27, 1981 meeting of the Governor's Information Practices Cotmis- 

sion was devoted to an examination of the federal Privacy Act of 1974 (Public 

Law 93-579). Members of the Carmission in attendance were: Mr. Arthur S. Drea, 

Jr., Mr. Albert J. Gardner, Jr., The Hon. Timothy R. Hickman, Mr. Donald Tynes, 

Sr., Mr. Robin Zee, Mr. E. Roy Shawn, and Mr, John Clinton. 

It should be noted that PL 93-579 is much more explicit than current Mary- 

land statutes in the area of confidentiality of personal records in the posses- 

sion of government agencies. As a consequence, the Cotinission was anxious to i 

assess the effectiveness of the Privacy Act. With this in mind, the Cotimission 

heard testimony fron Ms. Cecilia Wirtz, Assistant General Counsel for the Office 

of Management and Budget (OMB) and Mr. Robert Veeder, Office of Information and 

Regulatory Affairs, OMB. 

Ms. Wirtz began by outlining sane of the materials which OMB had submitted 

to the Ccmmission staff. She then explained that OMB has the responsibility to 

give oversight and guidance in the area of privacy and has the authority to issue 

regulations and guidelines. Mr. Veeder stated that an OMB Guideline (dated July 

1, 1975) goes through the act point by point, attempting to describe the kinds 

of situations that were anticipated to occur under each section. OMB Circular 

A-108, he added, delineates the responsibilities of federal agencies in ccmplying 

X 
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with PL 93-579. 

Ms. Wxrtz and Mr. Veeder explained that the Privacy Act defines a record as 

a single item of information. They defined a system of records as a collection of 

these records - retrieved by reference to a personal identifier. Records not 

retrieved in this manner, they ncted, are not covered by the Act. Before an 

agency can collect and use infomiation, notice must be published in the Federal 

Register describing systems of records, giving uses of infomation, safeguards, 

and so forth. Agencies are also required to sutmit a report to QMB and Congress 

on other aspects of information collection. 

Ms. Wirtz added that publication in the Federal Register is public notice, 

and that there is nothing in the Privacy Act giving an individual a legal right 

to stop an agency action. Ms. Wirtz cited a case tavo years ago involving the 

Department of Health, Education, and Welfare (HEW) when it ran a program on wel- 

fare recipients on the federal payroll-both civilian and military-to see who was 

defrauding the government. The American Civil Liberties Union objected and the 

Department of Defense (DOD) stopped the process. However, OMB maintained that the 

process was legal so long as DOD published a notice in the Federal Register identi- 

fying the fact that it was going to release this information to another agency for 

this purpose. 

Ms. Wirtz observed that an agency must notify an individual when information 

is collected (through a Privacy Act notice on every form) of the purpose of col- 

lection, routine uses of the inforaiation, and whether disclosure of the information 

is mandatory or voluntary. If a use of the information falls within the category 

of "routine use "-defined as a use canpatible with the purpose for which the infor- 

mation was originally obtained-the agency can create routine uses subsequent to 

collecting the information. As long as this is published in the Federal Register, 

it permits dissemination both within and outside of the Federal government. Ms. 

Wirtz stated that this is the main tool for disseminating information without the 

individual's permission. In addition, she noted that Subsection B of the Privacy 



Act governs third party access and lists 11 circumstances where the agency does not 

need the permission of the individual. In these cases, disclosure is at the dis- 

cretion of the custodian of the record. 

Ms. Wirtz explained further that the agency head determines Aether a sobse- 

use is a ccnipatible use" and there has been no case where the conpatibility 

standard had been challenged in federal courts. She asserted that the Privacy v 

Protection Study Gcmmission had identified the "routine use" section as one of the 

most abused sections of the Privacy Act. Ms. Wirtz added that the Act also allows 

the individual the right of access and provides for quality control (in terms of 

records management—what agencies should keep, how long, accuracy, etc.). 

There has been seme conflict, Ms. Wirtz stated, over the fact that the Privacy 

Act only deals with information pertaining to an individual (defined to be a citi- 

zen or legal alien). It deals neither with businesses nor to an individual operat- 

ing in his business capacity. Mr. Veeder added that correspondence filed by date 

(if an agency is only interested in when scmeone wrote, not who wrote), is not con- 

sidered a record system unless it is changed and information is retrieved by a per- 

sonal identifier. 

Senator Hickman asked if information that is not considered to be in a record 

system under the Privacy Act could be disseminated to scmeone who then established 

and maintained the information in a retrievable systan. Ms. Wirtz replied that the 

second person would create a record system if he used a name or identifier to 

retrieve the information. It became apparent in further discussion, that a systan 

of records covered by the Privacy Act could be excluded frcm the provisions of the 

Act if the systsn were no longer retrieved by name or personal identifier. The 

agency would then be able to disclose the information to scmeone outside the federal 

agency who could reestablish the system using identifiers. 

Another point brought up by Ms. Wirtz was the fact that QMB rarely receives 

questions regarding individual access. Most inquiries concern such things.as whether 

or not systems exist and whether information can be disseminated. 
£ 



In response to a question frcm Mr. Drea, Ms. Wirtz discussed the meshing of 

the Privacy Act and the Freedom of Information Act (FOIA). She said that the 

Privacy Act has its own definition of a record while FOIA does not. In addition, 

Ms. Wirtz asserted that the Privacy Act has two provisions referring to FOIA. One 

(the B2 provision) states that an agency may release information without the indi- 

vidual's permission if it would be required to be released under FOIA as public 

information. The second provision (Subsection Q) states that an agency may not use 

the specified exemptions of FOIA to deny records to an individual which he would 

otherwise be able to receive. 

Under FOIA, Ms. Wirtz explained, a typical B-5 denial is the intra-agency 

memorandum exemption. Agency memos in an individual's file (if the file is in a 

record system) cannot be witheld if he requests access under the Privacy Act 

because there is no comparable exemption under the Privacy Act. If he requested 

access under the FOIA, however, these memos could be witheld. 

Under the Privacy Act, the individual has the right to obtain all of his 

records with three exceptions: 

1) D5-records canpiled in reasonable anticipation of civil action or proceeding 

2) J exemptions-CIA/law enforcanent records 

3) K exemptions-general exemptions covering the rest of the agencies 

Under a J and K exemption, the individual gets everything except infomation which 

would give or lead to the identity of a confidential source. 

The problem, Ms. Wirtz stated, is that there exists a large area that is unclear. 

For example, what does the agency do if the individual requests records under the 

Privacy Act versus FOIA or FOIA versus the Privacy Act since they have different 

provisions and treatment? A request under one Act may be denied while under the 

other, the information could be released. 

Ms. Wirtz added that there is a provision under FOIA-the B3 exemption-that 

states that if there is another federal statute that limits access to certain 

records-the agency can deny access to those records. Based on this, there are three 



circuit court opinions asserting that an agency may withold information if the 

request was made under POIA and if under the Privacy Act the agency would have 

been able to deny access. This has led, Ms. Wirtz explained, to controversy 

over the fact that an agency can deny a request frcm an individual under FOIA by 

reading the Privacy Act into the situation but at the same time can't deny the 

information to a third party. Ms. Wirtz offered to send copies of these court 

opinions to the Ccinmission. 

Mr. Drea asked if there had been much litigation on the issue of routine use. 

Ms. Wirtz responded negatively. 

Mr. Zee asked if the National Archives and Records Service had a different 

definition of a record. Mr. Veeder responded that the Records Service was more 

concerned with a record as a physical entity while the Privacy Act focused on the 

informational content of a record. 

In response to a question frcm Mr. Zee, Mr. Veeder replied that the National 

Archives and the Records Service has record schedules for disposition. He noted 

that under the Paper Reduction Act, OMB was charged with records managanent and was 

attempting to mesh the different concepts. 

Ms. Wirtz added that there is only one provision of the Privacy Act that deals 

with the length of time a record should be kept, and it deals with the accounting 

of disclosures, not the record itself. Ihis accounting is kept for the life of the 

record or five years, whichever is longer. 

Mr. Veeder stressed two provisions of the Privacy Act: 

1) the requirement to give public notice of a system of records 

2) an accounting of what was done with the information 

Mr. Veeder said that 6-7,000 notices are published each year with an approximate cost 

of over one million dollars. In six years of overseeing the Act, OMB averaged only 

7 camients a year. No one ever asks to see the accounting logs, he added, which 

also cost a great deal to set up and operate. Mr. Veeder noted that the Reagan 

administration is looking for ways to cut back and new ways to accomplish the goals 



of the Privacy Act. In addition, Ms. Wirtz stated, there are provisions for cor- 

rection of records. The agency is required to go back and inform previous reci- 

pients of records of any corrections that have been made. 

In response to a question fran Mr. Zee as to whether there had been any thought 

of canbining FOIA and the Privacy Act, Ms. Wirtz discussed the history of the two 

Acts. Mr. Veeder mentioned that there had been sane talk about taking the access 

provisions out of the Privacy Act and putting them into FOIA. 

Ms. Wirtz added that the Privacy Act will be amended by the Debt Collection 

Act of 1981. Discussion ensued on the differences between the last administration 

and the present. She noted that this administration is onphasizing efficiency- 

meaning data and data sharing. The pending amendment creates a new exemption to 

pemit the release of bad debt information to credit reporting bureaus. 

Senator Hickman asked about the status of guidelines issued by the Federal 

Privacy Protection Ccramssion for state and local governments and the private 

sector. Ms. Wirtz replied that the Cormission made reccmmendations in such areas 

as Medical Records and that these recarrmendations were adopted as legislative pro- 

posals by the Carter administration. She noted that these proposals did not get 

very far. 

Mr. Hanratty asked if there was a section of the Privacy Act that could be 

eliminated in order to minimize costs without jeopardizing the spirit of the Act. 

Mr. Veeder and Ms. Wirtz mentioned the publication requirement of the systems of 

records as being one area where savings could be made. 

■ ' i 

Discussion followed on the need for training of federal employees in the Pri- 

vacy Act. Ms. Wirtz stated there is not enough awareness of the mechanisms of the 

Act. Ms. Wirtz said that a number of legislative proposals in the last, .two months 

advocate things that are already permitted by the Privacy Act; however, many people 

are not aware of the various provisions of the Act. 



Ms. Wirtz and Mi", VGGdsr sdcted th.a.t scrnG Hgsnciss which jtscbivs itiojtg ^rscjussts 

are more famxliar with the Act and that larger agencies often have one individual 

handling privacy issues. They also noted that gathering record systems has led to 

identification of duplication, which has been beneficial. 

In response to a question fron Senator Hickman as to whether there had been 

any documentation of the savings caused by the Privacy Act, Mr. Veeder responded 

negatively. The cost estimates have been done only on start up and operating costs; 

hcwever, he noted that these are very hard to isolate. 

Senator Hickman asked if actual publishing and dissemination costs could be 

distinguished fron the cost of putting information into a certain form. Mr. Veeder 

replied that the million dollar figure referred to earlier only covers the cost of 

publication in the Federal Register. 

ln the discussion that followed, Mr. Veeder stated that (before the Privacy 

Act required it) most agencies did not have a listing of their record systons. The 

agencies with good records management programs had files identified for disposition 

purposes and could translate that into a record systan. 

Mr. Veeder noted that most individuals making Privacy Act requests ask for ^"11 

information pertaining to thou and do not ask for access to a specific record sys- 

tan. Thus, it would appear that the record systons statonents appearing in the 

Federal Register are not extensively used by individuals. 

Ms. Wirtz mentioned that seme agencies have tried to deny access because the 

individual cannot identify the exact systan of records. She also noted that under 

FOIA, the agency can collect search and reproduction costs but that agencies can 

only collect reproduction costs under the Privacy Act. The assumption is that■ 

agencies are aware of the personal record systans in their possession. 

Senator Hickman asked about the number of persons requesting to examine per- 

sonnel documents. Ms. Wirtz replied that most requests are in the personnel area 

with the number depending on the agency. She noted that these requests are not on 

the volume of K5IA requests. 
/■ 
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In response to Senator Hickman, Ms. Wirtz stated that FOIA provides the right 

of access to government records in general, there being no requiranent to identify 

systems. Senator Hickman wondered hew an agency can dissoninate information under 

FOIA if it doesn't have a catalog of records. Ms. Wirtz replied that FOIA deals 

with everything and not just information concerning individuals. 

Mr. Gardner asked if there were any figures on the number of agencies that 

identify one or more individuals specifically charged with privacy functions. Mr. 

Veeder replied that 15 agencies had at least one person in this area and that per- 

haps a total of 30 persons spend most of their time on privacy. He noted that there 

are simply not that many requests for information. Mr. Veeder added that it is 

difficult to determine.what are actual privacy requests. Many Privacy Act requests 

are actually information requests that would have been honored previous to PL 93—579, 

Mr. Clinton asked if any agencies had resisted ccmplying with the requiranents 

of the Privacy Act. Ms. Wirtz and Mr. Veeder replied that this was not the case 

although sane agencies have taken a long time to publish their systems of records. 

However, both felt that this was an internal administrative problon rather than an 

effort to resist the mandates of the Act. 

Ms. Wirtz described another area which had been a source of problems: Sub- 

section M (The Contractor Provision). This is the only provision that goes into 

the private sector. (Subsection M reads as follows: "When an agency provides by 

a contract for the operation by or on behalf of the agency of a system of records 

to acccmplish an agency function, the agency shall, consistent with its authority, 

cause the requirements of this section to be applied to such syston. For purposes 

of subsection (i) of this section any such contractor and any employee of such con- 

tractor, if such contract is agreed to on or after the effective date of this 

section, shall be considered to be an arployee of an agency.") 

Ms. Wirtz illustrated the complexity of this section by pointing to the case 

of a private conpany conducting survey research for the federal government. Even 

if the company only releases non-identifiable statistics to the government, it might 



have collected personally identifiable information in the course of conducting its 

research. The question then becones: does the Privacy Act still apply if the agency 

had access rights to personally identifiable data but only asks for the non—iden- 

tifiable data? The interpretation of QMB was that the provisions of the Act still 

applied. 

However, in a srmilar case, the Supreme Court ruled that the provisions of FOIA 

did not apply if an agency had access rights to infomation developed by a contrac- 

tor but did not request the data. 

Mr. Drea asked why the definition of records under the Privacy Act didn't pre- 

clude the information itself since it was not identifiable information. Ms. Wirtz 

replied that if the agency caused the contractor to collect the information, then 

the provisions of the Act applied. Mr. Veeder added that the agency is responsi- 

ble for the information collected and it cannot escape this requironent just by 

contracting it away. 

However, Mr. Veeder explained that if the contractor opted on his own to col- 

lect personally identifiable information (i.e. there were other ways in which the 

terms of the contract could have been fulfilled), then- the Privacy Act did not 

apply. If the government agency left the decision to the contractor as to whether 

or not personally identifiable data would be collected, then the infomation does 

not fall within the context of the Privacy Act. If, however, the contractor had to 

collect identifiable data as the only way to fulfill the contract, then the agency 

is not released from the provisions of the Act. 

Ms. Wirtz highlighted another section of the Act—The Remedies Provision. Under 

the Privacy Act, the individual has causes of action to enforce his right of access, 

right of correction and to force agencies to canply with the statute. There is, 

however, no injunctive relief to prevent the agency frcm releasing information in 

violation of this law. 

Mr. Drea asked if injunctive relief was not inherent in the courts, Ms. Wirtz 

responded that it was not, in the view of the 9th Circuit Court. In contrast, under 



FOIA, injunctive relief has always existed. 

In response to Mr. Zee, Ms. Wirtz and Mr. Veeder replied that seme legisla- 

tors had originally objected to the Privacy Act because of fear of curtailment of 

law enforcement activities and investigatory agencies. They noted that legitimate 

access to law enforcement is provided in the Act. In addition, use of social 

security numbers and fear of increased computerization were issues that surfaced 

at the time that the Act was being considered by the Congress. 

Ms. Wirtz mentioned that use of the Social Security number is not forbidden; 

an agency just may not preface a right, benefit or privelege upon the supplying of 

that number. In addition, the courts have concluded that a subpoena is not an order 

of a court of canpetent jurisdiction. 

Mr. Clinton noticed that according to the Privacy Act, mailing lists cannot be 

sold or rented unless such action is specifically authorized by law. Ms. Wirtz 

noted that under FOIA an individual can ask for all kinds of information and con- 

struct a list. One problem is that there is no definition of "sale or rent". 

Ms. Wirtz described a case that involved an individual who obtained information 

fron personnel files regarding Wio had not bought savings bonds. He then contacted 

the persons and urged them to buy bonds. The courts ruled that the persons con- 

tacted had a right to sue and that emotional harm can be recovered under the Privacy 

Act. 

Ms. Wirtz provided an example of another case where the Courts found the Privacy 

Act to be inapplicable. There is a provision in the Act dealing with information 

relating to an individual's qualifications for federal employment. It states that 

the agency can withold information on the identity of a confidential source. One 

person wanted to challenge information that turned up in a review of her qualifica- 

tions. The agency wouldn't release the name of the source and the source would not 

volunteer his name. The person sued and the court held that the constitutional 

right to confront witnesses prevailed unless the agency wanted to change the infor- 

mation. Ms. Wirtz maintained that these cases place a standard on the agencies in 



terms of their records management. 

Mr. Hanratty described three types of oversight of privacy legislation which 

he has encountered in other states: 1) no oversight established by statute; 

2) oversight placed with an existing agency; 3) an independent entity is established 

to provide oversight. Mr. Hanratty asked Ms. Wirtz or Mr. Veeder for reccmmenda— 

tions regarding which path should be followed by the Infomation Practices Conmis- 

sion, if the Ccmnission determines the need for such legislation. 

In -the discussion that followed, Ms. Wirtz and Mr. Veeder stated that they had 

found the greatest need for oversight in the area of formulating major policy issues, 

Ms. Wirtz said that if there is a state body already performing this function, it 

might work out. However, she prefered oversight of privacy legislation not going 

to an agency with other responsibilities. Mr. Veeder added that if an independent 

agency were established, it was important to staff it sufficiently, with enough 

breadth and with enough authority. 

Mr. Drea asked if Ms. Wirtz or Mr. Veeder saw any problems with the Attorney 

General's Office overseeing any privacy legislation in addition to the Public Infor- 

mation Statute. Ms. Wirtz responded negatively. 

Mr. Drea asked if Ms. Wirtz or Mr. Veeder were to draft a state privacy act, 

would they limit it to records dealing with personal information, or broaden its 

soope? Ms. Wirtz replied that she would maintain the distinction. Mr. Veeder 

added that he would make any Act as simple as possible. 

Mr. Drea asked a final question as to the meaning of exemption D5-reasonable 

anticipation of civil action. Ms. Wirtz replied that usually an agency has a proce- 

dure where it eventually gets into court or can have the right to go to court. Ms. 

Wirtz added that this exanption is infrequently used. 

The meeting adjourned at that point with the next meeting being scheduled for 

May 11, 1981. 

I 



STATE OF MARYLAND 
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harry hughes ARTHUR S. DREA.JR. 
COVER NOR CHAIRMAN 

OFFICIAL' MINUTES-GOVERNOR'S INFORMATION PRACTICES COMMISSION MEETING - May 26, 19 81 

The meeting of the Governor's Information Practices Commission on May 26, 19 81 

was held at the Motor Vehicle Administration in Glen Burnie. Members of the Com- 

mission in attendance were; Mr. Arthur S. Drea, Jr., Mr. John Clinton, Mr. Robin 

Zee, Mr. Donald Tynes, Senator Timothy Hickman, Mr. Wayne Heckrotte, Mr. Albert 

Gardner and Mr. E. Roy Shawn. 

Mr. Drea opened the meeting by thanking Motor Vehicle Administration (MVA) 

officials for scheduling the meeting and reiterated the Commission's desire to dis- 

cuss the issues outlined in the report which had been completed by the Commission 

staff on MVA's record-keeping practices. 

Mr. Hanratty referred to the list of questions that he had sent to Mr. Bertak, 

MVA's liaison with the Commission, and the list of responses from MVA, both of 

which were attached to the report. Mr. Hanratty referred to the first question, 

asking what type of personal information is collected. He stated that MVA's response 

had indicated that the only personal information maintained by the administration was 

that collected by the Medical Advisory Board. Discussion followed on the need for a 

definition of "personal information". After the term was defined, Ms. Agnes Stoicos, 

Associate Administrator, indicated that MVA's response to this question was erroneous. 

Because MVA records are public information, this data had not been considered to be 

personal information. 
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The second issue brought up by Mr. Hanratty was the question concerning the 

access rights of the person in interest. MVA had responded that the individual 

has this right. However, Mr. Hanratty added, the manual of the Medical Advisory 

Board indicates that the person in interest only has a limited right of access. 

His lawyer is allowed to see "confidential" material but cannot reveal it to his 

client. MVA officials pointed out that often the information in Medical Advisory 

Board files may be detrimental to the person in interest. The papers which are 

confidential have been stamped as such by the doctor himself. 

Discussion followed on the legal basis for restricting access. It was pointed 

out that this was the result of the settlement of a court case. Mr. William Long, 

Assistant Director, Division of Systems Planning and Implementation,, pointed out 

that the -records of the Medical Advisory Board are confidential by statute; however, 

the statute does not specify issues related to the person in interest. 

Mr. Hanratty moved on to a third question directed to MVA: Are individuals made 

aware of their access rights? Although MVA had responded affirmatively, Mr. Hanratty 

questioned whether most citizens are aware of this right. Ms. Stoicos explained that 

MVA was in the process of revising the driver^ handbook and that a statement was to 

be included in the new handbook indicating the public character of driving records. 

It was suggested in the discussion that ensued that currently licensed drivers could 

be informed of their rights through their license renewal packets. Mr. Long added that 

expungement requirements might also be made known to the public in this fashion. 

The subject of disclosure logs was introduced. MVA officials stated that such 

logs are kept and that an individual can request to see thenu Mr. Hanratty noted that 

although MVA had indicated that the reason for the request was listed in the disclosure 

log, no reason was required when a Commission staff member visited MVA and requested 

to view a record. Mr. Long stated that this was required when a list was requested 



or when a lawyer wanted a driving history in excess of three years. 

MVA representatives pointed out that state, local and federal governmental 

agencies can obtain a total record. Mr. Hanritty noted that this was not indicated 

in MVA's reply to his questions. 

In addition, the lack of verification of the identity of the requestor was dis- 

cussed. MVA representatives indicated that procedures in this area were being deve- 

loped and agreed that maintenance of disclosure logs was pointless without verifi- 

cation of the identity of the requestor. 

Mr. Hanratty also discussed the response of MVA to the question regarding whether 

a security risk analysis had been conducted. MVA officials stated that they had not 

understood exactly what was entailed by the term "risk analysis.1.' Mr. Heckrotte and 

Senator Hickman discussed the various aspects of a risk analysis. MVA representa- 

tives noted that, to their knowledge, no such analysis had been conducted. The 

officials stressed that physical security was good and indicated that they had focused 

on security measures aimed at preventing the altering of data rather than measures 

preventing access to data since driving records are public documents, it was also n 

noted that a security officer had recently been appointed. Mr. Drea suggested that 

the Commission might recommend that a risk analysis be performed across the state 

for every agency. 

Discussion ensued concerning the accessibility of MVA records through the judicial 

system. Mr. Robert Smith, Assistant Attorney General, brought up the point that 

once Medical Advisory Board records are turned over to a court on appeals, they become 

court records and are available for public inspection. Mr. Drea inquired as to who 

was responsible for the security of computer terminals in the courts. MVA officials 

indicated that responsibility fell within the jurisdiction of the courts. Mr. Drea 



cited an incident illustrating the need for a closer examination of the security of 

these terminals• Senator Hickman added that security should be the responsibility of 

the agency that generates the information. 

The issue of expungement was again discussed. Expungement is not an automatic 

process, but instead is only performed upon the request of the driver. MVA repre- 

sentatives explained that when the driver meets the criteria for expungement, he must 

sign a statement indicating that there are no outstanding citations that have not been 

adjudicated. If expungement were automatic, it would be difficult to verify whether 

any outstanding citations existed. 

Mr. Hanratty noted that the Commission had received a complaint from a driver who 

stated that he was denied access to his complete record and was only able to obtain 

it after signing a statement indicating that it was for his own personal use. MVA 

representatives felt that this was probably due to a clerical error. Mr. Hanratty 

asked that MVA officials check with the Gaithersburg office to find out what happened. 

Mr. Hanratty asked if MVA representatives felt there^should be any restrictions 

on the information disseminated by MVA or whether the individual driver had any right 

to restrict the use of information. MVA officials indicated that they would provide 

written comments to these issues to the Commxssion. 

Senator Hickman stated that the Commission had delinated several principles of 

privacy" in the Interim Report and asked if MVA representatives had any disagrement 

with any of the principles. Mr, Hanratty added that he had sent the Interim Report 

to Mr. Bertak. MVA officials indicated that written comments would be forwarded to 

the Commission. 

The next meeting of the Information Practices Commission was scheduled for June 

8, 1981. 
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June 3, 19 81 

OFFICIAL -MINUTES OF GOVERNOR'S INFORMATION PRACTICES COMMISSION-May 11, 19 81 

Members in attendance at the May 11th meeting of the Information Practices 

Commission included: Mr. Arthur S. Drea, Jr., Senator Timothy Hickman, Mr. 

Dennis Sweeney, Mr. Wayne Heckrotte, Mr. Donald Tynes, Mr. Robin Zee and Mr. 

John Clinton. 

The minutes from the January 19, 19 81 meeting and the two public hearings 

were approved and adopted as official. 

The focus of the meeting was the discussion of four reports which had 

been previously distributed to Commission members on the Motor Vehicle Adminis- 

tration (MVA), the State Scholarship Board, the Elections Board, and the State 

Department of Education. 

Mr. Hanratty opened discussion of the MVA report by noting that a copy had 

been sent to Mr. Bertak, liaison with the Department of Transportation, with 

a request for comments from MVA officials. In addition. Commission members 

expressed a desire to meet with MVA representatives. After discussion. Commis- 

sion members agreed to schedule this meeting tentatively for May 26 at 3 P.M. 

and to determine if it would be more convenient to hold the meeting at MVA. 

Mr. Drea informed the Commission members that House Bill 1287 had passed 

in spite of the Commission's request that it be deferred. He noted that it 

had not yet been signed by the Governor, (House Bill 1287 was signed by the 

Governor on May 12, 1981.) Mr. Hanratty added that the bill is discussed in 
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the report on health facilities and that a copy of the bill is attached to 

the report. The Commission decided that it would not express an opinion on 

the bill to the Governor. 

Mr. Hanratty reviewed the pertinent issues brought out in the MVA report. 

He noted that Appendix A contains; a list of questions on record—keeping prac- 

tices which was sent to MVA and that Appendix B consists of the responses of 

MVA. Mr. Hanratty stated that he has some disagreement with specific responses. 

First, in response to a question concerning what type of personal informa- 

tion is collected, MVA replied that the Medical Advisory Board is the only area 

that collects personal information. Mr. Hanratty felt that the term "personal 

information" had been misinterpreted. 

Second, when asked whether individuals have access to information pertain- 

ing to them, MVA replied affirmatively. Mr. Hanratty explained that this is 

true with the exception of the Medical Advisory Board files. These are in a 

special category which allows only limited access. Mr. Hanratty stated that 

the Procedures Manual that governs the policies of the Medical Advisory Board 

allowed access to "general" records to the person in interest. A lawyer is 

allowed access to "confidential" records but may not reveal information in 

those records to his client. 

Mr. Sweeney added that, in his experience, no one was allowed to see the 

record held by the Medical Advisory Board. He suggested that this access to a 

lawyer may have come about as a result of a compromise settlement of a lawsuit. 

It was noted that quite a few cases referred to the Medical Advisory Board dealt 

with alcoholism, psychiatric problems, senility, etc., which are situations 

where personal information (if available to the person in interest) might be 

detrimental. 

Senator Hickman added that at the White House Conference on Privacy held a 

few years ago, there was a notable disparity between states in their definitions 

of what information is personal, what is public, and what is confidential. 



At this point, Mr. Drea interjected a procedural note. He suggested that 

the Commission members discuss all of the reports and then, when finished, 

return and summarize the issues which they feel should be addressed. The mem- 

bers agreed to this. 

Mr. Hanratty mentioned a third area of disagreement with the responses of 

MVA. When asked if an individual is made aware of his access rights, MVA replied 

that access is provided in law. Currently, Mr. Hanratty suggested, the public 

is not told of their access rights in any of the materials issued by MVA. He, 

felt that MVA should institute policies to educate the public of its rights, 

A fourth problem identified by Mr. Hanratty involved the degree of aware- 

ness of individuals to the uses of information.pertaining to them. Although 

MVA responded affirmatively, Mr. Hanratty suspected that many people do not know 

that anyone can obtain a copy of their driving records. In light of the fact 

that an individual is not informed through MVA materials that driving records are 

public information, it seemed unlikely to Mr. Hanratty that individuals are 

awa-re of the uses to which the information can be put. 

Mr. Hanratty discussed the issue of disclosure logs as a fifth area of 

disagreement with the MVA report. The Administration indicated that such logs 

are maintained and that, for all records, name and address of subject, reason 

for request, and name and address of requestor are recorded. Mr. Hanratty noted 

that the forms used to view a driving record and to purchase a certified copy 

of such a record do not provide a space to record the reason for the request. 

Mr. Hanratty also stated that a staff member of the Commission had visited the 

MVA headquarters and asked to examine and obtain a driving record. The clerk 

did not ask the staff member to provide a reason for the request, nor did any 

verification of identity occur. 

Mr. Zee asked about the purpose of verifying the identity of the requestor. 

Mr. Hanratty replied that this would allow the person in interest to examine the 

logs to determine who has been looking at his record; without verification of 



identification, the logs could easily contain fictitious names. 

Discussion ensued over the appropriateness of permitting public access 

to driving records. Mr. Sweeney questioned the justification of the public 

character of such records. Discussion among members centered on the many uses 

that agencies make of driving records and how information contained in a record 

can be detrimental to an individual seeking employment, even when driving is 

not required in his job. Members generally agreed that when an individual applies 

for a license, he should be informed, of the uses to which the information can 

be put. Limited access (except for justifiable exceptions-law enforcement) was 

suggested. An individual could then authorize access to his record to whomever 

else he wanted, such as an insurance company. 

The Medical Advisory Board was mentioned again by Senator Hickman. He 

cited the example of an individual over 70 who is required to appear before the 

board for review. Senator Hickman questioned whether an attorney can obtain the 

name of a person who files a complaint against another. Mr. Hanratty replied 

that, according to his interpretation, the attorney could find out but could not 

disseminate that information to his client. Senator Hickman suggested that in 

the case of malicious complaint, the attorney could ascertain who filed a com- 

plaint but the individual would not be able to sue, 

Mr. Hanratty noted that the sixth response of MVA which appeared problematic 

involved the issue of risk analysis. MVA indicated that a risk analysis had 

been conducted, observing that authorized personnel only access certain informa- 

tion. Mr. Hanratty felt that this answer gave the impression that a risk analy- 

sis had not been performed. Commission members discussed what is entailed by a 

risk analysis. Mr. Heckrotte described it as a procedure to determine the worth 

of the information, the likelihood of there occurring unauthorized access to the 

information, and the potential loss if the structure housing the information was 

damaged. Senator Hickman noted that the Comptroller's Office appeared to have 

been the only state agency to have conducted a risk analysis. 



Mr. Hanratty mentioned that he had received a complaint from a Montgomery 

County bus driver. The bus driver alleged that he had been charged with the 

unauthorized use of a vehicle while a minor, and that the matter had been han- 

ded through the juvenile justice system. When he happened to examine a copy 

of his complete driving record, he discovered that the juvenile conviction was 

included. 

Senator Hickman explained that Montgomery County was the only county that 

informed the MVA of juvenile driving cases that were alcohol related. He 

noted that the 1981 General Assembly had passed a bill that would require the 

other counties to conform to the practice of Montgomery .County. 

With regard to the case of the Montgomery County bus driver, Mr. Drea 

observed that another area of concern was the fact that his employer had obtained 

a copy of the complete record, not merely the last three years. Mr. Drea noted 

that according to the responses received by MVA, the employer, Montgomery County 

government, should not have been provided with a copy of the complete record. 

However, if the request had been made by the Montgomery County police, the entire 

record would be provided. Mr. Hanratty noted that the bus driver also alleged 

that he had experienced considerable difficulties in obtaining a copy of a com- 

plete record for himself. 

The final issue raised by the case of the bus driver involved that of 

expungement. Mr. Hanratty noted that MVA is required to expunge driving records 

if certain criteria are met. However, expungement is not an automatic process; 

the individual driver must request expungement. In Mr. Hanratty's opinion, this 

procedure only rewards those drivers who are knowledgeable about the expungement 

process. The Montgomery County bus driver asserted that he could have had his 

conviction expunged, but he was not aware of the fact that this could be done. 

The Commission briefly examined the report dealing with Voter Registration 

Records. Mr. Drea noted that the report indicated that there were some varia- 

tions in the type of information collected from individuals by the different 



county boards of election. Mr. Drea observed, for example, that Prince 

George's County requires applicants to state whether they are military or civi- 

lian, while two counties require marital status. Mr. Heckrotte felt that 

the only types of information that should be collected were name, address and 

party affiliation, Mr. Hanratty noted that the report also indicated that 

there exist significant variations in the type of information disseminated 

by the boards. The Commission also discussed the appropriateness of using 

voter registration lists for other purposes, such as jury selection. 

The third report discussed by the Commission was the State Scholarship 

Board. Mr. Hanratty expressed concern that there were no procedures governing 

the dissemination of information for the Senatorial Scholarships. Once finan- 

cial data is sent to the 4 3 Senators, there is no one really responsible for 

the information and no regulations governing its protection. Discussion 

focused on whether the State Scholarship Board has the legal authority to issue 

regulations requiring Senators to safeguard the information. While this point 

was not resolved, it was agreed that the Senate itself could develop "in-house" 

regulations. 

The final report examined the Department of Education. Mr. Hanratty noted 

that the record-keeping practices of the Department were impressive. Because 

the Department operates under fairly strict federal regulations, the Department 

of Education has developed a number of procedures such as disclosure logs and 

access to the person in interest, which might be considered state-wide by the 

Commission., Mr. Hanratty visited the Anne Arundel County Board of Education 

and found that the County had developed very strict standards regarding the 

dissemination of personally identifiable data. In general, the County Education 

Officials felt that the county has found that the federal privacy legislation 

had been quite beneficial in terms of protecting students' records, 

Mr. Sweeney questioned whether the Department of Education would be a good 

comparison to all agencies. He felt that the personnel are highly sensitized 



to these issues due to the nature of their training. 

Returning to the main Education Report, Mr. Hanratty noted that Vocational 

Rehabilitation Records are less regulated thah others, and directed the Commis- 

sion's attention to a chart comparing these records with those of Special 

Education. Mr. Sweeney asked if there wasn't a state statute prohibiting the 

release of vocational rehabilitation records except by court order. Mr. Han- 

ratty replied that he was not sure. 

Mr. Hanratty noted that in his visit to the Anne Arundel County Board of 

Education, he discovered that the development by that board of a catalogue of 

record systems had not resulted in a reduction of the number of records or in 

a reduction of personal data collected. This point coincided with a concern 

expressed by Mr. Hanratty over the amount of information collected from indivi- 

duals by education agencies. In the report examining the record-keeping prac- 

tices of the Department of Education, a concern was expressed about the amount 

of personal data required by the Pupil Data System. 

Mr. Zee asked about the jurisdiction of the Commission over the collection 

of data. Mr. Drea replied that the Commission can made recommendations in this 

area. Senator Hickman added that some states have a statute saying the indivi- 

dual is not required to answer any questions unless the agency has the statutory 

authority for asking the question. 

Mr. Hanratty concluded the analysis of the Department of Education by refer- 

ring to a list of questions that could be asked about the record-keeping prac- 

tices of the Division of Vocational Rehabilitation. 

In the discussion that followed, it was agreed that reports would be sent 

to the agencies after they had been reviewed by the Commission. A cover letter 

would highlight issues of interest to the Commission and request comments and 

feedback. 

The meeting was concluded with the staff being instructed by the members to 

attempt to schedule a meeting with MVA officials on May 26th. 
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OFFICIAL AND FINAL COPY 

MINUTES OF THE GOVERNOR'S INFORMATION PRACTICES COMMISSION MEETING OF June 8, 19 81 

The meeting of the Governor's Information Practices Commission was held on June 

8, 1981. Members in attendance were: Mr. Arthur S. Drea, Jr., Mr. John Clinton, Mr. 

Robin Zee, Mr. Donald Tynes, Senator Timothy Hickman, Mr. E. Roy Shawn, and Mr. Albert 

Gardner, Jr. 

The minutes from the meeting of April 27th were approved pending any changes by 

Ms. Cecilia Wirtz and Mr. Robert Veeder, representatives from the Office of Management 

and Budget who had testified at the meeting. if there were no changes made, the min- 

utes would be adopted as final. In addition, the minutes of May 11th were distributed. 

Mr. Drea noted that he and Mr. Hanratty would be appearing before the House Con- 

stitutional and Administrative Law Committee to brief them on the Commission's activi- 

ties, findings and direction. The members of the Commission were invited to attend. 

Senator Hickman suggested that a briefing should also be held in the fall with 

the Senate Constitutional and Public Law Committee. Mr. Drea said that a joint ses- 

sion of both House and Senate Committees would be the ideal, but that the' Information 

Practices Commission would accommodate the wishes of the committees. 

It was pointed out that mileage reimbursement forms shouldobe turned in by the end 

of June so that reimbursement could be made from the 1980 fiscal year budget. 

The Commission then discussed the report examining the record—keeping practices 

of health facilities. Ms. Thea Cunningham referred to the Addendum which had been 
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distributed to members. She enumerated the findings of the survey that were listed 

in the Addendum: 

1) A lack of guidelines governing the collection of information. 

2) Variable policies on the issue of access to the person in interest (now 

provided by House Bill 12 87). 

3) Lack of correction procedures (now provided in House Bill 1287). 

4) Lack of redisclosure provisions. 

5) Uneven security measures. 

6) Lack of a written policy on the Public Information Act. 

7) Inadequate notification of rights to the person in interest. 

Senator Hickman asked if there were notable differences in operations and poli- 

cies between like facilities. Ms. Cunningham responded affirmatively. Senator Hick- 

man added that a task force had recommended three years ago that comprehensive rules 

be adopted across health facilities in the areas of records and disclosure and1 noted 

that apparently this had not been done. 

Mr. Drea added that since House Bill 1287 had passed, the responses of the faci- 

lities to several of these questions may have changed. Since they would be involved 

in developing new access policies, perhaps patient information and other issues would 

be addressed. 

Ms. Cunningham introduced a representative from the Maryland Medical Records Asso- 

ciation, Mr. Morgan, to the Commission. Mr. Morgan is also the Director of Medical 

Records Department for Anne Arundel General Hospital. 

Mr. Morgan stated that the Association had supported House Bill 1287 and has 

developed a set of interpretive procedures which are currently being printed. He 

offered to send a copy to the Commission. Mr. Morgan explained that the Association 

has attempted to define such terms as "reasonable time", "psychiatric record" and 

"medial record", items critical to the implementation of House Bill 1287. The Mary- 

land Hospital Association, he added, has endorsed these procedures and they will be 

sent to hospitals throughout the state. Mr. Morgan noted that a copy had been sent to 

9 



the Licensing and Certification Section of the Department of Health and Mental Hygiene 

but that a reply had not been received. A copy was also sent to the Medical Chirur- 

gical Faculty of Maryland who also have not responded as of yet. 

Mr. Morgan stated that the Association had also sent out a survey on access rights 

of the person in interest. The responses which they received will be made available 

to the Commission. 

Mr. Clinton referred to the section in House Bill 1287 excluding "legally dis- 

abled" persons from the right of access and asked if the Association had defined this 

term. Mr. Morgan replied that his understanding of the term was that it pertained to 

physically or mentally impaired individuals as deemed by a court of law. Discussion 

ensued as to whether a physical impairment should render an individual incapable of 

accessing his own records. 

Mr. Zee asked Mr. Morgan if the guidelines of the Medical Records Association i 

addressed the categories of people who can access their records. Mr. Morgan replied 

that the Association feels that the law is fairly clear and they have tried to amplify 

the law. They have focused on defining terms and clarifying the issues relating to 

minors who can consent to treatment of certain specified conditions. He added that 

suggested forms were also being included. 

Mr. Zee asked if there would be acceptance of the guidelines put out by the Asso- 

ciation. Mr. Morgan replied affirmatively, noting that Association guidelines in other 

areas had been well accepted in the past. 

In response tb Senator Hickman, Mr. Morgan explained that the Association exists 

on both the state and national levels. It is comprised of Registered Record Adminis- 

trators (RRAs) and Accredited Records Technicians (ARTs); there is also an associate 

membership for non-accredited workers. Every hospital medical record.department, Mr. 

Morgan added, must have someone who is an ART or RRA by virtue of the Joint Commission 

on Accreditation Guidelines and Federal Medicare and Medicaid program requirements. 

Senator Hickman asked if the four state psychiatric hospitals have staff members 

who belong to the Association, Mr, Morgan replied that they should have at least one 



member. He noted that Ms. Ruth Gilmer, a state medical record consultant to all 

state facilities, is a member of the Association. 

Mr. E. Roy Shawn asked Mr. Morgan if Anne Arundel General Hospital had responded 

to the survey sent out by the Information Practices Commission. Mr. Morgan replied 

that it had not, and explained that the Maryland Hospital Association had asked 

private hospitals to defer responding to the survey. Mr. Dennis Hanratty explained 

that the Maryland Hospital Association had expressed concerns about the workload that 

the,survey would impose on non-state institutions. 

Mr. Hanratty asked if Mr. Morgan was satisfied with existing current provisions 

regarding mental health records. Mr. Morgan replied that he could not speak for the 

Association, but felt that based on his experience at Anne Arundel General Hospital, 

current law was satisfactory. He had found that the biggest area of concern regarding 

psychological records involved patient access to qualitative statements about his con- 

dition. Personally, Mr. Morgan stated, there existed a need for a provision for non- 

interference in psychiatric information. 

Mr. Drea stated that if the Commission liked the guidelines put out by the Asso- 

ciation, it might decide to recommend their adoption as regulations by the Department 

of Health and Mental Hygiene. Mr. Morgan thought that the Association would view this 

possibility in a favorable manner. As far as he knew, the Department of Health and 

Mental Hygiene had decided not to promulgate regulations but instead would wait and 

see how the law was implemented by individual hospitals. 

Mr. Drea referred to Senate Bill 10 44 which states that the clinician can deny 

access only where there exists substantial risk of imminent psychological impairment 

or serious physical injury to the client, Mr. Drea observed that from a legal perspec- 

tive, there existed a significant-.difference between House Bill 1287 and Senate Bill 

1044 in the area of psychological records. House Bill 1287 places the specialist under 

no burden to permit access to psychological records to the person in interest. In 

contrast. Senate Bill 1044 would require the specialist to justify a decision to pre- 

vent disclosure. Mr. Drea asked Mr. Morgan for his opinion on this issue. Mr. Morgan 



replied that in either case the in-between step exists and that the decision rests 

with the specialist himself; therefore, he would presumably be able to deny access. 

Mr. Drea referred to the issue of redisclosure of information by ,recipients 

of data. This point is discussed in Senate Bill 1044 but omitted in House Bill 1287. 

He asked Mr. Morgan if he thought that this was a major gap in House Bill 12 87. Mr. 

Morgan replied that he did and that he felt that he could speak for the Association 

on this point. The Association is very interested in this issue and would consider 

any appropriate legislation.. Mr. Morgan added that the issue of redisclosure and 

its ramifications is rarely considered by hospitals. He pointed out that the survey 

results illustrated the need to educate hospitals regarding guidelines that should 

be issued to recipients of data. 

Mr. Clinton pointed out that Senate Bill 1044 would have allowed the client to 

inspect his record within 30 days of receipt of the request while House Bill 1287 

states that inspection is to be allowed within a "reasonable time". He asked if the 

Medical Records Association had arrived at a specified time period. Mr. Morgan 

believed that the Association had decided on a maximum of 10 days (perhaps 15 days in 

exceptional cases) and that the Association had also distinguished between the in- 

house patient and the post-discharge requests. 

Senator Hickman referred to the fact that while House Bill 1287 allows the patient 

to designate a third party to look at his psychological record, the bill does not pre- 

vent a patient to designate a third party to look at his records. Senator Hickman 

cited the case of the individual who is committed to an institution but does not 

belong there. Such a person both cannot see his own file or designate a third party 

to see it. Mr. Morgan replied that he did not think that there was anything prohibit- 

ing a patient from getting another medical opinion. This is the major safeguard 

insuring that a 'same person is not.committed without cause,or due to error. 

Mr. Hanratty pointed out that in Senate Bill 1044, if the person in interest is 

not allowed direct access to his records, he is allowed to designate an independent 



health professional to review the record. This right is not allowed in House Bill 

1287. Mr. Morgan stated that it might be appropriate to amend House Bill 1287 to 

include such a statement. 

Mr. Drea brought up the fact that some hospitals disclose personal information 

(name, address, medical history) to collection agencies and asked Mr. Morgan if he 

felt that this was necessary. He replied that insurance companies may have, a need 

to know but added that a collection agency would presumably not need this informa- 

tion, Mr. Drea mentioned that if the patient was sued for nonpayment, some informa- 

tion would be needed to prove that the medical care had been provided. Mr. Morgan 

added that,he could see where some people might need to be reminded about specific 

information regarding their hospital stay. In any event, Mr. Morgan concluded, any 

medical information revealed should only be general data. 

There were no further questions for Mr. Morgan. Mr. Drea thanked him for coming 

and providing the Commission with additional information on the/implementation of 

House Bill 1287. 

The next report discussed concerned the record-keeping practices of the State 

Ethics Commission. Mr. Hanratty stated that examination of the State Ethics Commis- 

sion might allow the Information Practices Commission to develop a standard by which 

to decide what data should be public information and what should be confidential. He 

explained that the Ethics Commission requires substantial financial disclosure. 

Those individuals defined as public officials are required to file a disclosure state- 

ment which is a public record. Anyone requesting to see a statement must sign a sheet 

providing his name and address, date of examination, name of subject, and whether the 

file was copied or examined. The subject of the record can be notified, upon request, 

regarding the names of all requestors of his file. 

Mr. Clinton asked if members of the Governor's Information Practices Commission 

should file financial disclosure statements. Discussion ensued on this subject. Mr. 

Hanratty agreed to check on this issue. 



Mr. Hanratty pointed out that the practices of the Ethics Coiranission might set 

an example for others. Individuals required to file disclosure statements are 

informed, when they file, that their records are public information. In response to 

Mr. Gardner, Mr. Hanratty stated that they are not informed on the form that they can 

request to be notified if someone inspects their record, 

Mr. Hanratty stated that the major question regarding the State Ethics Commissdon 

revolved around whether or not this information should be public information. Mr. 

Heckrotte, who was unable to attend the meeting, had asked Mr. Hanratty to express his 

opinion that the information should not be collected at all and, if collected, should 

be accorded a confidential status. Discussion followed on this issue. Commission 

members in attendance generally felt that there was a definite need for disclosure 

requirements and that this data should be open for public inspection. Mr. Drea con- 

cluded that the issue had really already been decided by the General Assembly. 

Mr. Hanratty noted that the draft report suggests that agencies might ask two 

questions in determining their record-keeping practices: 1) Is there a public interest 

to be served by the collection or disclosure of the information? and 2) Are the collec- 

tion or disclosure requirements reasonable? Mr. Hanratty felt that the State Ethics 

Commission met these guidelines. He expressed the view that these questions could 

also be used to evaluate other agencies. 

The Commission then examined the Workmen's Compensation Commission Report, Mr. 

Hanratty stated that a considerable amount of sensitive data is collected by Workmen's 

Compensation Commission. He directed the attention of the members to Page 3 of the 

report, indicating that the existing statute is rather ambiguous concerning the dis- 

closure of information to third parties. The general practice of the Commission is 

to allow individuals to examine Commission files. The requestor need not justify his 

right of access; the requestor also is permitted to peruse the entire file. However, 

Mr. Hanratty noted, if Workmen's Compensation Commission receives a call from an orga- 

nization requesting information on several people, the information will not be provided. 

He added that he did not know what would happen if the organization sent a representative 



to the Workmen's Compensation office to examine the files. He felt that they would 

probably be denied but was not sure upon what basis the denial would be made. 

Mr. Hanratty stated that he had two major problems with the Workmen's Compensa- 

tion Commission. First of all, given the sensitive character of the data collected 

by the Commission, a good case could be made for assigning such information a confi- 

dential status. Second, there did not appear to be a uniform standard used by the Com- 

mission to determine who shall be granted access to data. Mr. Hanratty suggested 1. 

that■InformationPractices Commission members consider recommending adjustments in the 

governing statute. He also felt that as an interim and more immediate measure, the 

Workmen's Compensation Commission should contact the Attorney General's office request- 

ing an explanation of the statute and then develop appropriate regulations. Mr. 

Gardner stated that he felt that the need to disclose Workmen's Compensation informa- 

tion should be well defined and relatively narrow. Mr. Hanratty agreed. 

Mr. Drea pointed out that the ambiguity of the statute was most probably the 

cause of this problem. The Public Information Act, he added, didn't exempt the type 

of records held by Workmen's Compensation. Mr. Hanratty explained that the statute 

governing the records of the Workmen's Compensation Committee had been in effect since 

the 1950's but the Commission has not yet requested clarification.from the Attorney 

General. Mr. Tynes pointed out that the State Accident Fund collects data similar to 

that of the Workmen's Compensation Commission but noted that the data of the Fund is 

considered to be confidential. 

Mr. Hanratty added that it was his impression that the Secretary-Director of 

Administration of the Workmen's Compensation Commission would have no objection to a 

statute restricting the availability of Commission information. Mr. Drea suggested that 

such a statute could be written to allow appropriate access to insurance companies 

and employers. Senator Hickman felt that any person authorized by the claimant should 

also be granted the right to examine the record. 

Mr. Zee brought up the point that the Workmen's compensation Commission operates 

very much like a court. Court records are public records and he suggested that 

p 



perhaps Commission records should not fe treated any differently. Mr. Hanratty replied 

that a differentiation could be made between information such as name and amount 

awarded, and detailed medical information which may not come out in court. The first 

type of information could be released while the second type could be maintained as 

confidential. 

The next meeting was scheduled for June 22, 19 81. Mr. Drea stated that he would 

be unable to attend and that Mr. Clinton would be Acting Chairman. Mr. Hanratty asked 

if there were any objections to sending the reports that had been discussed to the 

departmental liaisons. The members has no objections. 
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MINUTES OF THE GOVERNOR'S INFORMATION PRACTICES COMMISSION-JUNE 22, 1981 

The meeting of the Governor's Information Practices Commission was held on 

June 22, 19 81. Members in attendance were; Mr. John Clinton, Acting Chairman. 

Mr. Judson P. Garrett, Senator Timothy Hickman, and Delegate Nancy Kopp. 

The first part of the meeting was devoted to bringing Mr. Garrett, newly 

appointed to the Commission, up to date on recent activities. 

The meeting of the Commission held at the Motor Vehicle Administration (MVA) in 

Glen Burnie was reviewed. Mr, Dennis Hanratty noted that a copy of the minutes 

provided by MVA and a copy of the minutes taken by the Commission staff had been 

sent to Commission members. After discussion, it was decided that a letter would be 

sent to MVA summarizing the points that were made in the meeting along with a copy 

of the Commission's version of the minutes. 

Mr. Hanratty explained that after draft reports had been discussed among Commis- 

sion members, they were being sent to the appropriate state agency. The reports have 

been accompanied by a letter requesting that any inaccuracies be corrected. Mr. Han- 

ratty stated that to date he has received a response only from the Department of 

Education, Commission members decided that a more explicit letter should accompany 

the reports, stating that the Commission assumes there are noiinaccuracies unless a 

response is received by a specified date. 

Mr. Hanratty returned to the discussion of the meeting with MVA and expressed his 
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feeling that MVA had virtually conceded all of the points made in the report. In 

addition, he thought that a few other issues came to light that had not been dis- 

cussed in the report. One of these, Mr, Hanratty noted, was the fact that Medical 

Advisory Board records turned over to the courts became the temporary property of 

the courts and are treated as public information. Discussion followed on other 

aspects of the meeting, including the following: 

1) The expungement policy of MVA. 

2) The practice of MVA in selling lists. 

3) The lack of notification to individuals regarding the right to be removed 

from such lists. 

4) The absence of a security risk analysis. 

5) The lack of security at court terminals handling MVA records. 

Delegate Kopp asked if any of the draft reports had been adjusted. Mr. Hanratty 

stated that they had not. He explained the process that he has used to gather infor- 

mation and compile it into reports. Any changes, he stated, will be incorporated 

into the final report. 

Mr. Hanratty noted that he had found that federal information practices require- 

ments imposed on state agencies are quite varied. For example, the Department of 

Human Resources operates under strict federal requirements prohibiting disclosure but 

limited regulations governing access to the person in interest. The Department of 

Education, on the other hand, is affected by detailed federal regulations pertaining 

to access. Discussion followed regarding whether federal regulations relating to 

state human services record-keeping practices were intended to limit access to the 

person in interest or whether they were just silent on the subject. The question was 

raised whether the Commission had the authority to expand upon federal regulations. 

Mr. Garrett thought the original intention of the federal government was to limit 

the ability of the person in interest to examine human service records. Mr. Hanratty 

concluded that unless a specific information practice issue is covered by federal 

regulation, the larger state agencies do not seem to have a policy one way or the 



other. 

Mr. Garrett asked about the stamp, "Working Papers-Not for Public Dissemination", 

used to mark draft reports. He felt that such a practice was not in keeping with the 

Public Information Act and that it would be difficult to deny access if someone 

requested a copy of a report. In discussion, it became evident that the meaning of 

the stamp was not to deny access to any reports but to insure that the reports were 

not disseminated to the public until they were determined to be factually accurate. 

Commission members agreed that this stamp should be modified to read "Working Papers- 

Subject to Revision." 

Senator Hickman expressed the concern that the Commission has not yet asked agen- 

cies for a catalog of information systems or shown them a model draft of a privacy act. 

He felt that agency reactions would be essential before the Coiranission considers draft- 

ing an omnibus act. He also felt that their reactions would be vital is assisting the 

decision of the Commission in deciding whether to recommend an omnibus act or to sug- 

gest legislation in specific areas. Mr. Hanratty replied that in his informal dis- 

cussions with agency officials, he had encountered objections to only two of the 

"Issues Regarding Privacy" contained in the Commission's Interim Report: disclosure 

logs and the catalog of record systems. The fear of most agencies, he explained, is 

that such measures would cause enormous paperwork requirements without producing con- 

comitant benefits. Mr. Garrett suggested that part of the burden that agencies may 

anticipate is really already there, since by statute, records retention schedules 

are presently required from each agency. Mr. Hanratty observed however, that the infor- 

mation contained in these schedules is limited and not as extensive as would be required 

for a catalog of record systems. 

Mr. Clinton asked Mr. Hanratty for his thoughts regarding the usefulness of a cata- 

log of record systems. Mr. Hanratty stated that he had not yet formed a definite 

opinion on the subject. Recalling the testimony of the two representatives of the 

Office of Management and Budget at the Commission's April 27, 19 81 meeting, he noted 

that the federal experience indicated that few members of the public referred to the 



records system catalogs found in the Federal Register when requesting materials. 

Thus, it might be possible to dispense with the publication requirement. He felt that 

the catalog itself is a good practice for agencies as a management tool in making 

officials sit down and acknowledge records that they are keeping. The catalog would 

also be helpful, Mr. Hanratty suggested, if there were an overseeing body in charge 

of information practices. 

Regarding Senator Hickman's point about the Commission obtaining a catalog of 

record systems from the various agencies, Mr. Hanratty noted that to a certain extent 

the draft reports themselves provide such a catalog. He added, however, that there 

have been significant variations in agency responses. Some agencies have provided 

an extensive breakdown of their record systems, while others have lumped various 

systems together by division. 

Discussion followed concerning those agencies that have not been reviewed by 

the Commission. The lack of response of the Department of Health and Mental Hygiene 

was brought up. Delegate Kopp and Mr. Garrett offered to speak with Secretary 

Charles Buck about the overdue input from the Department,,. Mr. Hanratty explained 

that considerable difficulty had also been encountered in obtaining copies of forms 

available to private collection agents at the University of Maryland Hospital. 

Mr. Clinton opened discussion of the Regional Planning Council Report. Mr. 

Hanratty said that the Regional Planning Council has only one program-related record 

system-that pertaining to participants in the Section 8 housing program. Data pertain- 

ing to this program is forwarded to the Council from the individual counties. The 

Council noted that any requests for access or disclosure are referred to the county 

where the original form is kept. Mr. Garrett asked if such a practice was compatible 

with the Public Information Act. Mr. Hanratty replied that that was probably not the 

case, since the Council becomes a de facto custodian of the information. The Regional 

Planning Council told Mr. Hanratty that they have never had any requests from third 

parties not authorized to examine the data. 



Discussion then turned to the subject of the Public Information Act. Mr. Garrett 

asked if the Commission was asking for procedures or policies that agencies have 

drawn up to implement the Public Information Act, Mr. Hanratty replied that a model 
f 

regulation had been designed by the Attorney General's Office and was being used by 

many agencies. Mr. Hanratty noted, however, that few agencies provided any specificity 

in these regulations in identifying how particular record systems are handled. Mr. 

Garrett felt that such practices do not constitute compliance with the requirements 

of the Act. Another issue mentioned by Mr. Garrett was the cost of copying charged 

under the Public Information Act. He stated that fees are often used to discourage 

applicants from obtaining public information. Mr. Hanratty recounted the case of 

Mr. Lee Hoshall who was quoted a fee by the Baltimore City Police Department of 

$1,787 for 600 pages. 

Returning to the Regional Planning Council report, Mr. Hanratty stated that the 

Section 8 regulations promulgated by the federal government appeared to contain no 

references to information practices. Thus, he thought that state and local agencies 

were free to develop appropriate procedures on their own. Mr. Garrett expressed the 

opinion that it was too much to expect Mr. Hanratty to find all federal regulations 

governing each agency. He suggested that the legal counsel for each agency be con- 

tacted and asked to provide these in writing. Delegate Kopp added that this should 

be done even if Mr. Hanratty researches the regulations himself. 

The Commission then turned its attention to the draft report examining the record- 

keeping practices of the Maryland Automobile Insurance Fund (MAIF). Mr. Hanratty 

explained that the situation at MAIF illustrates a generic problem. Unless there is 

a section of the Code or a federal regulation stating that records are confidential 

or unless records are specifically excepted in the Public Information Act, then the 

data held by a state agency is public information. There are a number of systems, 

Mr. Hanratty asserted, that consequently fall between the cracks. In Mr. Hanratty's 

opinion, the Public Information Act mandates the disclosure of a considerable amount 

of personally identifiable data that is sensitive and should be confidential. 



Mr. Garrett proposed that the most that could be done now would be to identify the 

systems that concern the Commission and see if they lend themselves to general clas- 

s:^-'-catiOIi. The Commission could then determine the most appropriate means to address 

this problem. 

Discussion ensued on the type of data collected by MAIF and possible reasons jus- 

tifying the public character of the data. Mr. Garrett suggested that perhaps MAIF 

data should be public to ensure that the agency is performing its functions in an 

appr0priate manner. Mr. Hanratty disagreed, asserting that such an approach could 

also be used to require public inspection of other types of records, such as human 

services data. 

Mr. Clinton asked about the security of the claims systems records, Mr. Hanratty 

replied that the response of MAIF indicated that there did not exist any general 

security provisions in the manual portion of the claims recprd system, where the most 

sensitive data is maintained. 

Mr. Clinton referred to the statement in the report that the MAIF applicant is 

not aware of the public status of his records. Mr. Hanratty asserted that this is 

a problem in many agencies. Discussion followed on the right of a citizen to be 

informed about both the uses of the data he provides to the government and the confi- 

dential or non-confidential status assigned to that data. 

The next meeting was scheduled for July 6, 19 81. 
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The Governor's Information Practices Commission meeting was held on July 6, 

1981. Members in attendance were; Mr. Arthur S. Drea, Jr., Chairman; Mr. John A. 

Clinton; Mr. Robin J. Zee; Mr. Donald Tynes, Sr.; Delegate Nancy Kopp; Senator 

Timothy R. Hickman; and Mr. Albert J. Gardner, Jr. 

A tentative schedule of reports to be discussed at the next meetings was dis- 

seminated along with minutes from the meetings of June 8 and June 22, 19 81, and a 

report on the Public Information Act. The minutes from the* meeting of May 26th were 

adopted as official by Commission members. 

Mr. Drea noted that two large departments remained to be covered; Health and 

Mental Hygiene and Public Safety and Correctional Services. He enlisted the assis- 

tance of Commission members in getting the input required from these agencies. 

Delegate Kopp replied that both she and Mr. Judson P. Garrett had spoken with the 

Secretary of the Department of Health and Mental Hygiene, Mr. Charles R. Buck, and 

that Mr. Buck professed to have no knowledge of the situation. 

The first report discussed examined on the Department of Human Resources. Mr. 

Dennis Hanratty stated that the report was provided according to the responses from 
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three principal divisions of the Department of Human Resources-. He noted that 

information had just been received for several smaller programs not included in the 

report and that this would be added later. 

Mr. Hanratty informed Commission members that he had become convinced that the 

most important factor influencing the record-keeping practices of state agencies, 

particularly the larger agencies, is the nature of relevant federal regulations. 

If the federal information practices regulations are fairly general in character, 

hs explained, the state policies generally follow suit. As an example, Mr. 

Hanritty noted the Department of Education-Division of Special Education, which 

operates under extensive federal information practices requirements. As a conse- 

quence, the division at the state level is quite aware of information practices at 

the local level. In contrast, the Department of Human Resources does not need to 

comply with as strict a set of federal information practices regulations. In par- 

ticular, the Department is not required to monitor the record—keeping practices at 

theolocal level. 

. sJ.jT O 

For example, Mr. Hanratty elaborated, representatives at the state level indi- 

cated that local social service agencies are responsible for determining appropriate 

levels of security. However, state representatives seemed unaware of what specific 

security measures had been adopted. 

Discussion followed on the confusion which has always existed as to whether 

the local social service agency belongs to the county or to the state. The Montgomery 

County offices. Delegate Kopp stated, are the only ones being funded by both the 

county and states 

Senator Hickman related a conversation he had concerning security with a super- 

visor in a local branch office. Senator Hickman was told that the terminal used to 



obtain Unemployment Insurance information was located in the waiting room but was 

turned away from the client. He also discovered that the password had not been 

changed in two years. 

Mr. Drea stated that even though some confusion exists as to whether authority 

rests with the state or county, the Commission could certainly recommend that a 

uniform security policy be adopted. Delegate Kopp indicated that she would like to 

hear any objections from the local officials regarding issues raised in the draft 

report. Discussion ensued on whether the draft report Bhould be sent to local 

agency heads to obtain their reactions. 

Mr. Hanratty interjected that it was his impression that the Department of Human 

Resources believed that it has a state-wide privacy regulation. The problem was that 

when compared to the information practices of the Division of Special Education, those 

of Human Resources appeared insufficient. Although the Department of Human Resources' 

regulations in the area of restricting access of data to third persons are extensive, 

there was nothing regarding access to the person in interest. Mr. Hanratty added 

that it seemed that the department is unaware of information practices at the local 

offices. 

Senator Hickman suggested that, ultimately, responsibility for security should 

rest with the custodian of the data base. Mr. Drea added that the Public Information 

Act requires that every agency name a records custodian and wondered how this has 

been, handled by Human Resources. 

The Commission should also be cognizant, Mr. Hanratty stated, that current Con- 

gressional activity could affect the record-keeping practices of State agencies. If 

programs are eliminated and put into a block grant fashion, then corresponding regu- 

lations of those programs would also be eliminated. In some areas, he elaborated. 



the State hasn't promulgated as detailed regulations as the federal regulations. 

Mr. Clinton wondered if the role of the Commission would change if this happened, 

and asked if there would be a greater responsibility on the Commission to fill 

the gap. Mr. Zee noted that the loss of federal funding may result in looser control 

because the individuals who used to perform monitoring responsibilities can no 

longer be hired. When money is limited, priorities often shift, he concluded. 

In the discussion that followed it was suggested that the Commission could 

issue general guidelines requiring each agency to establish policies in specified 

areas. Compliance could be monitored by the legislative auditors. It was decided 

that the Governor's Office in Washington, D.C. would be contacted and asked to 

keep the Commission staff informed on the status of federally funded programs. In 

this manner, the Commission could evaluate the extent to which it may need to recom- 

mend measures to fill any gaps. 

Discussion then ensued regarding the various components of the Department of 

Human Resources, Mr. Hanratty noted that the Social Services Administration 

collects sensitive information, frequently from sources other thah. the subject of 

the record. Although the Social Services Administration operates under explicit 

COMAR regulations in the area of disclosure of information, no similar regulations 

are in effect regarding the issue of the access rights of the person in interest. 

A second major issue, Mr, Hanratty explained, is the lack of awareness on the 

part of state officials with respect to security procedures at the local level. 

In comparison to the situation found in the Social Services Administration, the 

Income Maintenance Administration does have a policy concerning access to records 

by the person in interest. First of all, the person in interest must have a specific 

reason for desiring to examine his file. Second, the Income Maintenance 



Administration will permit the person in interest to examine only those parts of 

his file pertaining to his request. Finally, medical and psychological data will 

not be released. 

Mr. Hanratty stated that officials in the Income Maintenance Administration 

were unaware of security measures enacted at the local level and agreed to obtain 

this information for the Commission. 

Mr. Hanratty indicated that the record-keeping practices of the Employment 

Security Administration presented far fewer concerns to the Commission staff than 

was the case of either the Social Services or Income Maintenance Administrations. 

However, he suggested that clarification is needed from the Employment Security 

Administration regarding the access rights of the person in interest to medical 

and psychological information. 

Mr. Clinton inquired as to who was responsible for gathering information on 

the Project Home form and also to what degree the information is available to the 

person in interest. Mr. Hanratty replied that he could not provide answers to 

either question:,, as representatives from the Social Services Administration did 

not attend his meeting with officials at the Department of Human Resources. 

Mr. Hanratty summarized his findings that security of information and access 

to the person in interest were the major problem areas regarding the record-keeping 

practices of the Department. Third party disclosure restrictions were adequately 

covered. Delegate Kopp expressed the opinion that if security was weak, stringent i. 

disclosure measures became less meaningful. 

Discussion followed on whether a meeting with Department officials would be 

beneficial. Mr. Hanratty did not feel that there was anyone at the Department who 



present the Coitunission with ci coinpirehensive overview of ■curirerit practices 

Senator Hickman felt that the agency officials need to be involved and that their 

support would have to be enlisted if an omnibus privacy bill was to be recommended 

by the Commission. Mr. Zee agreed with this point. Commission members decided to 

send a copy of the report to Mr. Luther Starnes, to the Secretary of the Department, 

and to other pertinent officials, highlighting the concerns of the Commission. 

A request for a response within two weeks would be included. Then, Mr. Drea suggested, 

if a meeting was felt to be useful, one could be arranged. Delegate Kopp asked that 

the letter be quite explicit.and that Mr. Hanratty reiterate his concerns about ques- 

tions that were not answered at his meeting with the Department. 

Discussion ensued on the need to review all reports on the record-keeping prac- 

tices of state agencies by October in order to have time to prepare an omnibus bill, 

amendments, or changes in regulations. Mr. Drea felt that the best contribution 

of the Commission might be a thorough review of existing practices and a comprehen- 

sive report with specific recommendations. Senator Hickman disagreed, stating that 

this would be only a halfway measure. He felt that at the very least, general legal 

requirements should be established. 

Mr. Hanratty next discussed the report concerning the Department of Personnel. 

He explained that personnel files were maintained both at the Department of Personnel 

and also at individual agencies. Indeed, several personnel files may exist within 

one department. 

Mr. Hanratty stated that requirements of the Equal Employment Opportunity Commis- 

sion (EEOC) affect what information is collected by the Department of Personnel. 

Basically, EEOC guidelines state that unless some item is directly related to an occu- 

pational purpose, then it should not be collected in a form visible to the screening 

officer. Mr. Hanratty expressed a concern that all applicants were required to supply 



a driver's license number on the State personnel application form. If a personnel 

officer obtained a driving record, he would have much the same information that was 

restricted under EEOC guidelines (e.g. race, sex, date of birth, etc.) 

Mr, Tynes added that although the application form was not sent to the hiring 

agency, many agencies use the same form in their interview process. 

Discussion focused on whether the request for a driver's license number was 

necessary and who should be required to supply it. Mr. Tynes stated that the 

Department of Personnel had been considering changing this to ask-Mo you have a 

driver's license?" Then, if the qualifications standard required a license, it 

could be checked in these circumstances, 

Mr. Hanratty noted that though he did not check every personnel office in State 

government, he had come across some application forms that appeared to conflict 

with EEOC guidelines, Mr, Zee suggested that the Forms Committee might be informed 

of the Commission's concern over the lack of a standardized application form, 

Mr. Hanratty took up discussion of the Data Processing Division of the Department 

of Personnel. This division includes the legislature in the category of "duly elected 

and appointed officials who supervise the work of executive branch employees"; as a 

consequence, therefore, information is released to members of the legislature upon 

request. Mr, Hanratty noted, however, that the Administrative Services Division does 

not include legislators in this category and thus routinely denies access. Mr;1 Drea 

stated that he did-not think that members of the legislature were meant to be included 

in this language. Mr„ Hanratty noted that this issue had never been formally addressed 

by the Attorney General's Office. Mr, Hanratty added that a prior opinion of the Attorney 

General indicated that legislative auditors could be permitted access to personnel 

files if access was necessary in order to perform a statutory duty. Thus, it could 



be that members of a legislative committee charged with departmental oversight 

responsibilities might argue that access to specified personnel files was a neces- 

sary aspect of their oversight function. 

Delegate Kopp said that it was difficult to imagine when a member of the legis- 

lature would need access to an individual state employee's personnel file. Mr. Tynes 

noted that the Department of Personnel had received several inquiries for specific 

information from legislators concerning an employee and that the Department indicated 

that information would be supplied if the employee signed a release. Mr, Drea did not 

see how anyone could get around the requirement "duly elected and appointed offi- 

cials who supervise" the work of executive branbh employees. This, he felt, would 

restrict it to the legislator's personal staff. 

In response to Mr. Zee, Mr. Tynes explained that files maintained at the Depart- 

ment of Personnel contained the original appointment and any promotion actions. 

Agency files were usually more extensive and would include such items as discipli- 

nary actions, A file within a division may contain even more information, such as 

documentation of sick leave abuses. Discussion followed on the manual being prepared 

by the Department of Personnel that will discuss the type of information that should 

be in the file, what can be removed, and so forth, 

Mr, Drea inquired as to the custodian of personnel records that were maintained 

in agencies or divisions rather than the Department of Personnel. Mr. Tynes thought 

that the appointed authority or the personnel chief of the agency would be the offi- 

cial custodian. 

The Commission discussed the fact that letters of reference are removed from the 

employee's file before he is provided access to it. It was noted that an employee is 

not told that letters of reference are removed before he examines his file; the 

R 



employee is only informed of this fact if he inquires. It was suggested that a log 

could be kept indicating what, if anything, had been removed and why it was removed. 

Commission members discussed the pros and cons of confidentiality of letters of 

reference. 

Delegate Kopp stated that she would like to know what information is in personnel 

files and to determine whether there should be a clear rationale and written direc- 

tives governing such information. She whould also like to know the basis on which 

information is kept in the Department of Personnel. Mr. Drea asked Mr. Tynes to check 

into this. 

Mr. Clinton reminded the Commission that a security risk analysis had been con- 

ducted at the Annapolis and Baltimore Data Centers. The data collected by the Data 

Processing Division of the Department of Personnel was maintained at these facili- 

ties. Mr. Clinton asked that this fact be noted in the final report. 

Mr. Hanratty moved on to discuss the State Retirement gystem. He identified two 

existent problems; 1) medical data provided by physicians was not available to the 

person in interest; and 2) most of the sensitive data maintained by the system is 

disclosable under Article 76—A. He noted that the public character of retirement 

data was of considerable concern to the Retirement System itself. 

Mr. Hanratty explained that Senate Bill 52 (introduced in the 1981 General 

Assembly) would have limited the amount of information available to the public. Data 

would be restricted during the lifetime of the member or retiree to the person in 

interest or his supervisor. After the death of the member, it would be available 

to beneficiaries and claimants and representatives of the beneficiaries'-estates. 

Delegate Kopp asked if Senate Bill 52 would permit information to be available 



to an individual who had been formerly married to the member or retiree.. Mr. 

Hanratty thought not. Mr. Drea added that it could be obtained through a court order 

in this situation. 

Mr. Drea expressed his belief that an argument could be made that no retirement 

information should be disclosable. Discussion followed on the respective amount 

of contributions provided by the State and the employee. 

Mr. Hanratty introduced the final section to be discussed concerning the State 

Accident Fund. The major problem with the Fund, he stated, is that it has routinely 

been denying requests for data without apparent statutory authority to do so. Mr. 

Hanratty added that the supervising attorney to the Fund stated that information main- 

tained was accessible to the best of his knowledge. Discussion focused on the diffi- 

culty that State agencies encountered when trying to obtain information from the 

State Accident Fund. Mr. Zee recounted an incident involving a former employee of 

his department. After being denied access to the information, he had requested to 

see the regulation or statute allowing the denial and has yet to receive a response. 

The meeting concluded with a discussion of House Bill 1287. It was noted that 

medical records in facilities other than hospitals were not covered by this bill. 

The next meeting was scheduled for July 20, 19 81. 
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Minutes-Governor's Information Practices Commission Meeting-July 20, 1981 

The meeting of the Governor's Information Practice's Commission was held 

on July 20, 1981. Members in attendance were; Mr. Arthur S. Drea, Jr., 

Chairman; Mr. Robin J, Zee, Mr. Donald Tynes, Sr., Mr. John A. Clinton, Dele- 

gate Nancy Kopp, Mr. Albert J. Gardner, Mr. Wayne Heckrotte, Mr. Judson P. 

Garrett, and Mr. E. Roy Shawn. 

The minutes from the June 8 and June 22 meetings were adopted by Conunis- 

sion members as final. 

Mr. Dennis Hanratty brought Commission members up to date on the responses 

received by the staff. Agencies which still remain to be discussed include; 

Licensing and Regulation, Health and Mental Hygiene, the Central Collection Unit 

and the Office on Aging, Mr. Hanratty noted that 85% of the necessary data had 

been received from the Department of Public Safety and Correctional Services and 

that the response to an additional request for information from the State Police 

was the only item lacking. 
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Discussion followed on how to obtain cooperation from the Department of 

Health and Mental Hygiene, the largest agency which has not yet responded to the 

inquiries of the Commission. Commission members decided that, since the Secretary 

had been contacted by several Commission members concerning this problem, a letter 

would be sent to the Governor. This letter would state that the Commission would 

be unable to complete its work due to the lack of cooperation from Health and 

Mental Hygiene. A copy of the letter would also be sent to the Secretary. 

The first report discussed concerned the Department of Agriculture. Ms. 

Thea Cunningham listed the general observations of the staff which were discussed 

in the report; 

1. The amount of personal information collected by various sections of 
the Department varies considerably (i.e., some collect only name and 
addresswhile others collect more extensive personal information). 

2. All sections of the Department permit the person in interest to access 
his records but he is not informed in any formal manner of this fact nor 
of the fact that information that he supplies is considered to be public 
information. 

3. The records of the Department are disclosable under the Public Infor^ 
mation Act. However, the Pesticide Applicator's Law Section stated that 
investigative reports are not disclosed. It is questionable whether this 
is a legitimate non-disclosure. 

4. Should all other personally identifiable information collected by the 
Department continue to be considered disclosable under the Public Information 
Act? 

Delegate Kopp questioned whether inquiries had been directed to the Secre- 

tary about the variety of'information collected by the different sections. Ms. 

Cunningham replied negatively. 

Mr. Garrett asked if there were copies of any divisional policies on disclosure 

Ms. Cunningham replied that, although several sections had indicated that they 

adhered to departmental policy regarding disclosure, the liaison in the department 

stated that such a policy did not exist. 



Mr. Tynes inquired as to whether the sections had indicated the typical reci- 

pients of disseminated information. Ms. Cunningham stated that most of the sec- 

tions had said that, they received few requests for information. 

The second report discussed concerned the Public Information Act (PIA). Mr. 

Haniratty explained that he had based the report on; 

1. Testimony from witnesses at the Commission's March 16 Public Hearing. 
2. Supporting documents submitted to the Commission staff by these witnesses. 
3. Responses from State executive branch agencies to questions regarding 
measures developed to respond to requests under the PIA. 

Mr. Hanratty stated that he had found that the PIA works well. Although he 

found no evidence that State agencies were not complying with the provisions of the 

Act, he had encountered several problems with the Act. 

The first problem, Mr. Hanratty explained, is that there is no definite time 

period by which the agency has to respond to a request for information under the 

PIA. Mr. Hanratty referred to the case of Mr. Lee David Hoshall. Mr. Hoshall 

had testified before the Commission that a records request he had submitted to the 

Baltimore City Government had been ignored for seven months. However, Mr. Hanratty 

stated, he found no evidence to suggest that State agencies are failing to comply 

in a timely fashion. He suggested that this may be a consequence of the fact that, 

unlike municipalities and counties. State agencies also operate under a Citizens 

Response Plan. 

A second issue which Mr. Hanratty discussed was the cost charged the requestor 

to obtain copies of documents under the PIA. Mr. Hanratty explained that the Act 

is unclear as to what should be included in the charges; the copying fee, adminis— 

trative costs to search for the material, costs involved in separating disclosable 

from non-disclosable information, and so forth. Mr. Hanratty cited an Attorney 

G eral s Opinion of 19 74 which suggested that fees of various kincjs involved in 

responding to requests under the PIA may be passed along to the requestor. 



Mr. Hanratty stated he had found that most state agencies do not seei to typically 

pass along administrative fees to the requestor. 

Mr. Hanratty noted three current agency practices which appearec to be incon- 

sistent with the Public Information Act: 

1. Requiring the requestor to justify a reason for the request. 

2. Denying requests due to a lack of personnel. 

3. Requiring the individual to produce information that was beyond his 

capacity to produce. 

Another issue which needs clarification, Mr. Hanratty explained, is the 

expression "letter of reference". Letters of reference are not disclosable under 

the PIA. There is no definition of this term in the PIA but evidence had been 

submitted to the Coirmission indicating that some records custodians may deny 

unsolicited letters or comments. 

In addition, Mr. Hanratty noted, the term "sociological data" needs clari- 

fication. Sociological data is prohibited from disclosure in the PIA along with 

medical and psychological data. Mr. Hanratty referred to a sheet from the Divi- 

sion of Parole and Probation which had been issued to the Conmiission menders. On 

the sheet, sociological information was divided into that which is non-confidential 

and sociological data which is confidential. Mr. Hanratty felt that this was incon- 

sistant with the PIA. He also felt that, ultimately, sociological data could encom- 

pass everything and theoretically invalidate the Public Information Act. 

Mr. Garrett suggested that the same kind of problem exists with psychological 

data. He thought that unless psychological data is gathered by a psychologist, it 

is not psychological data for the purposes of the Act. Mr. Garrett asked how the 

Federal Privacy Act interpreted this term. Mr. Hanratty replied that he did not know 



but would find out. Discussion followed and several Commission members expressed 

surprise that the Attorney General's Office had not been asked for clarification on 

this issue. 

A final point brought up by Mr. Hanratty was the Open Meetings Act. Mr. 

Robert Colborn, Administrator of the Division of State Documents, had suggested to 

Mr. Hanratty that there were problems in this area. Under the Open Meetings Act, 

the agency is required to publish the date, time and place of any meeting. Mr. 

Colborn felt that this information should also include the subject matter with 

some specificity. Secondly, Mr. Colborn felt that the requirement that notifica- 

tion be given to the news media or that notice be posted at a convenient public 

location was not necessarily effective. 

Mr. Drea replied that he felt this issue was not really within the scope of 

the Commission because it did not deal with Information Practices. Mr. Drea observed 

that this issue was extremely controversial when passed, and the requirement 

was essentially a compromise. 

Delegate Kopp noted that the report on the PIA related to the adequacy of the 

Act in achieving the purposes of public information. She felt that another impor- 

tant issue involved was that of integrating privacy concerns with public information. 

Delegate Kopp noted that the Commission was concerned with the question of what is 

personal versus what is public and that this might affect the Act. 

Mr. Hanratty noted that a number of agencies perceived that they had been 

adversely affected by the Act because there are no sections excluding personal data 

maintained by some programs from disclosure. Mr. Garrett added that in the process 

of identifying the information which an agency feels should be confidential, the 

agency should also consider whether the information should even be collected. 



Another area where problems are developing, he noted, is "commercial espionage". 

Corporate clients access public files to get information on how a competitor does 

business. Mr. Sweeney, Mr. Garrett stated, was finding that the State is being 

sued for allegedly disclosing confidential information under the PIA. 

Mr. Drea added Mr. William J. Rubin, Chairman of the State Bar Administrative 

Law Section, had pointed out that, presently in Maryland, the tax court can require 

people to leave the courtroom at the request of the taxpayer. The reason is that 

the information is of such a technically sensitive nature that the person does not 

want potential competitors to be aware of it. 

Discussion then focused on the fees charged by agencies to copy documents 

requested under the PIA. Mr. Gardner suggested that agencies consider the principal 

purpose behind the record request. If the request is to serve a private rather 

than public purpose, appropriate fees should be charged. Mr. Drea added that 

another way would be to establish one charge structure for the person in interest 

and another for third parties. Mr. Zee noted that the Archives charge ancestor 

hunters but researchers are not charged because research is the purpose for which 

the Archives exist. 

Mr. Zee asked if Mr. Hanratty felt that high fees were being used by agencies 

to discourage requests. Mr. Hanratty replied that he found that State agencies are 

trying to comply with the Act and in fact, most charge minimal fees to copy 

documents. 

Delegate Kopp asked if the law provides for an appeal of the agency decision 

not to release a document under PIA. Mr. Hanratty replied that the only option 

available to the requestor would be to seek relief in court. 



Discussion followed on the need for a time limit for the initial reply when 

a request is received. Mr. Garrett suggested that what other states have done 

could be reviewed. Delegate Kopp felt that a mediation board to handle extreme 

situations might be beneficial. Mr. Hanratty agreed. Mr. Garrett noted that there 

are punitive damages now except when the Attorney General's Office has advised 

the agency that the information is not disclosable. Mr. Drea suggested that the 

Commission might consider a decision time period of thirty days with the right to 

extend for an additional thirty days, with the permission of the requestor or for 

a valid reason. 

The next report discussed was that concerning the Human Relations Commission. 

Mr. Drea indicated that responses were of such a high quality that Mr. Hanratty 

felt it would be sufficient to merely copy the reply of the Human Relations Commis- 

sion. Mr. Garrett suggested that the quality of this response should be noted as 

an example in the letter to the Governor concerning the Department of Health and 

Mental Hygiene. Mr. Drea agreed. 

The final report discussed was the Department of Economic and Community 

Development Report. Mr. Hanratty delineated the issues of concern to him. He noted 

that a common thread running through the report is the fact that the Department 

collects a great deal of financial data. Most components of the Department, Mr. 

Hanratty said, do not disclose financial and commercial data. Mr. Hanratty ques- 

tioned, however, whether there is a statutory basis for such a policy. The position 

of the Department's counsel is that records of the Department are generally disclos- 

able under the Public Information Act. 

Mr. Hanratty cited Section 3(c)(v) which prevents the disclosure of confidential 

commercial or financial data. The custodian must decide: 1) Is the data commercial 

or financial? and 2) Is it confidential? He noted that though the Commission may be 



able to benefit by examining the federal experience in this regard, as the finan- 

cial and commercial section of the Federal Freedom of Information Act (FOIA) is 

quite similar to the PIA. Federal courts have interpreted commercial data to 

include rates and skills of supervisory personnel. Mr. Hanratty suggested that 

the most difficult issue involves determining what type of commercial and financial 

data is confidential. It would appear the records custodians must ask the follow- 

ing questions in determining whether or not to disclose such data: 1) Will dis- 

closure adversely affect the Government's ability to collect similar information 

in the future? 2) Will disclosure cause substantial harm to the competitive posi- 

tion of the firm? and 3) What are the customary industry-wide practices regarding 

the handling of this type of data? 

Mr. Hanratty stated that it is clear that some of the data in the Department, 

such as directory information about individuals' participating in various programs, 

is disclosable. He noted, however, that even the Department is unclear about 

whether the commercial or financial data maintained by its various programs is 

confidential. Departmental officials are leaning towards adopting a policy that 

would distinguish between information pertaining to borrowers and that provided 

by lenders. Under this plan, lender information would be confidential, while 

borrower information would be disclosable. 

Mr. Zee brought up the example of a small business trying to get established 

versus a large business which the state is trying to attract to Maryland. The 

State wants the latter and the firm may decide to relocate elsewhere if the State 

has a policy of disclosing commercial and financial data. Delegate Kopp noted that 

the same might apply to a small business. 

Mr. Garrett stated that he felt that the Commission was getting too specific 

for a Public Information Act. He added that the Commission could not get so speci- 

fic with the large number of agencies involved. The most that can be done in a 



Public Information Act that applies to everyone, he asserted, would be develop 

certain general standards. 

Discussion ensued on whether issues could be covered through legislation or 

rules and regulations. It was noted that the Commission had the option to decide 

whether to recommend an omnibus act or specific legislation. The point was made 

that if legislation was too specific, opposition might be greater. 

Mr. Garrett noted that there is a provision in the PIA restricting the col- 

lection of information. Mr. Heckrchtte added that the Legislative Auditors could 

examine the issue of data collection. Commission members discussed this issue. 

Mr. Drea stated that it could be tied in with the security risk analysis that the 

Commission would like to see done statewide. Mr. Hanratty felt, however, that 

every agency presently insists that all information it collects is relevant and 

necessary to perform assigned tasks. He was not sure what would be accomplished 

without explicit guidelines. It is difficult, he asserted, for the auditors to 

overrule psychologists, psychiatrists, etc., who might insist that certain pieces 

of sensitive data needed to be collected from recipients of government programs. 

The meeting concluded and the next meeting was scheduled for August 3, 1981. 
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Minutes - Governor's Information Practices Corrimisgion - Meeting of August 3, 1981 

Hie meeting of the Governor's Information Practices Commission was held August 

3, 19 81 in the House Constitutional and Administrative Law Committee Room. Members 

in attendance were; Mr. Arthur S. Drea, Jr., Chairman; Mr. Robin J. Zee, Mr. 

Wayne Heckrotte, Mr. Albert J. Gardner, Jr., Mr. Donald Tynes, Sr., Mr. John A. 

Clinton, and Senator Timothy R. Hickman. 

The minutes from the meeting of July 5, 19 81 were approved as official and the 

minutes of the meeting held on July 20, 19 81 were distributed to Commission members. 

Mr. Drea read a copy of the letter that was sent to Governor Hughes concerning 

the lack of cooperation the Commission has received from the Department of Health 

and Mental Hygiene. A copy of the letter was also sent to Mr. Charles R. Buck, Jr., 

Secretary of the Department. Mr. Drea noted that Ms. Beatrice Weitzel., the Depart- 

ment's liaison with the Commission, had indicated that a partial response would be 

sent to the Commission staff on Friday, July 31, but as of Monday, August 3, nothing 

had been received. 
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Mr. Drea discussed the problem that the staff had encountered with the 

University of Maryland. A survey was distributed to the University, he explained, 

requesting information on record-keeping practices. The replies were consolidated 

by the University and sent to the Commission. A sample reply was distributed to 

Commission members showing how responses had been grouped together,. Mr. Drea pointed 

out that the consolidated replies were useless to the Commission staff. When the 

original responses were requested from the University, Mr. Drea added, the University 

replied that too much copying would be involved and that, in addition, some of the 

respondees were more candid than the University would have liked. A letter was sent 

to Dr. Brandt on July 13, 19 81, requesting that the original responses be supplied 

to the Commission staff. As of August 3, 1981, no response had been received. 

Discussion ensued on this issue. Mr. Zee and Mr. Tynes were asked to contact 

Dr. Brandt and bring this problem to his attention. (The materials requested have 

since been received by the Commission staff.) 

Mr. Drea indicated that the schedule of the Commission needed to be reorganized. 

Seven reports remain to be discussed, Mr. Dennis Hanratty noted. Due to a lack of 

total responses from several agencies, completion of many of the reports had to be 

postponed. Because of this situation, it was decided that there would not be a 

meeting on August 17, 19 81. The next meetings were scheduled for August 24, and 

August 31, 19 81. There would not be a meeting on September 7, 19 81. 

The Addendum to the Human Resources Report was discussed by the Commission. 

Ms. Thea Cunningham explained that the Addendum concerned the record-keeping practices 

of the Maryland Energy Assistance Program, the Weatherization Program, the Training 

and Employment Office and the Bureau of Support Enforcement. All of these offices 

stated that the individual is allowed access to his records. The primary point of 

interest, Ms. Cunningham noted, is that several of the programs cited the Federal 



Privacy Act as the governing authority for their collection or disclosure prac- 

tices. As the Commission staff interpreted the Privacy Act, Ms. Cunningham added, 

it governs only records maintained by Federal agencies. A spokesman for the 

Department of Human Resources indicated that they had assumed that they were required 

to follow the provisions of the Privacy Act, since the program is federally funded. 

Ms. Cunningham stated that she had contacted the U.S. Department of Energy in Wash- 

ington, D.C. which supplied the form used by the Weatherization Program. A spokes- 

man for the Department of Energy stated that they had assumed that the Privacy Act 

governed the information practices of the states since the information was requested 

by a federal agency. The spokesman did not know where this requirement could be 

found in writing. Ms. Cunningham stated that she was unable to find anything in 

the Code of Federal Regulations concerning this requirement. These programs are 

covered, she added, by other federal requirements in the Code, as is the rest of 

the Department.. 

Mr. Drea suggested that the staff contact Mr. Dennis Sweeney and ask his advice 

on this issue. Mr. Hanratty noted that it seems as if the Department of Energy is 

requiring states to comply with the Federal Privacy Act when in fact they have no 

authority to do so. Mr. Heckrotte stated that perhaps the state is considered to be 

an agent of the federal agency. Mr. Hanratty responded that he found it curious that 

no other components of the Department of Human Resources, which are also funded by the 

federal government, cited the Privacy Act as regulating their activities. 

The Commission then discussed the report examining the record-keeping practices 

of the Public Defender's Office. Ms. Cunningham explained that a great deal of per- 

sonal information is collected on the applicant for appointed counsel. The Public 

Defender's Office stated that the client is allowed access to his file with the 

exception of psychiatric records. Mr. Drea asked how the passage of House Bill 12 87 

would affect this practice. Since hospitals are now required to supply the 



individual with a summary of his psychiatric record, Mr. Drea noted, wouldn't this 

change the practice of the Public Defender's Office? The patient may not be able to 

obtain access to his psychiatric record in the Public Defender's Office, but he 

could then go the the facility and obtain a summary, Mr. Hanratty noted that the 

Public Defender's Office could send the individual directly to the facility. Mr. 

Drea suggested that it would be beneficial to find out if the Public Defender's 

Office was aware of the bill and its potential ramifications. 

The final report discussed concerned the Department of Natural Resources. Mr. 

Hanratty noted that there were two areas that should be considered by the Commission: 

1) the records of the Licensing and Consumer Services Section and 2) the personnel 

practices of the Natural Resources Police. The Licensing and Consumer Services 

Section, Mr. Hanratty explained, maintains approximately 900,0 00 records. The infor- 

mation contained in these records is, in many cases, confined to name, address and 

phone number. Other records, however, hold more extensive information such as 

birth date, age, height and eye color, length of residence in Maryland, and so forth. 

■^-'-1 0f this information is disclosable under the Public Information Act, Mr, Hanratty 

noted. Licensees have no rights to prevent the dissemination of personal informa- 

tion and they are not notified concerning disclosures. The staff was informed by the 

Licensing and Consumer Services section that advertisers constitute the principal 

market for licensee computer lists. Advertisers are charged for computer time, paper, 

tapes and storage and It per page to cover expenses. 

Mr. Hanratty compared the computer list contract used by the Department of Natural 

Resources with that used by the_Motor Vehicle Administration {MVA). He noted that 

MVA's contract is much more restrictive. The purchaser must indicate the intended 

use of the information, restrictions are imposed on the reselling of information, 

recipients are prohibited from using the information for any mailing promoting the 

sale of real estate, insurance, involving sweepstakes or giveaways, and MVA can 



prevent objectionable mailings. In addition, the individual may contact MVA and 

request that his name be deleted from the mailing list. These points are all absent 

in the Licensing and Consumer Services Contract. 

Mr. Hanratty also pointed out that MVA may only sell lists if it approves of the 

purpose for which the list is to be used. There is no such statement in the regula- 

tions governing the Natural Resources Department. However, the legislature did impose 

a great amount of specificity in terms of information to be collected from licensees 

by the Licensing and Consumer Services Section. 

Mr. Zee thought that both contracts were subject to the Attorney General's Office 

review and coordination. He noted that Mr. Hanratty would find similar variations 

between contracts when he examined the .Department of Licensing and Regulation. Dis- 

cussion ensued. The point was made that the Attorney General's Office determines 

the legal sufficiancy of contracts and is not concerned with the content of the 

contract. 

Senator Hickman stated that it had occurred to him that the Commission could 

make recommendations to the Governor that he deem certain things be done by his 

cabinet agencies. Also, some of these changes could be accomplished by Executive 

Order or gubernatorial policy. Mr. Drea added that he had envisioned that most 

of the Commission's recommendations would take the form of suggested adoption of 

regulations by departments. The minority of the recommendations would involve 

legislation. Senator Hickman noted that there could be an Executive Order for 

Privacy and then a law could be passed a couple of years later. 

Mr. Hanratty brought up the issue of standardization on personnel forms. He felt 

that a need existed to standardize personnel forms used throughout the state. Mr. 

Zee indicated that he had written to the State Records Administrator and will 



transmit a copy of the minutes highlighting this point. 

Discussion turned to the personnel practices of the Natural Resources Police 

Force. Mr. Hanratty noted that some of the information requested from applicants by 

the Force was quite detailed: 

a. Marital Status: date of marriage/information on fiancee, who officiated, 

any separation/annulment/divorce and the reason 

b. Financial Status: property owned, insurance premiums, mortgage payments, 

amount owed to creditors 

c. Arrests: any detentions, tickets/parking violations of applicant or spouse 

d. Medical Data: anyone in the family tested for nervous or mental disorder. 

Mr. Hanratty added that this information is verified through the use of a poly- 

graph. He stated that this seemed to be in direct violation of Article 100, Section 

9 5-b which states that agencies cannot require the applicant or employee to submit 

to a polygraph as a condition of employment or continued employment. 

In discussion of this application form,; it was noted that it seemed to be an 

attempt to outdo the Maryland State Police. Mr. Heckrotte noted that the National 

Security Agency background investigation form was not as detailed as the form used 

by the Natural Resources Police. - 

Mr. Tynes stated that the Department of Personnel had reviewed the form and 

found it unacceptable. Many of the questions asked were not felt to be job related. 

Furthermore, Mr. Tynes added, statistics on minorities and females in the Natural 

Resources Police Force suggest that the form may discriminate against women and 

minorities. Senator Hickman noted that a constitutent had complained to him that 

he -was told that one had to know someone in politics to be a Park Ranger. 



Mr. Hanratty stated that he believed the application form to be internal to 

the Police Force and not a standard Departmental form. 

Mr. Drea suggested that this form be discussed with the Department. Mr. 

Tynes was designated to contact the appropriate individual in the Department and 

inform him that this situation exists. In the discussion that followed, the point 

was made that the Commission would then have the option at the time of the final 

report of including or deleting the form. Mr. Hanratty felt that the form should 

be included in the final report and wondered how many applicants had been screened 

out in the past by the use of the form. Members expressed the feeling that 95% of 

the report would be ignored because of one sensational item. It was concluded that 

Mr. Tynes would contact Mr. Herbert Sachs, Director of Operations for the Department 

of Natural Resources, and that the Commission would decide whether to include this 

issue in the final report at a later date. Mr. Gardner noted that the objective 

should be .to achieve a correction. 

Mr. Drea noted that in his agency. Park Police applicants are informed that an 

FBI check will be done and fingerprints are taken. But detailed information to the 

extent requested by the Natural Resources Police Force was not required. Several 

Commission members expressed curiosity as to the types of information requested on 

the Maryland State Police Application Form. 

Mr. Hanratty stated that another issue before the Commission concerned the 

directory type information (i.e. name, address, telephone number) collected by the 

various other sections of the Department of Natural Resources. Should this informa- 

tion continue to be disclosable under the Public Information Act or should restric- 

tions be imposed on its dissemination? Mr. Hanratty thought that the Commission 

might consider the practice of local education agencies (LEAs) regarding directory 

information. Before releasing directory information, LEAs must inform parents at the 


